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 upgrades – this includes upgrades of corrosion protection, ECI, software, rotating and 
mechanical equipment. 

Over AA5 we will see a number of assets reach their 15 and 30-year replacement cycles. There 
are also a number of software items and equipment that either are or will become obsolete in 
AA5. 

In the original business case, we considered three options: 

 Option 1 - Maintain the volume of activity and expenditure levels undertaken during the AA4 
period; 

 Option 2 - Move to a replacement on failure policy for all compressor stations projects; and 

 Option 3 - Deliver the volume and activities identified in the Asset Management Plan (AMP) as 
required, applying good asset management practice, and adopting emerging techniques / 
technologies where appropriate.  

We recommended Option 3 because the option aligns with our Operational Risk Framework, asset 
management principles and the primary manufacturer’s specification. This option supports our 
vision and values and delivers for its customers on public safety, reliability of performance and 
customer service. 

1.2 ERA Draft Decision 

In its Draft Decision, the ERA accepts that some of the work deferred in AA4 needs to be carried 
out in AA5 to ensure the safety and integrity of services, increasing the level of expenditure required 
compared to AA4. This conclusion was based on technical advice from its technical experts (EMCa) 
that DBP’s explanation that the driver for the increase in the AA5 capital expenditure (the timing 
of replacement cycles) is reasonable.1 

However, the ERA has disallowed a portion of the forecast capex for the compressor station 
portfolio of work based on EMCa’s advice that: 

 DBP’s pipeline supply performance reliability of 100 per cent for the last two years indicates 
that there is some scope for reducing investment in the ‘Compressor stations’ program and 
still satisfying the 100 per cent reliability target. 
 

 DBP has demonstrated in previous access arrangement periods its ability to deliver a portion 
of its planned work for less than the amount forecast, including due to finding that the 
condition of assets was sufficient to allow deferral and integrating proposed projects with 
other, related projects at a lower combined cost.2 

The ERA considers: 

that DBP is likely to be able to deliver the work comprising this business case at less than DBP’s 
proposed cost by deferring some of its planned work to the next access arrangement period or 
by delivering the work at a lower cost than allowed for in the preliminary cost estimate. The 
ERA has therefore adjusted the proposed capital expenditure for the ‘Compressor stations’ 
business case by 20 per cent.3 

                                           

1 ERA Draft Decision, [618] 
2 ERA Draft Decision, [619] 
3 ERA Draft Decision, [620] 
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The ERA states that:  

The 20 per cent adjustment is based on technical advice that DBP can prudently defer some of 
its planned AA5 ‘Compressor stations’ work at no material risk to the DBNGP’s performance 
reliability or attainment of its asset management objectives and a 20 per cent reduction is 
reasonable. This is supported by information supplied by DBP that the replacement of some of 
its compressor station assets is conducted based on condition, rather than age, which provides 
scope for deferral of replacement of some assets.4 

Accordingly, the ERA has reduced the level of proposed expenditure by 20% to $28.9 million (real 
unescalated December 2019 dollars). 

1.3 Our response 

We have taken on board the ERA and EMCa’s feedback and have reviewed our compressor stations 
capex forecast accordingly. Applying more up-to-date information, and conscious of the need to 
minimise any potential price impact on customers during the AA5 period, we have sought 
opportunities to defer costs where prudent to do so, as well as providing a further top-down 
challenge to identify where projects could be bundled and/or delivered at a lower cost. 

As per the technical advice from EMCa, we have looked at what projects within the program we 
can prudently defer at no material risk to the DBNGP’s performance reliability or attainment of our 
risk and/or asset management objectives. We have re-assessed the prudence of all 30+ projects 
in the compressor stations program (noting that a similar review was beyond EMCa’s scope5) and 
amended the forecast accordingly. An overview of the review process and our assessment of the 
compressor station projects is provided in Appendix A. 

Following our review, we submit that a 20% reduction is not achievable within the AA5 period. 
However, we have identified the opportunity to reduce the forecast by 7%, based on deferring 
three projects to the AA6 period and updating the scope of a further project (based on detailed 
design) so that we can deliver it for less than originally anticipated. 

We have also reviewed the compressor station program of work to identify whether there are any 
further opportunities to integrate proposed projects with related projects at a lower combined cost, 
as suggested by the ERA in its Draft Decision. However, we have found no further obvious 
opportunities to optimise the program beyond the project bundling/optimisation already built into 
the forecast. 

We submit that the revised forecast of $33.0 million is the minimum amount necessary to undertake 
the outstanding works from the AA4 period and ensure the integrity of services provided by our 
compressor stations over the AA5 period without materially impacting risk or inhibiting achievement 
of our asset management objectives. 

We will endeavour to deliver the program at a lower cost than forecast, however, based on current 
information we do not consider it prudent to commit to savings beyond the 7% identified. The AA5 
forecast is based on more mature asset information and our forecasting approach has been subject 
to greater rigour than that put forward during the AA4 period. We therefore consider there is less 
opportunity to outperform the forecasts than there has been historically. 

                                           

4 ERA Draft Decision, [620] 
5 EMCa Technical Review, p.119 
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period. Therefore, deferring their replacement by a year will broadly align with the replacement 
cycle without materially impacting risk.  

This means the $0.3 million originally planned for AA5 will be pushed into AA6. 

CS into F&G control system replacement (Stage 4) 

This project was originally forecast to be undertaken during the final two years of the AA5 period 
(2024 and 2025). However, a review of the risk associated with maintaining the current F&G control 
systems suggests that the risk can be tolerated for a further 12 months (subject to ongoing review), 
allowing us to push the program commencement back to 2025. This means half of the project 
($1.2 million) will be delivered during the AA5 period, with the remaining $1.2 million deferred to 
AA6. 

Deferring these three F&G projects to AA6 increases the probability of asset failure. However, 
based on the available data and asset life extension strategies, we believe the risk can be managed.  
Increasing the risk is not the preferred option, and we do not believe that deferring these projects 
further, or deferring other projects within the compressor station portfolio, would be considered 
the action of a prudent operator acting in the long-term interest of the asset and our customers.      

Refurbishment of below ground pipework 

The costs of undertaking the refurbishment of below ground pipework project has been reduced 
from $6.5 million to $5.8 million (an 11% reduction), as a result of detailed design undertaken 
since we developed our initial submission. Detailed design indicates an opportunity to deviate from 
the unit rates at CS10 (only), as there is proportionally more pipework above ground than below. 
This decreases the cost of undertaking work at this compressor station. 

The net result of the three deferrals and re-scoped project is a $2.6 million reduction (7%) from 
our original AA5 forecast capex of $35.6 million, to $33.0 million. Of this reduction, $1.9 million will 
result in an equivalent increase to the AA6 forecast.  

1.3.2 Improved asset information and forecasting accuracy 

The information used to inform the AA5 forecast represents a more mature suite of asset data and 
insight into how to best optimise compressor station works. 

Incremental improvements have been made to our investment governance process over the course 
of AA4. We have taken on board feedback during the AA4 determination process (notably from 
EMCa) regarding the limitations of our forecasting approach.6 For example, when developing the 
AA5 forecasts we have incorporated more clearly defined project scopes, provided options analyses, 
and considered a more detailed sense check of deliverability.7 Though we are still seeking further 
improvements over AA5, our business cases, asset management strategies and supporting 
information are in a significantly more advanced stage of their project lifecycle than compared with 
AA4. 

In its technical review, EMCa comments that our governance and management system does not 
appear to have been changed significantly from its approach at the beginning of the AA4 period.8 
However, we submit that this statement does not recognise the improvements we have made in 
our forecasting approach, and infers that because of this it could be expected that there will be 

                                           

6 ERA Draft Decision, [465]  
7 The lack of these was a criticism highlighted by EMCa during its AA4 review. 
8 EMCa Technical Review, [115] 
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significant cost variance at the business case level and significant underspend in planned pipeline 
related work in AA5. While we concede there was considerable variation to forecast for the AA4 
period, this was due to the forecast setting process at the beginning of that period. This is an area 
we have had significant focus on and have implemented a number of improvements leading into 
AA5. 

We have worked extensively on projects included as part of the AA5 submission to provide more 
accurate estimates and information. We submit the bottom-up build used to develop the 
compressor stations work program forecast is more robust and has a greater degree of certainty 
than was achieved during the AA4 review.  

We have considered opportunities to find synergies across the entire portfolio of capex projects, 
as well as to defer projects to future years, resulting in significantly less opportunity to find even 
further efficiencies or savings. Programming efficiency already built into the compressor forecasts 
includes bundling activities when our field staff are undertaking works at each compressor station. 
For example, we coordinate station programmable logic controller (PLC) replacements, battery 
replacements, rectifier upgrades and sensor upgrades, savings costs by getting the work done in 
fewer visits. We have also standardised the emergency shutdown system, which allows us to deliver 
that program at a lower cost than if disparate systems were maintained. 

1.3.3 DBP’s forecast meets the requirements of NGR 74 

While EMCa has provided a high level explanation at how it arrived at the 20% cost reduction, we 
note that it was not able (due to it being outside EMCa’s scope) to conduct a full review of all 34 
projects. As such, we do not consider EMCa’s assumption that 20% of the forecast costs, ultimately 
adopted by the ERA, could be deferred to AA6 without materially impacting risk has been arrived 
at on a reasonable basis.  

However, we appreciate the need to reduce price impacts on our customers and (as described 
above) have sought to defer some projects as per the ERA and EMCa’s advice. We submit that our 
revised forecast has been arrived at on a reasonable basis as it considers historical performance, 
incorporates expenditure optimisation assumptions, and is founded on a detailed assessment of 
asset condition and the risk associated with deferring each of the 34 projects. The forecast 
therefore provides the best estimate in the circumstances and therefore meets the requirements 
of NGR 74. 
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We recommended Option 3 as it ensures we continue to deliver safe and reliable pipeline services. 
This approach is consistent with good industry practice and follows the recommendations of our 
equipment providers and manufacturers, thereby ensuring continued repair and replacement.   

1.2 ERA Draft Decision 

In its Draft Decision, the ERA accepts the prudence of the proposed Pipeline and MLV work program, 
stating: 

the Pipeline and Mainline Valves work program DBP proposed would contribute to 
maintaining the safety and integrity of services on the DBNGP and that replacing pipeline 
and mainline valve assets at the end of their design life is commensurate with good industry 
practice.9 

The ERA’s technical consultant similarly accepts that the work program is prudent and that DBP’s 
stated driver for the increase compared to AA4 capex that a significant number of pipeline and 
MLV assets at or will reach the end of their design life is commensurate with good industry 
practice.10 

However, EMCa has recommended reductions to the AA5 forecast, highlighting that it considers 
the pig barrel isolation valve replacements scheduled for 2023 can be deferred by two years to 
commence in 2025. This pushes around $1.2 million of AA5 capex into the AA6 period. 

EMCa also advises that DBP’s pipeline supply performance reliability of 100% for the last two years 
indicates that there is some (small) scope for reducing investment and still satisfying the reliability 
target.11 On this basis, EMCa has reviewed DBP’s 15% underspend during the AA4 period and 
considers that: 

After reviewing the proposed balance of work, we consider that DBP will reasonably require 
10% less (-$0.8m) to achieve its asset management objectives.12 

Note that this 10% reduction is in addition to the pig barrel isolation project deferral, resulting in 
a total reduction of $2.0 million (21%).13 

However, the ERA has reduced the Pipeline and MLV forecast to $6.7 million, which is a 31% 
reduction.14 This amount has been derived by reducing the proposed forecast capital expenditure 
by: 

 Assuming the ‘Pig barrel isolation valve replacement’ commences in 2025, rather than 2023 
as currently scheduled.  

 Reducing the proposed capital expenditure remaining after taking into account the 
reduction from assuming the ‘Pig barrel isolation valve replacement’ commences in 2025 by 
20 per cent.  

 Adjusting the real labour cost escalation rate included in the forecast to 0.30 per cent, as 
outlined at paragraph 608.15 

                                           

9 ERA Draft Decision, [630] 
10 EMCa Technical Review, p.120 
11 EMCa Technical Review, p.120 
12 EMCa Technical Review, p.120 
13 Real unescalated December 2019 dollars 
14 Real unescalated December 2019 dollars 
15 ERA Draft Decision, [632] 
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1.3 Our response 

We have taken on board the ERA and EMCa’s feedback and have reviewed our Pipeline and Main 
Line Valve work program in light of more up-to-date information on asset condition, program 
delivery and risk. We have looked at what projects within the program we can prudently defer at 
no material risk to the DBNGP’s performance reliability or attainment of our risk and/or asset 
management objectives, as well as providing a further top-down challenge to identify where 
projects could be bundled and/or delivered at a lower cost. 

We have re-assessed the prudence of all 14 projects (noting that a similar review was beyond 
EMCa’s scope16) and amended the forecast accordingly. An overview of the review process and our 
assessment of the pipeline and main line valve projects is provided in Appendix A. 

Following our review, we submit that a 30% reduction is not practicable, and based on current 
asset condition and risk, would not reflect a prudent level of replacement/refurbishment of these 
critical assets. Moreover, we note that the assumed 20% reduction the ERA has applied to the 
broader program (excluding the pig barrel isolation project) is greater than the actual underspend 
achieved during the AA4 period, which was 15%. The ERA’s assumption is also twice that of its 
technical experts EMCa, who advise that a 10% reduction reflects a reasonable level of saving that 
could be achieved. 

We do not consider that the underspend compared with the AA4 forecast is a reasonable basis on 
which to assume similar savings can be achieved during AA5. Our forecast for the AA5 period is 
based on more mature asset information and we have worked extensively on projects included as 
part of the AA5 submission to provide more accurate estimates and information.  

We submit the bottom-up build used to develop the Pipeline and MLV forecast is more robust and 
has a greater degree of certainty than was achieved during the AA4 review. Therefore, we expect 
there is less opportunity to outperform the forecast during the AA5 period than there was during 
AA4. Though we will endeavour to deliver the Pipeline and MLV work program for less than forecast, 
we do not believe it is reasonable to assume that the magnitude of savings achievable during AA5 
would be greater than those achieved during the AA4 period. 

However, we are conscious of the need to minimise any potential price impact on customers during 
the AA5 period, and believe we can prudently reduce the forecast by approximately 8% 
($0.7 million). 

We have looked at the pig barrel isolation project highlighted by EMCa for further review, and 
consider we can defer part (although not all) of this project into the AA6 period without materially 
impacting risk. We have also identified that the Lister GEA control system replacement (10 kW) 
project can be delivered for less in the AA5 period, as this project has been accelerated and 
delivered during the AA4 period (in 2020), meaning only a small residual amount of capex is 
required to complete this project in AA5. 

We have also reviewed the Pipeline and Main Line Valves work program to identify whether there 
are any further opportunities to integrate proposed projects with related projects at a lower 
combined cost, as suggested by the ERA in its Draft Decision. However, we have found no further 
obvious opportunities to optimise the program beyond the project bundling/optimisation already 
built into the forecast. 

These matters are discussed in the following sections. 

                                           

16 EMCa Technical Review, p.120 
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However, we submit that this statement does not recognise the improvements we have made in 
our forecasting approach, and infers that because of this it could be expected that there will be 
significant cost variance at the business case level and significant underspend in planned pipeline 
related work in AA5. While we concede where was considerable variation to forecast for the AA4 
period, this was due to the forecast setting process at the beginning of that period. This is an area 
we have had significant focus on and have implemented a number of improvements leading into 
AA5. 

We have worked extensively on projects included as part of the AA5 submission to provide more 
accurate estimates and information. We submit the bottom-up build used to develop the pipeline 
and main line valves forecast is more robust and has a greater degree of certainty than was 
achieved during the AA4 review.  

We have considered opportunities to find synergies across the entire portfolio of capex projects, 
as well as to defer projects to future years, resulting in significantly less opportunity to find even 
further efficiencies or savings.  

The pipeline and MLV assets are older than in AA4 and increasing the level of investment in planned 
preventive measures, especially relating to corrosion, must reasonably be expected and would be 
considered good industry practice. 

1.3.3 DBP’s forecast meets the requirements of NGR 74 

The ERA has provided only a high level explanation of how it arrived at the 20% cost reduction for 
work outside the pig barrel isolation project. The ERA’s 20% assumption is not aligned with the 
advice of its technical experts EMCa, that reduction of 10% is reasonable, and is also greater than 
the actual cost reduction achieved during the AA4 process. 

Further, EMCa’s assessment was based on a high level application of assumed project deferrals 
across the Pipeline and MLV work program. EMCa was not able to conduct a full review of the 
prudence of all 14 projects (due to it being outside EMCa’s scope). 

Taking these limitations into consideration, we are not confident that the ERA’s revised forecast 
has been arrived at on a reasonable basis and submit that it does not represent the best forecast 
possible in the circumstances. However, we appreciate the need to reduce price impacts on our 
customers and have sought to defer some projects as per the ERA and EMCa’s advice.  

As described above, we have reviewed our capex portfolio, including undertaking a review of the 
prudence of the 14 projects that make up the Pipeline and MLV work program. We therefore submit 
that our revised forecast has been arrived at on a reasonable basis and is founded on a re-
assessment of asset condition and the risk associated with deferring each of the 14 projects, using 
contemporary information. The forecast therefore provides the best estimate in the circumstances 
and therefore meets the requirements of NGR 74. 

1.4 Summary 

1.4.1 Estimating efficient costs 

Table 1 shows the revised profile for the Pipeline and MLV work program for the AA5 period. 







ATTACHMENT 8.5A – ADDENDUM TO CAPEX BUSINESS CASES 

 

AGIG DBNGP REVISED FINAL PLAN OCTOBER 2020 | 29 

 

NGR 74 

The forecast costs are based on market rate testing, and consider opportunities for optimising the 
works program or deferring costs where prudent to do so based on the latest information. Cost 
assessments have been conducted based on the best information available at the time of 
developing the original business case and revised to reflect any changes outlined in this addendum. 

The revised estimate is based on a re-assessment of all 14 projects in the Pipeline and MLV work 
program in light of contemporary asset condition, risk and delivery information. The estimate has 
therefore been arrived at on a reasonable basis and represents the best estimate possible in the 
circumstances. 
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 Efficient – The forecast expenditure is based on the actual unit replacement cost incurred 
in the replacement of similar unit control system in AA4. The OEM-provided equipment will 
be purchased in bulk where possible under existing contracts to ensure optimised unit 
pricing and minimised foreign exchange exposure and/or the need for multiple engineering 
design engagements also. The proposed expenditure can therefore be considered 
consistent with the expenditure that a prudent service provider acting efficiently would incur.  

 Consistent with accepted and good industry practice – The proposed project follows 
good industry practice of aligning replacement activity with commitments embedded within 
the Asset Management Plan and manufacturer’s recommendations. Therefore, the 
proposed capital expenditure is such as would be incurred by a prudent service provider 
acting efficiently, in accordance with accepted good industry practice.  

 To achieve the lowest sustainable cost of delivering pipeline services – The 
sustainable delivery of services includes reducing risks to as low as reasonably practicable 
and maintaining reliability of supply, whilst achieving the lowest sustainable costs by 
undertaking the replacement program in a proactive, planned and scheduled manner with 
the most appropriate volume of activity based on useful life and in line with manufacturer’s 
guidance and associated support. 

Rule 79(2) 

Control systems provide critical safety and control functions for effective compressor station 
operation. Their replacement and upgrade, in line with manufacturer specifications and obsolete 
equipment, maintains the safety and integrity of our transportation services and is therefore 
consistent with NGR 79(2)(c)(i) and (ii). 

Rule 74 

The forecast costs are based on market rate testing, and consider opportunities for optimising the 
works program or deferring costs where prudent to do so based on the latest information. Cost 
assessments have been conducted based on the best information available at the time of 
developing the original business case and revised to reflect any changes outlined in this addendum. 
The estimate has therefore been arrived at on a reasonable basis and represents the best estimate 
possible in the circumstances.  
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 our response to information requests EMCa08 (NPV models) provided on 21 February 2020, EMCa19 provided on 

3 March 2020, ERA21b provided on 5 June 2020, ERA23(1) provided on 9 July 2020 and ERA24 8 July 2020; and 

 Supporting information to Attachment 8.5A_DBP10 Updated NPV analysis. 

1.1 Original business case 

Our original proposal for DBP10 Jandakot Site Redevelopment included capex of $8.5 million in 
AA5. The project included construction of a purpose-built facility at Jandakot to provide backup 
SCADA control room, server and communications facilities, warehousing, modern office and 
training facilities, and accommodation for the Transmission Operations division. This 
redevelopment will replace existing 30-year old facilities which no longer meet business 
requirements, operational or safety needs. 

We considered the following five options: 

 Option 1 – Reactive approach to addressing issues; 

 Option 2 – Redevelop facilities on existing site; 

 Option 3 – Lease a new facility; 

 Option 4 – Build new facilities at a different location; and 

 Option 5 – Staged redevelopment. 

In our original proposal, Option 2 was recommended because it was the only option that will 
comprehensively address the identified safety and operational risks in an efficient and prudent 
manner. 

The recommended Jandakot Site Redevelopment is a new project, with the main construction 
planned to be undertaken in 2024 and 2025. The timeline proposed in our original business case 
is summarised in Table  below.  

1.2 ERA Draft Decision 

In its Draft Decision, the ERA accepted that the proposed redevelopment of the Jandakot site is 
necessary to improve the safety of services on the DBNGP and to comply with our regulatory 
obligations.24  

However, the ERA reduced the proposed expenditure to $4.6 million (real unescalated dollars of 
December 2019) because it considered that a prudent service provide would pursue Option 5, 
which is the redevelopment in stages across AA5 and AA6. This would allow the office and traffic 
management issues being addressed in AA5 and the construction of the warehouse facility being 
deferred until the AA6 period. The ERA considered that this option involves the same scope of work, 
however, defers the timing of the work by one year, resulting in a lower net present cost for the 
work. 

                                           

24 ERA Draft Decision, [667] 
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The ERA observed that delays to the work compared to the planned schedule may occur in any 
case based on technical advice from EMCa that the work is likely to be delayed compared to the 
schedule due to:25 

 the prevailing on-site conditions (the development site is on a class A water mound with limits 
on development); and 

 the likelihood of a more protracted approvals process, which it said was typical with projects of 
this nature, highlighting our work schedule only allows six months for the approvals process 
for environmental, heritage and class A water mound approvals to be secured. 

1.2.1 EMCa’s recommendation to the ERA 

EMCa noted it was satisfied that:26 

 the current facilities will need to be improved to offset the risks and constraints outlined in the 
business case within the next 10 years; 

 leasing warehouse facilities and/or training facilities at a nearby location has been considered 
by DBP as part of its options analysis and it is not a sustainable long term alternative to the 
proposed redevelopment; 

 of the options identified, options 2 and 5 are superior to the other options (on the basis of risk 
mitigation and/or NPC); 

 DBP has considered means of reducing the need for hotel nights for regional staff engaging in 
training at the Jandakot depot e.g. by changing the staff rosters; and 

 Option 5 delivers approximately the same outcome as option 2 in physical terms (i.e. the scope 
is the same) albeit with a one year delay. The NPC reduction compared to option 2 from 
deferring the capex in 2024 and 2025 by one year is likely to be offset by ongoing operating 
costs (accommodation, warehouse stock damage, training opex). 

In regards to timing EMCa raised a number of concerns. It stated:27 

The current development is on a class A water mound with imposed limits on 

development which may constrain DBP’s proposed redevelopment, particularly given 

the proposed establishment of what is effectively a hotel on the site to provide 

overnight accommodation. DBP has allowed only 6 months for the approvals process 

involving environmental, heritage and Class A water mount approvals to be secured. 

In our view DBP has not demonstrated that it has adequately considered the likelihood 

of a more protracted approvals process which are typical with projects of this nature. 

We consider that the project is likely to be delayed by at least 12 months and that 

Option 5 is a more likely scenario. The delay will incur additional opex (stock 

losses/damage, hotel nights). In our view, AA5 capex of $4.0m is likely to satisfy the 

capex criteria (i.e. an adjustment of -$3.8m). 

                                           

25 ERA Draft Decision, [669] 
26 EMCa, Report to the ERA, p.125 
27 EMCa, Report to the ERA, p.125 
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 Prudent – The expenditure is necessary in order to address the identified safety concerns as 
soon as reasonably possible. The project is also based on the replacement of an existing asset 
which has arrived at the end of its useful economic life. The proposed option for redevelopment 
provides the best value for money for customers and DBP and is therefore of a nature that 
would be incurred by a prudent service provider.  

 Efficient – The forecast expenditure is based on an estimate that we have validated with an 
independent building firm and have assumed a 5% reduction can be delivered through our 
competitive tender process and further refinement and optimisation of the redevelopment 
design. A formal procurement process will be undertaken once we have received in principle 
support for the redevelopment to commence in 2024. The proposed expenditure can therefore 
be considered consistent with the expenditure that a prudent service provider acting efficiently 
would incur.  

 Consistent with accepted and good industry practice – The proposed project involves 
providing a work environment to employees, contractors and visitors which is safe from harm, 
and which is shown as the lowest cost option for meeting the continued needs of our business. 
It also follows good industry practice and design specifications for comparable utilities  and for 
employers of choice who offer contemporary work spaces, therefore the proposed capital 
expenditure is such as would be incurred by a prudent service provider acting efficiently, in 
accordance with accepted good industry practice.  

 To achieve the lowest sustainable cost of delivering pipeline services – The sustainable 
delivery of services includes reducing risks to as low as reasonably practicable and maintaining 
reliability of supply, whilst achieving the lowest sustainable costs. Our NPV analysis of modified 
Options 2 and 5 shows modified Option 2 achieves a lower net present cost compared to 
modified Option 5.  

1.4.1 Estimating efficient costs 

Each of the two options further considered have utilised estimates as detailed in this Business Case 
Addendum for capex associated with design and build of facilities, as well as ongoing operating 
and maintenance costs. 

Table 10 summarises the total unescalated costs by cost type of the preferred option. The total 
cost of $8.6 million is in line with the total costs presented in the initial Business Case DBP10 
submitted in January 2020. Table 11 shows the escalation applied to escalate the Jandakot 
Redevelopment to real dollars of December 2020 including labour cost escalation of 0.57% per 
annum. 
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1.1 Original business case 

Our original proposal for DBP12 Safety Case Revisions included capex of $0.5 million in AA5 to 
undertake a comprehensive review and revision of the DBNGP Safety Case, which is required to be 
revised every 5 years in accordance with the Petroleum Pipelines Act 1969 (WA).  

The current Safety Case was accepted by the Minister via Department of Mines, Industry Regulation 
and Safety (DMIRS), as the Minister’s Delegate, in November 2016. Therefore, we are required to 
submit a revised safety case no later than November 2021.   

We are proposing to undertake the review and revision with internal personnel by knowledgeable 
staff who have in-depth and extensive experience in operating and maintaining the pipeline, 
thereby understanding its condition and operating environment. 

In the original proposal we considered the following options: 

 Option 1 – Undertake the Safety Case review with internal resources; and 

 Option 2 – Undertake the Safety Case review with external resources. 

We recommended Option 1 as it complies with our legislative requirements and supports a prudent 
approach to safety and risk management at the lowest sustainable cost. This approach ensures 
that any changes to operating conditions that occur within the 5-year period are taken into 
consideration in the Safety Case Revision at an individual and aggregate level, and that business 
knowledge and internal expertise are maintained.  

1.2 ERA Draft Decision 

In its Draft Decision, the ERA reduced the level of proposed expenditure on the Safety Case 
revisions by 40% from $0.5 million to $0.3 million (real unescalated dollars of December 2019) 
based on technical advice that the revision of the safety case should be straightforward given the 
incremental nature of the work.28  

ERA’s technical consultant EMCa considered that:29 

using internal resources is preferable to using external resources given the cost savings 
and what we expect will be a relatively straight forward and incremental update of the 
current version.  

 
Based on the incremental nature of the work (as identified by DBP), we consider that 
approximately 50% of the $0.6m expenditure to produce the 2016 version is likely to be 
required to develop the 2021 version. Any cost involved with incorporating the non-covered 
pipeline assets introduced since the 2016 version of the safety case was approved should 
be charged to the un-covered assets.  

Forecast capex of $0.3m is a reasonable amount to produce the updated Safety Case (i.e. 
an adjustment of -$0.2m). 

We have not seen any detail as to the activity and hours of effort EMCa considered was appropriate 
in forming this view. 

                                           

28 ERA Draft Decision, [682] 
29 EMCa Technical Review, p.126 
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1.3 Our Response 

We maintain the proposed expenditure of $0.5 million during AA5 represents the best estimate of 
costs to undertake the Safety Case Revisions. To support this, we have provided additional 
information to demonstrate how we came to a total cost of $0.5 million to undertake this work in 
2021.  

1.3.1 Background to Safety Case revisions 

The DBNGP Safety Case has been in place since 1998 following the privatisation of the pipeline.  
Since then the Safety Case has undergone numerous revisions approved by DMIRS, including the 
regular 5-yearly revisions as well as special revisions to incorporate new assets including the Stage 
4 and 5 Expansion projects. 

As with the previous 5-yearly revision submitted and approved in 2016, the revision required in 
2021 must satisfy the MoSoPO Regulations. There have been further revisions undertaken in 
addition to the 5 yearly revision to reflect changes that have occurred, such as changes to integrity 
management strategy or inclusion of additional assets.  However, in accordance with the MoSoPO 
Regulations, these ‘minor’ updates do not reset the 5 yearly revision schedule, which requires a 
comprehensive and impartial review to ensure the safety case remains valid for the DBNGP.  

Accordingly, we will adopt the same methodology as has previously been accepted by DMIRS to 
deliver a similar scope of revision in the upcoming 2021 revision. The MoSoPO Regulations require 
a revised safety case to demonstrate that the pipeline’s operation and all associated machinery, 
equipment and systems are kept in good condition and fit for purpose. Demonstrating this requires 
a systematic and thorough review to ensure all changes in pipeline operations, equipment, 
machinery and systems that have occurred are captured and to confirm that the risks associated 
with these remain acceptable and ALARP.  

1.3.2 Our approach to Safety Case revisions 

Figure  below shows our approach to the review, the project team members involved, 
responsibilities and key stakeholders.  

It shows there is significant input required from across the whole of the gas transmission business 
in particular Transmission Asset Management, Commercial and Transmission Operations 
(Maintenance) areas of the organisation. A number of other key business areas will also be involved 
as required. The assessments include changes that have occurred or likely to occur that alter the 
risks for the entire DBNGP assets for each and all disciplines, to enable risks within each discipline 
to be considered as well as combined risks for multiple disciplines across different pipeline and 
facility assets.  
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1.4 Summary 

In summary, we have provided additional information to demonstrate the total cost of $0.5 million 
represents the best possible forecast for the Safety Case revisions in 2021 as required by NGR74. 

Any reduction to this would severely compromise the quality of the revision process and risk the 
revisions not being accepted by DMIRS. Therefore the proposed expenditure of $0.5 million is 
consistent with that of a prudent service provider acting efficiently to achieve the lowest sustainable 
cost. 

1.4.1 Consistency with the National Gas Rules 

Rule 79(2) 

As agreed by the ERA in its Draft Decision, the expenditure on the Safety Case revisions is 
necessary to:  

 maintain and improve the safety of services 79(2)(c)(i); 

 maintain the integrity of services by ensuring we can demonstrate that the pipeline and all 
associated machinery, equipment and systems are kept in good condition and fit for purpose 
79(2)(c)(ii); and  

 meet our regulatory obligations with DMIRS, with an approved Safety Case being a condition 
of our licence to operate the pipeline 79(2)(c)(iii).  

Delivering the Safety Case revision for a lesser cost would severely compromise the quality of 
review which could impact on our compliance with legislative requirements and diminish our 
corporate knowledge and internal capabilities for the Safety Case. 

Rule 79(1) 

Consistent with the requirements of Rule 79(1)(a) of the NGR, and as outlined in our original 
business case, the expenditure of $0.5 million for the Safety Case revision is: 

 Prudent – The expenditure is necessary in order to address the identified ongoing operational 
requirements of the Safety Case. The proposed expenditure is based on the required activities 
and hours by our personnel to conduct the review in line with the approach we have 
implemented for previous revision processes that have lead to acceptance of our Safety Case 
by DMIRS and therefore can be seen to be of a nature that would be incurred by a prudent 
service provider. 

 Efficient – The expenditure is consistent with what we have historically incurred to deliver 
Safety Case revisions successfully, utilises and builds on our corporate knowledge and internal 
capabilities, with some external facilitation competitively procured, aiming to undertake a 
comprehensive and thorough review to achieve acceptance from DMIRS. The proposed 
expenditure can therefore be considered consistent with the expenditure that a prudent service 
provider acting efficiently would incur.  

 Consistent with accepted and good industry practice – The proposed expenditure 
reflects good industry practice by adopting the same approach that has seen prior revisions 
accepted and leveraging the expertise of internal resources to ensure corporate knowledge and 
capability is maintained. The proposed capital expenditure is therefore such as would be 
incurred by a prudent service provider acting efficiently, in accordance with accepted good 
industry practice.  
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Over the next five years (AA5) we will see a number of assets reach the end of their technical 
design lives, requiring replacement (or refurbishment where this is more economical). The forecast 
meter stations work program comprises the following activities:  

 replace or refurbish end of life flow measurement equipment including ultrasonic flow meters, 
Coriolis flow meters and turbine flow meters; 

 replace end of life gas quality analysis equipment (gas chromatographs); 

 replace and refurbish gas heating equipment including gas fired water bath heaters, with gas 
electric immersion heaters, and replace or refurbish associated utilities (fuel gas trains and 
thyristors); 

 replace and refurbish pressure, temperature and flow control equipment such as control valves, 
pressure regulators, safety control valves and pressure safety valves; and 

 replace or refurbish electrical and instrumentation equipment required to monitor and control 
the field equipment. This includes flow computers, PLCs, process controllers, remote terminal 
units, IS barrier installations, power distribution and earthing systems. 

In our original business case, we considered three options: 

 Option 1 - Maintain the volume of activity and expenditure levels undertaken during the AA4 
period; 

 Option 2 - Move to a replacement on failure policy for all meter station assets; and 

 Option 3 - Deliver the volume and activities identified in the Asset Management Plan (AMP) as 
required, applying good asset management practice and adopting emerging 
techniques/technologies where appropriate. This was the recommended option. 

We recommended Option 3 because it aligns with our Operational Risk Framework, asset 
management principles and the primary manufacturer’s specifications. This option supports our 
vision and delivers for our customers on public safety, reliability of performance and customer 
service. 

1.2 ERA Draft Decision 

In its Draft Decision, the ERA accepts that the meter stations work program we proposed would 
contribute to maintaining the safety and integrity of services on the DBNGP as well as complying 
with DBP’s regulatory obligations. This was based on the advice of the ERA’s technical experts 
EMCa, that good industry practice for meter stations assets is for preventative management of the 
assets rather than reactive management, and that our proposed schedule of activities reflects a 
preventative management approach.30 

However, the ERA has disallowed a portion of the forecast capex for the meter stations work 
program based on technical advice from EMCa that: 

…of the 10 projects proposed for AA5, based on historical expenditure, DBP is likely to be 
able to prudently reduce its expenditure on five of these due to these being either recurring 
annual expenditures or having high annual capital costs and/or rounded-up estimates. 31 

                                           

30 ERA Draft Decision, [689]  
31 ERA Draft Decision, [690] 
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In its report EMCa states: 

Option 3 does not recognise DBP’s demonstrated ability in the AA3 and AA4 periods to 
prudently defer or deliver planned work for less than the ERA allowance. Of the ten projects, 
we consider that based on its ‘track record’ DBP is likely to be able to prudently reduce its 
expenditure on five [Earthing replacement and AC mitigation of facilities, Meter station 
valves and control valves overhauls, Heater fuel gas train replacement at meter stations, 
MLV and meter station hazardous area inspection and rectification works, Meter station 
piping repair] of them. These projects either have one or more of the following 
characteristics: consistent annual expenditure, high annual capital cost and what appear to 
be rounded-up estimates. 

We consider a reduction of 10% to the proposed option 3 cost (i.e. an adjustment of -
$0.8m) is likely to result in a reasonable AA5 capex allowance.32 

The ERA considers: 

that $7.06 million is the best estimate possible of the prudent and efficient amount of 
capital expenditure for the ‘Meter stations’ business case for AA5, and therefore satisfies 
rule 74 of the NGR. This amount has been derived by: 

• Reducing the un-escalated costs included in the proposed forecast by 10 per cent 
• Adjusting the labour cost escalation included in the forecast to reflect a real rate of 0.30 

per cent as outlined at paragraph 608. 

The adjustment to the un-escalated costs has been made based on DBP’s demonstrated 
ability during the AA4 period to identify opportunities to prudently defer planned work or 
identify efficiencies in executing that work for other business cases, and technical advice 
that a reduction of 10 per cent is likely to result in a reasonable amount for the ‘Meter 
stations’ work.33 

Accordingly, the ERA has reduced the level of proposed expenditure from $7.89 million to 
$7.06 million (real unescalated December 2019 dollars). 

1.3 Our response 

We have taken on board the ERA and EMCa’s feedback and reviewed our meter stations work 
program accordingly. Applying more up-to-date information, and conscious of the need to minimise 
any potential price impact on customers during the AA5 period, we have sought opportunities to 
defer costs where prudent to do so, as well as providing a further top-down challenge to identify 
where projects could be bundled and/or delivered at a lower cost. 

The ERA and EMCa appear to accept34 that the proposed program is consistent with NGR 79(2)(c)(i) 
and (ii), stating that our preventative management approach: 

 is good industry practice; and  

 would contribute to maintaining the safety and integrity of services on the DBNGP, as well as 
complying with DBP’s regulatory obligations.  

                                           

32 EMCa Technical Review, p.127. Real unescalated December 2019 dollars 
33 ERA Draft Decision, [691 and 692]. Real unescalated December 2019 dollars 
34 ERA Draft Decision, [689] 
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Despite this, the ERA has determined that although it considers the proposed meter stations work 
program prudent, we could reduce our expenditure by deferring some of this work or by identifying 
efficiencies. The ERA reaches this conclusion on the basis that because deferrals have been 
achieved in other work programs, similar deferrals/efficiencies to the value of 10% can be achieved 
with meter stations.35 

We maintain that the proposed work program outlined in our original business case and 
underpinned by our Asset Management Plan is prudent. Nevertheless, we reassessed all ten 
projects within our meter stations work program for any work to be prudently deferred without 
materially impacting risk or inhibiting achievement of our asset management objectives (noting 
that a similar review was beyond EMCa’s scope36).  

Following our review, we do not consider it prudent to defer the planned work into AA6. This is 
because the assets in questions are already in poor condition, are affected by corrosion, are 
obsolete, or are already reaching the end of their design lives.  

The meter station assets are fundamental to our ability to provide gas transportation services, and 
it is essential that the meter stations remain functional and the measurement and monitoring 
equipment within them remain accurate. This is demonstrated by our strategic decision during the 
AA4 period to prioritise meter station work when reprofiling our expenditure in-period (hence the 
higher-than-forecast spend during AA4). 

An overview of the review process and our assessment of the prudence of the various meter 
stations projects is provided in Appendix A. 

Given we have not identified any work we believe would be prudent to defer, to comply with the 
ERA’s Draft Decision, we would need to deliver the 10% capex reduction for the AA5 period by 
identifying efficiencies, which the ERA assumes is possible on the basis deferrals and efficiencies 
have been achieved in other projects.37 

We do not agree that this is practicable. It is important to note that the underspends achieved on 
other projects were achieved by making project deferrals (i.e. doing less work). The underspends 
were not achieved by findings efficiencies (i.e. achieving the same outcome for a lower cost).  

This difference between deferrals and efficiencies is an important distinction. Where we have been 
able to defer projects from AA4, while this results in lower costs during that period (and therefore 
lower impact on regulated tariffs), it is only pushing the costs into future periods. We still have to 
deliver the work at some point. 

As described above, as with all our pipeline capex projects, we have reviewed our AA5 work 
program for meter stations and sought to identify work we can defer. While in other programs 
(such as compressor stations and main line valves) we have found opportunities to push some 
costs into the AA6 period, this is not the case for meter stations. 

We will seek to deliver the meter stations program for less than forecast and where we able to find 
efficiencies, we will repurpose capex to help deliver other programs. However, we do not consider 
it practicable nor prudent to assume the meter stations program can be delivered in full for 10% 
less than our estimate. 

Moreover, we highlight that the ability to achieve cost reductions in other, unrelated capex 
programs does not necessarily translate to an ability to make similar savings in all projects. The 

                                           

35 ERA Draft Decision, [692] 
36 EMCa Technical Review, p.127 
37 ERA Draft Decision, [692] 
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drivers for replacing/refurbishing a particular asset can vary significantly by program, and as 
highlighted by the fact that we had to repurpose capex from other programs to increase our actual 
expenditure on meter stations during the AA4 period to address the poor condition meter station 
assets. 

As highlighted in our original business case, in AA4 we undertook a $25.8 million program of work 
on our meter stations. This is compared to our proposed AA5 program of $7.7 million. We have 
based our unit cost estimates on the rates achieved in the three years of AA4 with highest spend, 
meaning that our forecasts already incorporate efficiencies associated with a program more than 
three-times the proposed AA5 program. In contrast to the ERA and EMCa’s view that we can 
achieve efficiencies in the meter stations program, we are more likely to have increased unit rates 
when compared to the AA4 period, and therefore do not consider it reasonable to achieve any 
further efficiencies.  

EMCa further implied our forecasts include a level of overestimation on the basis of the use of 
annualised average cost profiling and rounding of our expenditure forecasts. These methods are 
standard practice, and do not in and of themselves demonstrate the resulting forecasts are 
overestimated.  

The application of developing a five-year work program and allocating the forecast capex relatively 
uniformly over the period is standard practice. While the forecast will necessarily diverge from the 
actual delivery (and therefore expenditure) profile, we aim to deliver a balanced work program to 
minimise any inefficiencies such as workforce ramping costs.  

We have used actual historical costs for each project type to develop our capex forecasts. In some 
instances where we have made adjustments38 to actual historical costs we have rounded our 
project estimates. The rounding has, in some circumstances increased the project cost, and in 
others has decreased the cost. 

We contend that averaging our cost profile over the AA period, and rounding our forecasts are 
reasonable practices, and are in fact required to ensure that the unit rates and volumes for such 
programs of work reflects our best estimate as required by NGR 74. Any differences in profiling or 
rounding are unlikely to be material, and are expected to be far outweighed by other cost factors, 
such as exchange rates, market rates, asset conditions, changes in volumes, changes in 
manufacturer specifications and unforeseen circumstances.  

These matters are discussed in the following sections. 

The ERA considers that $7.06 million is the best estimate possible of the prudent and efficient 
amount of capital expenditure for the ‘Meter stations’ business case for AA5, and therefore satisfies 
rule 74 of the NGR.39 However, we submit that making an assumption DBP will be able to achieve 
10% of savings based on its ability in AA4 to defer planned work or achieve efficiencies on the 
basis of other unrelated programs of work is not be a reasonable basis on which to arrive at forecast 
savings going forward.  

We contend that our approach, which is to arrive at a forecast based on the best asset data 
available in the circumstances, only factoring in cost savings reasonably within our control, results 
in a more reasonable forecast. 

                                           

38 These adjustments include for example, additional sparing generation, the use of various emerging technologies and expenditure 

optimisation. 
39 ERA Draft Decision, [691]. Real unescalated December 2019 dollars 
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We submit that the original forecast of $7.7 million to conduct the necessary meter stations 
replacement and refurbishment works is consistent with NGR 79 and 74, has been arrived at on a 
reasonable basis, and remains the best estimate of the costs of undertaking this work.  

1.3.1 Project deferrals  

While the ERA and EMCa accept40 that the proposed program is consistent with NGR 79(2)(c)(i) 
and (ii), the ERA considers we could reduce our expenditure by deferring some of this work41.  

As was demonstrated by re-prioritising our capex program to deliver meter stations work in the 
AA4 period (at the expense of lower risk projects), projects in our meter stations program are 
critical and deferrals are unlikely. Deferring the proposed meter station works would be inconsistent 
with the industry practice, preventative management approach, and would put at risk the safety 
and integrity of services on the DBNGP, as well as lead to our non-compliance with our regulatory 
obligations. 

We maintain that the proposed work program outlined in our original business case and 
underpinned by our Asset Management Plan is prudent. Nevertheless, we reassessed the prudence 
of each of our 10 meter stations projects, with a view to identifying any projects able to be 
prudently deferred without materially impacting risk or inhibiting achievement of our asset 
management objectives.  

In particular, we have reviewed the five projects42 for which EMCa has used as the basis for its 
recommended capex reduction. These are: 

 meter station valves and control valves overhauls; 

 heater fuel gas train replacement at meter stations;  

 MLV and meter station hazardous area inspection and rectification works; 

 meter station piping repair; and 

 earthing replacement and AC mitigation of facilities.  

We have not found any further opportunities to defer planned work into AA6. The assets in question 
in each of these projects are either in poor condition, are obsolete, or will reach the end of their 
design lives during the AA5 period. It is therefore not prudent to defer them.  

An overview of the review process and our assessment of the prudence of the various meter 
stations projects is provided in Appendix A. 

1.3.2 Economies of scale and scope 

EMCa suggests there is scope to reduce our meter stations capex because some of our projects 
had a high capital cost.43 In its technical review, EMCa does not expand on its rationale, however 
we expect EMCa is suggesting we could achieve further economies of scale and scope within our 
program, for example from bulk discounts on materials and labour contracting, and bundled 
program delivery.  

                                           

40 ERA Draft Decision, [689] 
41 ERA Draft Decision, [692] 
42 EMCa Technical Review, p.127 
43 EMCa Technical Review, p.127 
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We agree with EMCa that there are greater opportunities to achieve economies of scale and scope 
in larger programs of work. During the AA4 period, our meter stations program was $25.8 million 
and was one of the largest programs undertaken during the period. 

In AA5 we are forecasting to spend $7.7 million. This is significantly lower than AA4, which in-turn 
reduces our ability to achieve the efficiencies seen in AA4. Nevertheless, we have based our unit 
cost estimates on the rates achieved in the three years with highest spend, meaning that our 
forecasts already incorporate efficiencies associated with a program of more than three-times the 
proposed AA5 program.  

Given the AA5 program is significantly smaller than AA4, it may well be the case that the unit rates 
we achieve during the AA5 period will be higher than in AA4. However, we will endeavour to deliver 
the program within the more conservative forecast we have put forward. We therefore do not 
consider it reasonable to assume further reductions in unit rates or efficiencies. 

1.3.3 Annualised profiling of expenditure and rounding  

EMCa has cited the used of annualised average project profiling of costs and rounded-up forecasts 
for some projects as a key reason for recommending the ERA apply a 10% capex reduction to the 
overall meter stations work program. EMCa seems to be implying that these forecasting methods 
result in a level of overestimation in relation to those forecasts.44 

We consider that applying annualised averages and rounding when developing five-year capex 
forecasts are standard practices, and by extension do not mean the resulting forecasts are 
overestimated.  

Developing a five-year work program and allocating the forecast capex relatively uniformly over 
the period is common, and is often a preferred option when using the forecasts to determine a 
smooth revenue/price path. When forecasting large volumetric programs, we will develop our 
forecasts consistent with a smooth delivery profile, which helps us minimise the cost of providing 
pipeline services. For example, smoothing the capex profile to the extent we can helps avoid costs 
such as resource ramping.  

There are two methods of achieving a smooth profile – we can either allocate volumes, or 
expenditures between years. While they may result in different expenditure profiles, the overall 
value of the program is unaffected. For this program, we have chosen to allocate average 
expenditure between the years. 

While the delivery profile and therefore expenditure will necessarily diverge from the forecast, we 
consider the annualised average profiling approach arrives at a forecast on a reasonable basis,  
provides the best estimate in the circumstances, and therefore meets the requirements of NGR 74. 

Using rounded project estimates is standard practice. This is evidenced in the ERA and EMCa 
applying a rounded cost reduction of 10% to our meter stations work program. While we accept 
rounding can have a significant impact on values, we submit that in the context of the developing 
a $7.7 million forecast for a major asset replacement program, it is immaterial. 

As discussed in our original business case, we have used actual historical costs for each project 
type to develop our capex forecasts. In some instances where we have made adjustments to these 
costs, we have rounded our project estimates. These adjustments include for example, differences 

                                           

44 EMCa Technical Review, p.127 
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 Efficient – the forecast expenditure is based on revealed historical actuals and future 
tender contract values, and incorporates expected future efficiency improvements and 
expenditure optimisation assumptions. The proposed expenditure can therefore be 
considered consistent with the expenditure that a prudent service provider acting efficiently 
would incur.  

 Consistent with accepted and good industry practice – the proposed expenditure 
follows good industry practice by ensuring that critical infrastructure is maintained within 
its useful life and to current technological standards, therefore the proposed capital 
expenditure is such as would be incurred by a prudent service provider acting efficiently, in 
accordance with accepted good industry practice.  

 To achieve the lowest sustainable cost of delivering pipeline services – Undertaking 
the meter stations program in a proactive, planned and scheduled manner based on 
appropriate age or condition parameters reduces total costs over the life of these assets, 
where unplanned failure could lead to damage requiring full replacement. Estimates 
incorporate proven new and emerging technologies adopted where these techniques 
reduce long-term costs. 

Rule 79(2) 

The proactive replacement and refurbishment of meter station assets maintains the safety, integrity 
and reliable delivery of gas along the DBNGP. The projects are scoped in in line with age and 
condition-based asset needs and are necessary to maintain the safety and integrity of services 
along the DBNGP. Therefore, the proposed expenditure is conforming capex based on the grounds 
of NGR 79(2)(c)(ii). 

Rule 74 

The forecast has been arrived at on a reasonable basis as it considers historical unit rates and 
manufacturer’s advice, incorporates expenditure optimisation assumptions, and is founded on a 
detailed assessment of asset condition and past operating experience. The forecast therefore 
provides the best estimate costs in the circumstances and therefore meets the requirements of 
NGR 74. 
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1.4.1 Consistency with the National Gas Rules 

The proposed capex of $1.6 million will provide DBP with safe, sufficient and fit for purpose tools 
to utilise for all work undertaken to manage, operate and maintain the DBNGP, including 
emergency response works. 

Rule 79(2) 

As agreed by the ERA in its Draft Decision, the regular inspection and periodic replacement of the 
tools and equipment used to perform work on the DBNGP is necessary to maintain and improve 
the safety of services and maintain the integrity of services on the DBNGP, as well as to comply 
with our regulatory obligations, as per Rule 79(2)(c)(i), (ii) and (iii). 

Rule 79(1) 

The option is consistent with Rule 79(1)(a), to achieve the lowest sustainable cost of providing 
services. Consistent with the requirements of Rule 79 of the National Gas Rules, DBP considers 
that the capital expenditure is: 

 Prudent – The expenditure is necessary in order to address the identified ongoing 
operational requirement to provide safe and reliable tools of trade to core operational teams. 
The proposed expenditure can therefore be seen to be of a nature that would be incurred 
by a prudent service provider. 

 Efficient – The forecast unit costs are based on historical average actuals, and forecast 
volumes based on the replacement requirements of the individual tool types. The proposed 
expenditure can therefore be considered consistent with the expenditure that a prudent 
service provider acting efficiently would incur.  

 Consistent with accepted and good industry practice – The proposed expenditure 
relates to work broadly consistent with prior AA periods. It also follows good industry 
practice, therefore the proposed capital expenditure is such as would be incurred by a 
prudent service provider acting efficiently, in accordance with accepted good industry 
practice.  

 To achieve the lowest sustainable cost of delivering pipeline services – The 
sustainable delivery of services includes reducing risks to as low as reasonably practicable 
and maintaining reliability of supply, whilst achieving the lowest sustainable costs by 
undertaking the works in line with the relevant useful life.  

1.4.2 Estimating efficient costs 

The costs are estimated by identifying the tooling replacement and purchasing required in each 
year of AA5 along with the most recent information on pricing from the suppliers or using historical 
costs.  

Procurement of tools is undertaken in a manner which is consistent with the procurement policy 
and purchasing procedure and includes a competitive tender process, where appropriate, such as 
for large value or volume items.  

In limited circumstances where specific tools are produced by a limited amount of competitors, 
single source supplier/OEM may be selected due to performance or quality of the tool, with approval 
having to be granted with clear reasons for this sole supplier approach to procurement. 
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1.3.2 Proactive replacement of exhaust units reduces risk of unplanned 

unit failure   

In rectifying these issues, we have made repairs to the cracking by grounding out the cracking and 
applying a weld repair. This technique has been applied on multiple occasions, but we have found 
that the cracking consistently recurs within 12 months of repairs. Specifically: 

 CS05 Unit 2 – Cracking was repaired in 2018. However subsequent inspections in August 2019 
showed that repairs have failed and the cracking had recurred; 

 CS03 Unit 1 – Cracking was repaired following inspection in 2018 however, follow up inspections 
in August 2020 showed that the repair had failed and the cracking had recurred. 

The cracking compromises the structural integrity of the exhaust and therefore cannot be 
effectively mitigated by repairs in the medium to long term. This form of cracking can escalate 
rapidly from moderate to severe cracking, at which point the exhaust is no longer fit for service 
and results in failure of the exhaust system. 

This is evidenced by exhausts on other units that are of similar materials, design, and operation.  
For example, in late 2017 we welded repairs to the cracking on the CS04 Unit 2 exhaust, which is 
of similar design and materials as the ACS units. However, the unit exhaust failed earlier this year. 
By the time a new exhaust can be fabricated and installed, the turbine unit will have been out of 
service for over six months. Due to the long lead-time for replacement, a replace on failure 
approach for the deteriorated ACS unit exhausts is likely to remove the turbine units from service 
for a period of six to nine months.  

While the unavailability of one turbine unit due to a failure of the exhaust in and of itself does not 
have significant consequences for the pipeline, it reduces the critical redundancy and operational 
flexibility for that site. In the event of an unplanned failure of an ACS unit as discussed above, the 
duration for which the turbine unit would be unavailable (i.e. up to 9 months) significantly increases 
the risk that, should the other unit on the same site become unavailable for any reason, the capacity 
of the pipeline would be impacted. It also reduces the window for any maintenance and 
replacement activities to be undertaken at the second unit at that site which is likely to restrict our 
ability to optimise the timing of these activities with other required works at that location and to 
meet the needs of our shippers.  
 
Failure of the exhaust system can also expose the compressor station and pipeline to excessive 
heat or pressure which affects the turbine unit as they cannot be safely operated without an 
effective exhaust system. This is a high risk of asset damage to other assets at the site and could 
see further costly replacements required if asset damage were to occur. 

 
Replacing the exhausts in a proactive, condition based manner reduces that risk window from nine 
months down to two or three days, and the timing of the replacement could be such that the risk 
of unavailability is effectively reduced to zero. For example, where we undertake replacement 
during a shoulder period rather than a peak period. 

While the repairs themselves are relatively inexpensive at under $10,000 per repair, the structural 
integrity of the exhausts have deteriorated to the point that it cannot be effectively mitigated by 
repairs as discussed above. This presents a real risk of failure in the near future, which if not 
appropriately planned for will see the turbine unit offline for up to nine months.  

Extended periods of unit unavailability severely impacts our ability to reliably and efficiently manage 
gas flows on the pipeline and maintain the strong levels of reliability required to meet the needs 
of our customers and more broadly the energy needs of Perth. 
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Appendix A 

Figure 2 below shows sectional flange cracking on CS3 Unit 1 (which is typical of these exhausts), 
with cracking propagating into the main exhaust duct. 

Figure 2: Sectional flange cracking on CS3 U1 (August 2020) 

 

Figure 3, Figure 4 and Figure 5 show cracking of exhaust bellows, cracking of the exhaust structural 
support member and sectional flange cracking (which is typical of these exhausts) at CS5 Unit 2. 
In the case of the bellows cracking is propagating into the main exhaust duct. In the case of the 
sectional flange, cracking is propagating from the weld into the main flange material. Figure 3 and 
Figure 5 also show previous weld repairs have failed. 

Figure 3: Exhaust bellows cracking on CS5 U2 (August 2019) 
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Figure 4: Cracking of exhaust structural support member, CS5 U2 (August 2019) 

 

.  
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Figure 5: Sectional flange cracking CS5 Unit 2 (August 2019) 

 

Figure 6 and Figure 7 show sectional flange cracking and top flange cracking (which is typical 
across these exhausts). In both instances, cracking is propagating into the main exhaust duct and 
it can be seen that previous weld repairs have failed. 

Figure 6: Sectional flange cracking CS8 Unit 1 (2020) 
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Figure 7: Top flange cracking CS8 Unit 1 (2020) 
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 Technical advice that ‘Option 3’ is likely to achieve the same or better outcomes as 

the option selected. 

The ERA considered that:55  
 

$2.27 million is the best estimate possible of the prudent and efficient amount of capital 
expenditure for the ‘Customer reporting system’ business case for AA5, and therefore 
satisfies rule 74 of the NGR.  

In its technical report to the ERA, EMCa concluded:56 

 options 1 and 4 are inferior to options 2 and 3;  

 option 2 ties DBP to a formerly unresponsive vendor for the foreseeable future; the proposed 
minimum support contract mitigates the risk of non-performance, but the overall cost of the 
option is relatively high;  

 option 3 should be able to be implemented in stages (i.e. like Option 2); it provides negotiating 
leverage over the incumbent vendor, it is $0.4m (-16%) albeit with increase transition risk 
(which is offset by the $120k provision for transition support); 

 option 3 is likely to achieve the same or better outcomes as option 2 at a significantly lower 
cost; risks are manageable with extra transition support provision; and  

 that expenditure of $2.4m is likely to be a reasonable allowance in the AA5 period to modernise 
the CRS (i.e. an adjustment of -$0.4m).  

1.3 Our Response 

This addendum provides additional information to support the selection of Option 2 over Option 3 
at this time and that the total cost of $2.8 million represents the lowest sustainable cost of providing 
services, with the additional $0.4 million compared to Option 3 commensurate with the risk 
reduction achieved by Option 2 compared to Option 3. 

We highlight that “prudent and efficient” does not mean “cheapest”. In forming the view that 
Option 3 would have been selected by an operator acting prudently and efficiently, the ERA and 
EMCa have not had proper consideration of the key risks associated with  Option 3, which has been 
measured as a ”High” risk as discussed in our original Business Case.  

We would also highlight that while we are choosing to stay with the existing vendor and CRS for 
AA5, we will continue to periodically review our options to ensure we continue to deliver a fit-for-
purpose and value for money platform for our business and our customers. 

1.3.1 Option 3 to move to a new vendor is assessed as “high” risk 

The key reasons for Option 3 being measured as “high” under our risk assessment are:  

                                           

55 ERA Draft Decision, paragraph 724 
56 EMCa Report to ERA, p 131  
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 The new vendor does not have access to the source code or any supporting documentation 
from the current vendor which is critical for them being able to understand the system and 
provide ongoing and timely support. This could cause implementation delays as the new vendor 
is likely to need more time to get up to speed. It is also likely to lead to increased unforeseen 
costs both for vendor time and DBP internal labour effort. Appendix A outlines the new vendors 
documentation requirements (what it assumed would be available to it for the transition of 
support) and the current status of each of these documents. 

 The new vendor does not have demonstrated experience with AEMO’s requirements which can 
lead to a risk of regulatory non-compliance. 

 Any glitches or delays in the successful transition to a new system has the potential to cause 
localised customer supply impacts as well as potential interruptions to our current billing cycle, 
cause billing errors or reporting delays under our obligations to AEMO and our shippers. 

 The costs and timeframes presented by the proposed new vendor had a level of uncertainty 
and were only the result of an EOI process, not a detailed RFP. The level of uncertainty is 
expected to be +/- 30% and could see us incur costs similar to or above those forecast for 
Option 2, if we were to proceed with Option 3, as well as the potential for lengthy delays in the 
delivery of enhancements. This is in contrast with the current vendor, where the upgrades are 
performed under fixed price contracts. 

The issues outlined above puts at risk the success of the transition to the new vendor at this time. 
This was highlighted by the concerns expressed by the new vendor that the likely success of the 
transition is unknown and would not be fully understood until the transition has been completed.  

Risk mitigation option - transition support costs  

The $120,000 provision for transition support costs included 13 weeks of time for the new vendor 
to spend on learning the system. It also included ensuring sufficient technical training and technical 
reference material would be made available to the new vendor to assist the transition to be 
successful.  

Only a portion of this work is controllable by the new vendor and DBP, with the new vendor and 
DBP both reliant on the current vendor to enable successful transition by providing (and in some 
cases developing) sufficient technical training and reference material, including detailed procedure 
documents, for the system. 

Therefore, it is incorrect for EMCa to conclude the risks associated with option 3 can be sufficiently 
mitigated by the transition support costs. The transition support costs do not mitigate the risks as: 

 The new vendor starts with no technical experience with the “pypIT” system, whereas the 
current vendor now has multiple staff with over 20 years’ experience.  

 It will take some time for the new vendor to gain the technical experience required which in 
the interim will result in increased time and effort to rectify issues around the daily billing and 
reporting cycle. If we are unable to issue the daily reports in a timely fashion this could impact 
the ability for our shippers to effectively manage their imbalances on a day to day basis, with 
financial implications to our business as well as our shippers. 

 The ability for the new vendor to gain the technical experience required will be subject to staff 
retention, other competing workloads, project work and the quality of technical documentation 
from the current vendor. This leaves many unknowns as to how long the experience deficiency 
with the new vendor will persist. 
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This has been demonstrated recently (mid-2020) with the kick-off of scoping and design work for 
functional enhancements to CRS. These functional enhancements will increase the sophistication 
on how gas is allocated for services and meters, while simplifying the shipper view to display each 
meter once, rather than once per service. It will also incorporate the principles of the Pilbara Spot 
Service. Feedback from the business is that the improvements to the performance, reporting, 
scheduling and general support has been well received. The improvements we have seen from the 
current vendor, along with an enhanced support agreement in place, give us the confidence the 
current vendor will meet our service standards moving forward. 

Additional factors that influenced our decision 

Some additional factors influenced our decision to choose Option 2 over Option 3 that we would 
like to highlight to the ERA. The first is succession planning within our billing team. We are planning 
for the retirement of multiple billing team members and see too high a risk of disruption to the 
billing process if we were to combine this with transitioning to a new vendor or a new system.  

The second is the replacement of our finance system. As outlined in Addendum 1 to DBP21, we 
have started the replacement of Dynamics AX with SAP S4/Hanna at DBP, which is Phase 1 of the 
AGIG One ERP project. Again, we see too high a risk of disruption to the business if we were to 
combine this with transitioning to a new vendor or a new system for gas accounting. 

After considering all factors of cost and risk, undertaking system enhancements and implementing 
an enhanced support agreement with the current vendor is prudent and efficient, with the extra 
$0.4 million in forecast capital costs in AA5 commensurate with the reduced risk of this option. In 
particular we have confidence the required changes can be delivered within the forecast timeframe 
and cost envelope, without impacting the customer and business experience.  

1.4 Summary 

In summary we have provided additional support for our recommended Option 2 to continue with 
the current vendor that shows the additional cost of $0.4 million in capital works forecast to be 
incurred in AA5 to deliver CRS enhancements is commensurate with the additional risk reduction 
this option provides compared to option 3 which would see us undertake enhancements and 
transfer support to a new vendor.  

1.4.1 Consistency with the National Gas Rules 

The capex forecast remains consistent with what a prudent operator would incur, and satisfies the 
requirements of NGR 74 and 79. 

Rule 79(2) 

As agreed by ERA and EMCa, the investment in a mobile friendly platform for CRS and enhanced 
support arrangements to ensure new business requirements can be met in a timely manner is 
necessary to maintain the integrity of services and to comply with regulatory obligations as per 
NGR 79(2)(c)(ii) and (iii). CRS is a key business tool that supports customer relationship 
management, billing and market reporting functions to ensure the effective operation of DBP. 

Rule 79(1) 

The proposed capex is consistent with the requirements of Rule 79(1) of the National Gas Rules, 
specifically the capital expenditure is: 
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1.2 ERA Draft Decision 

In its Draft Decision, the ERA approved the AA5 forecast capex on IT sustaining applications, 
making an adjustment for the ERA’s alternative estimate of real labour cost escalation. The ERA 
states: 

The ERA considers that the proposed work for the IT sustaining applications business case 
is in line with good industry practice and is justified to maintain the integrity of services on 
the DBNGP, and the proposed costs are those that would be incurred by a prudent service 
provider acting efficiently. This is informed by technical advice that the scope of the work 
for the ‘IT sustaining applications’ business case for AA5 includes initiatives that are in line 
with good industry practice and are necessary to maintain the integrity of services on the 
DBNGP. 

However, as outlined at paragraph 608, the ERA considers that the best estimate of the 
real labour cost escalation rate for AA5 is 0.30 per cent. While the ERA considers that DBP’s 
un-escalated cost estimates are reasonable, it has adjusted the labour cost escalation 
included in the proposed forecast to reflect a real labour cost escalation rate of 0.30 per 
cent.59 

The revised forecast amount approved for AA5 is therefore $3.37 million. This amount includes the 
$2.0 million forecast to complete the finance management system upgrade in AA5. 

However, the ERA has disallowed the $3.0 million proposed for the ERP application upgrade in 
2020 from inclusion in the opening regulated asset base (RAB). The ERA has only approved the 
costs incurred during 2015 and 2016 to conduct critical updates to Microsoft Dynamics AX. 

The ERA states: 

The planned Microsoft Dynamics replacement, commencing in AA4 with the planned 
upgrade expenditure in 2020 and continuing into AA5, is described in AGIG’s IT initiative 
roadmap as being “subject to further investigation.”179 The options analysis for the 
replacement work does not take into account the planned expenditure of $3.53 million in 
2020 and when this is corrected, the total capital expenditure for the replacement is higher 
than the alternative options considered.180 The ERA is not satisfied on this basis that the 
planned work for this project would be undertaken by a service provider acting prudently 
and efficiently and in accordance with good industry practice.60 

The ERA’s technical consultants, EMCa, also highlight concerns with the $3.0 million expenditure 
proposed for the AA5 period. EMCa identifies that the $3.0 million proposed for 2020 was part of: 

…an ‘Interim DBP finance solution’ that according to BC21 is forecast to cost a further $2.0m 
($2019) capex in AA5 (plus change management charges plus opex). AGIG’s IT initiative 
roadmap notes that ‘[t]he interim DBP finance solution is still subject to further 
investigation…’. The roadmap shows work across Q3 and Q4 of 2020 and Q1 of 2021.61 

Due to the uncertainty around the interim finance solution, coupled with the potential inefficiency 
of implementing an interim solution when a more permanent solution (in the form of the One ERP 
program) appears to only a few years away (post-2023), EMCa recommends DBP should consider 

                                           

59 ERA Draft Decision, [729] and [730]. 
60 ERA Draft Decision, [533]. 
61 EMCa Technical Review, [246]. 
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delaying or deferring the replacement of Microsoft Dynamics AX to enable DBP to leverage the 
benefits of undertaking the work as part of the One ERP program. EMCa states: 

BC21 discusses, but dismisses, the option of delaying the replacement of Dynamics until the 
planned AGIG-wide ‘One ERP’ solution is adopted in 2023… 

…We consider that a further option should be considered by DBP, which is to defer 
replacement of Dynamics until the AA5 period and, if necessary, advance the One ERP project, 
sharing the cost across all AGIG businesses.62 

In conclusion, EMCa also states: 

In summary, we consider that DBP has not provided sufficiently compelling information to 
support undertaking the MS Dynamics AX replacement program in the AA4 period.63 

1.3 Our Response 

We have considered recommendations made by the ERA and EMCa in the Draft Decision, along 
with the continuing issues with the current DBP ERP system (Microsoft Dynamics AX), and have 
revised our approach. We will accelerate the timing of the AGIG-wide One ERP program, bringing 
it forward to start the SAP S/4HANA roll out at DBP. We will no longer pursue the short-term tactical 
solution. 

The AGIG One IT Strategy, of which One ERP is a key program, was delivered in November 2019 
and is being rolled out across the AGIG businesses over the next five years. The One IT Strategy 
proposes implementation of SAP S/4HANA across all AGIG business. The original intent was for 
SAP S/4HANA to be partially implemented at DBP (short-term tactical solution) with the One ERP 
program commencing in earnest in 2022/2023 at DBP and Multinet Gas (as a result of the system 
conversion requirements at the time associated with Multinet Gas’s SAP ECC solution reaching end 
of life in December 2024). 

However, a total failure of DBP’s Microsoft Dynamics AX system in October 2019, alongside its 
continued underperformance in day-to-day transactional activities has led us to reconsider the 
timing of the DBP roll out. Continuing with Microsoft Dynamics AX to 2023 and beyond is 
unsustainable and has been highlighted as a significant risk by DBP’s statutory auditors Deloitte. 
We will therefore accelerate the timing of the One ERP program, transitioning AGN and DBP to SAP 
S/4HANA by 2021 with Multinet following in 2022/2023. 

This revised approach is consistent with the option suggested by EMCa and the ERA, and should 
be considered as an addendum to the original business case. 

Further discussion of One ERP and the revised approach to implementing a new ERP system is 
provided in the following sections. 

1.3.1 One ERP 

The One ERP program is an AGIG-wide initiative, which seeks to bring all AGIG’s network and 
pipeline businesses under a common ERP system.  

                                           

62 EMCa Technical Review [247]. 
63 EMCa Technical Review, p. 113. 
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AGIG (comprising AGN, DBP and Multinet) operates across multiple Australian jurisdictions, 
bringing together a wealth of expertise and experience that allows its various businesses to share 
knowledge, information, resources and costs. AGIG’s scale and breadth of resources presents 
opportunity to deliver benefits for DBP’s customers in Western Australia. Not least, it allows us to 
review and rationalise our IT systems and infrastructure across the group, moving to shared 
platforms where practicable. 

In 2019, we developed the AGIG One IT Strategy and Roadmap (see Appendix A). The strategy is 
designed to deliver stable and aligned IT management processes, architectures, procurement, 
cyber security and core technology platforms across the Group.  

Our aim is to achieve economies of scale, while keeping pace with technological advances. In the 
short term, this has required national coordination of applications renewals, replacement and 
upgrades. This initial coordination means there has been an increase in IT investment across all 
our businesses compared to historical levels. This is necessary to bring some of our legacy systems 
up to a reasonable standard, or to invest in the new systems that will replace the multitude of 
state-based technologies and cyber security arrangements. However, over the longer term we 
expect coordinating our IT investment into a national program will reduce the overall ongoing cost 
for our customers, and better support the provision of pipeline services at the lowest sustainable 
cost. 

The largest and most significant cost component of the 2019-2024 AGIG IT Strategy and Roadmap 
is the One ERP program. When AGIG came together in 2017, a review of existing IT systems across 
the Group found that each business (AGN, DBP and Multinet) was using a markedly different suite 
of IT systems and cyber security arrangements, with little or no commonality between key IT 
sustaining applications.  

The variety of ERP systems in use was highlighted as an opportunity for consolidation. DBP 
currently uses Microsoft Dynamics AX, Multinet uses SAP ECC, and AGN uses a combination of SAP 
Business One and Oracle.  

Bringing the businesses onto a single ERP system will enable consistent finance processes - 
reporting, budgeting and auditing, as well as greater organisational agility and fewer manual 
processes. It will also enable AGIG to create a group-wide IT shared service centre, which we 
expect will increase the efficiency of IT maintenance and investment going forward. 

One ERP seeks to implement SAP S/4HANA across all AGIG businesses. SAP S/4HANA is a proven, 
industry standard ERP system, that can be combined with IBM Maximo to create an integrated 
finance, asset and resources management system. 

Why SAP S/4HANA? 

In 2019 we appointed Deloitte IT Strategy Consulting to provide advice on delivering an integrated 
AGIG Finance System. We worked with Deloitte to consider:   
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 what platform to choose – three options were studied (Microsoft Dynamics D365, Oracle 
Cloud and SAP S/4HANA in conjunction with IBM Maximo for Enterprise Asset Management) 
and cross-referenced against those platforms currently in use at AGN, DBP and Multinet. SAP 
S/4HANA was identified as the optimal platform owing to the fact that it is widely used in the 
utilities industry, common to the majority of AGIG entities and related sister companies and is 
fully FIRB64 compliant.  Oracle was the costliest of the three solutions considered and could not 
be confidently confirmed to be fully FIRB compliant. Microsoft Dynamics D365 was seen as an 
unestablished product (supported by the fact that D365 is not widely utilised in the utilities 
industry); 

 future fit and alignment – we considered the scalability of the solution to deliver functional 
benefit to all entities on a platform that would also enable the realisation of operational 
efficiencies; 

 cost – we identified Oracle as the most expensive solution followed by SAP S/4HANA and then 
Microsoft Dynamics 365. Microsoft Dynamics is only slightly cheaper than SAP S/4HANA , 
including an allowance for training and risk, however our experience with Microsoft Dynamics 
AX at DBP led us to be wary of choosing the cheapest option by default. We also considered 
the fact that D365 is not well established as a product, which suggests additional 
customisation/patches may be required post implementation, which may result in higher 
lifetime costs 

 experience – DBP previously operated SAP ECC but moved to Microsoft Dynamics AX in 2014. 
Both AGN and Multinet operate SAP products (albeit different SAP applications). Our employees 
and contractors/vendors are therefore more familiar with SAP, which means the roll out, 
training, and integration process is likely to be more efficient and cost effective; and 

 good industry practice – we looked at what other ERP systems are commonly used by other 
Australian utility providers. SAP S/4HANA is currently used by South Australian Power Networks 
(SAPN)65, Sydney Water, TasNetworks and WaterCorp, and has become the industry standard 
for ERP.  

A summary of our assessment of the three products is provided in Appendix E.  

Viewed in aggregate and benchmarked against other Australian utility providers, SAP S/4HANA in 
conjunction with IBM Maximo for enterprise asset management was selected as the AGIG-wide 
ERP system of choice.  

It should also be noted that in recent (Sep 2020) AER Draft Decisions for the electricity distribution 
networks, upgrades to SAP S/4HANA have been approved for CitiPower, Powercor and United 
Energy, and other distributors outside Victoria has required similar SAP upgrades. The move from 
legacy platforms to SAP S/4HANA among utility businesses, combined with an associated cyber 
security uplifts are becoming commonplace and the accepted industry standard.66 

Timing and roll out 

The proposed timing of the SAP S/4HANA roll out across AGIG is as follows: 

                                           

64 Foreign Investment Review Board. See: https://firb.gov.au/about-firb  
65 SAPN is also part of the CKI Group that owns AGIG. 
66 See, for example CitiPower/Powercor AER Draft Decision September 2020, available at: 

https://www.aer.gov.au/system/files/AER%20-%20Draft%20decision%20-%20Powercor%20distribution%20determination%202021-

26%20-%20Attachment%205%20-%20Capital%20expenditure%20-%20September%202020.pdf  
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 Phase 1 – AGN and DBP conversion from SAP Business 1 and Microsoft Dynamics respectively 
(2020/2021); 

 Phase 2 – Multinet conversion from SAP ECC to SAP S/4HANA (2022/2023); and 

 Phase 3 – Readiness to on-board the AGN Oracle component onto SAP S/4HANA (2024-2027). 

The timing of the SAP S/4HANA roll out has changed since DBP’s initial submission was put forward. 
Noting that Microsoft Dynamics AX was coming out of support in October 2021, the initial business 
case contemplated applying an interim solution to allow DBP to continue to run Microsoft Dynamics 
until a new ERP could be implemented as part of One ERP after 2023. This interim solution was 
proposed to be a precursor to the full SAP S/4HANA implementation, and at the time was 
considered a low risk and efficient method of transitioning to a better ERP. 

However, in the time since preparing the initial business case we have continued to encounter 
issues with Microsoft Dynamics AX, confirming concerns of its reliability and suitability in the near 
term. In late 2019 a complete ERP failure occurred, which resulted in the system being completely 
offline for two weeks. During this time no transactional activity was possible and all vendor 
payments were suspended until the system was restored.   

We have therefore taken the reasonable and prudent decision accelerate the timing of the One 
ERP program, and implement SAP S/4HANA at DBP as soon as reasonably practicable. 

The problem with Microsoft Dynamics AX 

Microsoft Dynamics AX was implemented as a replacement for SAP in 2013/14. Microsoft Dynamics 
was a lower cost option than SAP, and it was assumed it would be a more cost-effective ERP 
solution for DBP. This has proven not to be the case. Microsoft Dynamics has been fraught with 
problems, leading us to incur in excess of $2.0 million in reactive opex for upgrades, patches, 
specialist support and fixes over the past six years, plus the unquantifiable costs of lost productivity. 

In addition to the ongoing reactive opex costs, $0.5 million of capex (highlighted in Table 2) was 
incurred in an attempt to enhance Dynamics so that it would remain operable and integrate with 
our other applications more effectively. While this expenditure was prudent (as it was necessary 
to maintain integrity of services), it was not sufficient to prevent the ongoing limitations of Microsoft 
Dynamics. 

The issues with Microsoft Dynamics AX can be summarised as follows: 

 the system was implemented with the intent of mimicking the legacy SAP operating 
environment required by other systems in place at DBP at the time (CRS and Maximo). However, 
we found Microsoft Dynamics AX could not fully replicate the SAP environment, even with 
significant customisation; 

 the extent of customisation has degraded the system’s core reliability and functionality, and 
has resulted in mandatory annual security patching being unable to be performed since 2014 
exposing the system to a cyber event;  

 Microsoft support for the system ends in October 2021, which means no support outside of a 
bespoke and expensive support agreement will be available after then; 

 despite attempts to customise the solution to mimic the legacy SAP solution, the age and state 
of the system now limits integration with other IT applications, notably a contemporary shippers 
portal;  
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The variations to scope and resulting costs are discussed in the following section. 

Change in scope since the initial business case 

The original business case was developed in 2019 using the best information available in the 
circumstances, and reflected a reasonable estimate of what we thought was required at the time. 
The initial $5.0 million project was a more tactical solution, designed to extend the use of the 
existing Microsoft Dynamics AX application while developing an interim/ short-term tactical solution 
that would lay the foundations for the full SAP implementation as part of One ERP after 2023. 

Costs post-2023 for the One ERP solution were not included in the original business case. This is 
because at the time we did not have sufficient information to be able to apportion the $60.5 million 
total project cost associated with the AGIG-wide One ERP system. We therefore felt we could not 
provide a forecast of these costs on a reasonable basis (as required by NGR 74). As signalled in 
our response to question EMCa34 in April 2020, the tender process for SAP S/4HANA 
implementation was to be completed by Q3 2020. Our intent was to provide the revised costs once 
the outcomes of the tender process were known.  

Our original plan (as contemplated by the AGIG One IT Strategy) was for SAP S/4HANA to be 
partially implemented at DBP (short-term tactical solution) with the One ERP program commencing 
in earnest in 2022/2023 at DBP and Multinet. Since developing the initial plan, we have encountered 
further issues with Microsoft Dynamics (see Appendix B for further detail). This prompted us to 
review the risk associated with Microsoft Dynamics AX and ultimately led us to conclude it would 
be prudent to bring One ERP forward and implement the new ERP system at DBP as soon as 
reasonably practicable. 

Bringing the implementation of SAP S/4HANA forward means we no longer require an interim/ 
short term tactical solution, and can instead move to the full SAP implementation. We therefore 
reviewed the original project scope and mapped it against the full requirements for implementing 
the new SAP system and integrating it with other critical applications (IBM Maximo in particular). 

The full scope of the SAP S/4HANA implementation includes the licence, build and testing of the 
new system, as well as costs for: 

 data migration; 

 organisational change management; 

 Maximo uplift and integration; 

 program management requirements; 

 SAP configuration complexity; and 

 infrastructure and security requirements. 

We have built this scope into the tender requirements when going to market. This ensures the 
revised forecast captures all necessary works to implement SAP S/4HANA, and reflects the best 
estimate available in the circumstances (as per the requirements of NGR 74). 

Figure  shows the full scope of services/activities that will be managed via the integrated SAP 
S/4HANA and IBM Maximo solution. 
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Figure 1: Integrated SAP S/4HANA and IBM Maximo solution 

 

The revised program of work will implement an industry-standard ERP system at DBP and AGN. 
The new ERP system will be fully integrated with IBM Maximo, which DBP currently uses for 
enterprise asset management. DBP will ultimately move onto the same suite of applications as the 
other AGIG businesses, which means DBP will benefit from centralised IT support, and the 
economies of scale from being serviced as part of a large organisation. 

As EMCa points out in its review of our forecast capex, combining DBP’s ERP Microsoft Dynamics 
AX replacement as part of One ERP will reduce the overall cost to DBP, and means the project cost 
to DBP is likely to be significantly reduced by amortising the implementation of SAP Hana across 
the whole of AGIG’s business.67 

We have tested this assumption, and we estimate the capital cost of implementing SAP S/4HANA 
at DBP as a standalone system would be $17.7 million. By delivering the new ERP in conjunction 
with AGN, DBP saves approximately $4.9 million in capital costs, with ongoing patch/upgrade costs 
also being shared across the three businesses over the life of the application. 

While DBP is incurring a greater share of the One ERP Phase 1 costs than AGN, no further capital 
costs are proposed for DBP during Phases 2 and 3. Table 7 shows the forecast cost allocation 
between the AGIG business of the entire One ERP program. 

                                           

67 EMCa, Technical Review, p 131 
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 phase one of One ERP, which includes the full implementation of the new ERP system at DBP 
and AGN, is forecast at $19.1 million, of which $12.7 million is allocated to DBP; 

 the cost allocation between DBP and AGN is 66.5%/33.5%, based on the number of anticipated 

SAP users in each business; and 

 the ongoing operating cost of the new ERP system apportioned to DBP is $1.5 million. This 
compares with the ~$0.5 million per year and ~$2 million of reactive opex costs, plus lost 
productivity, plus capex upgrades incurred  to operate Microsoft Dynamics AX since 2014. DBP 
will not bear the full cost associated with a standalone operation of SAP S/4HANA, rather 
sharing these costs with sister company AGN saving DBP customers $1 million per annum. 

1.4.2 Consistency with the National Gas Rules 

Though the overall cost of the solution has increased compared to the original forecast, the drivers 
for the upgrade remain the same. The main change is the timing and urgency of the program due 
to the issues with Microsoft Dynamics AX. 

The new ERP system is necessary to maintain the integrity of our IT systems. The proposed solution 
is commensurate with good industry practice. Costs have been prepared using reasonable 
assumptions, including relevant historical costs and vendor pricing. 

We therefore submit that the revised capex forecast remains consistent with what a prudent 
operator would incur, and satisfies the requirements of NGR 74 and 79. 

Specifically: 

Rule 79(1) 

The forecast capex confirms with Rule 79(1)(a) in that it is: 

 Prudent – the expenditure is necessary in order to address the risk associated with the 
underperforming Microsoft Dynamics AX system. Given the continuing and escalating failure of 
Dynamics, the impact it is having on our ability to provide services, and the significant potential 
for similar failures, it is no longer prudent to extend use of Dynamics as originally planned. As 
highlighted by the ERA and EMCa, we submit it is both reasonable and prudent to bring the 
One ERP program of work forward and roll out the new SAP system at DBP as soon as 
practicably possible. 

 Efficient – the forecast expenditure is based on an exhaustive competitive tender process 
using reasonable assumptions based on a scope developed with the appropriate technical and 
legal input from third party experts. Nine implementation providers were invited to tender, and 
the costs of the selected vendor were consistent with the other shortlisted respondents. The 
solution has been selected based on capability, experience, risk, scalability of the system, 
expected commercial outcomes, ongoing support capability, and quality assurance. The 
proposed expenditure can therefore be considered consistent with the expenditure that a 
prudent service provider acting efficiently would incur. 

 Consistent with accepted and good industry practice – SAP S/4HANA is currently used 
by South Australian Power Networks, Sydney Water, TasNetworks and WaterCorp, and has 
become the industry standard for ERP systems. 
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 To achieve the lowest sustainable cost of delivering pipeline services – by delivering 
the ERP replacement project as part of the broader OneERP program, DBP is getting a higher 
quality solution at a lower cost than it would if SAP S/4HANA was implemented as a standalone 
DBP project. DBP will also benefit from shared costs in the future, as well as centralised IT 
support which will lower operating costs. The forecast capex is therefore consistent with 
providing ERP services at the lowest sustainable cost. 

Rule 79(2) 

The forecast capex conforms with the requirements of NGR 79(2)(c)(ii), as it is necessary to 
maintain the integrity of services. The current Microsoft Dynamics AX system is underperforming 
and requires numerous manual workarounds on a daily basis. This leads to a higher potential for 
system failure and errors, which lead to poor customer service, administrative issues and delays in 
payments. Microsoft Dynamics AX must therefore be replaced with a more reliable, industry-
standard ERP, to maintain the integrity of services going forward. 

Rule 74 

The forecast costs have been tested in the market and validated by third party technical experts. 
The project scope is based on the most recent view of DBP’s requirements and the implementation 
activities necessary to deliver an integrated SP S4/HANA system. The estimates have therefore 
been arrived at on a reasonable basis and represent the best forecast possible in the circumstances. 
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Appendix A – AGIG One IT Strategy 2019-2024 
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Appendix B – Microsoft Dynamics AX issues 

The continued use of Microsoft Dynamics AX poses a significant business risk to DBP. The system 
is failing and there have been outages that affect our ability to make payments and serve customers. 

As a result we have decided to accelerate One ERP and implement SAP S/4HANA in 2020/21 rather 
than wait for 2023 as originally planned. A summary of some of the practical issues encountered 
with Microsoft Dynamics is provided below. 

 In October 2019, Microsoft Dynamics AX went offline for two weeks. This was due to a then-
unknown system process, which caused the journal number sequence to create and then delete 
system records resulting in journal numbers ‘jumping’ by up to 6,000 records in a matter of 
minutes. The total available number of journals was 99,999. When this total was reached the 
system stopped functioning, resulting in no accounting or vendor payments being able to be 
made for the duration of the outage. Emergency work was undertaken by the service provider 
to increase the total number of available journals to 999,999 – beyond this no further changes 
are possible in the system. Based on continued ‘jumping’ the system will reach this ceiling 
within approximately 2-3 years, assuming no further stability issues are encountered. The 
service provider has been unable to fully diagnose or correct the issue. Should the journal 
ceiling be reached the system will stop functioning immediately and prevent finance 
management altogether. 

 The limitations of Microsoft Dynamics AX means our users are regularly applying manual 
workarounds and using Microsoft Excel as a substitute. Four different vendors have attempted 
to improve Dynamics AX over the course of 2016 to 2019 but have been unable to resolve the 
limitations. This means we are still routinely calculating records in Microsoft Excel, which poses 
an information integrity and security risk.  

 We found that 67,799 manual journals were processed in 2019 (noting some journals are over 
20,000 lines long). This high volume of manual calculation represents a material financial and 
audit risk and has been noted as an area of concern by our auditors.  

 The link between Microsoft Dynamics and IBM Maximo routinely generates errors in financial 
values as records are transferred between the two systems each day. In 2019, errors to the 
value of $2.3 million occurred (Inventory ~$0.8 million, GRNI ~$1.0 million and Payroll Leave 
Accruals ~$0.5 million). To correct these errors the individual records associated with each 
needed to be individually investigated and elevated system access granted to hard-delete and 
recapture the records. DBP did not have the spare labour capacity to achieve this and had to 
employ a combination of fixed-term contractors and service providers to correct these system 
errors. The service provider was unable to completely diagnose and correct the reason for 
these errors and as a result the situation is continuing. 

 All fixed asset accounting/ reporting occurs in Microsoft Excel. In 2019, we attempted to 
configure the fixed asset register to allow for the revision of asset lives and incorporation of a 
tax fixed asset register within the ERP system. This was unsuccessful, as a result all accounting, 
tax and regulatory fixed accounting is performed manually in Microsoft Excel. Each month 
around 6,000 asset records across four Microsoft Excel workbooks are recalculated with manual 
journals uploaded into Microsoft Dynamics to record the summary outcomes. 
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Appendix C – Microsoft Dynamics (current state) vs SAP S/4HANA (future state) 
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Appendix D – AGIG One ERP RFP document 

[double-click image to open PDF] 
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Appendix F – ERP vendor assessment 

The working group appointed to assess the vendor proposals each scored the vendor submissions, inclusive of responses to subsequent questions and 
interactions with the vendors. Scores were initially evaluated for compliance based on the criteria contained in the RFP and a qualitative outcome 
provided. Deliverables that passed the qualitative assessment were then scored using the quantitative rating scale below: 

 

Scores were then evaluated and outliers harmonised by the lead scorers per evaluation stream. 
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in the AA4 final decision forecast. The ERA agrees with technical advice received that this was 
indicative of poor IT asset management, which is supported by DBP’s statements regarding its 
ad hoc approach to IT application lifecycle maintenance which is ‘not consistent with industry 
standard practice’.  

DBP has not demonstrated that the capital expenditure incurred for the work covered by these 
nine projects in excess of the AA4 final decision forecast for projects other than the Microsoft 
Dynamics annual enhancement and maintenance would be incurred by a prudent service 
provider acting efficiently and in line with good industry practice. 

The ERA’s technical advisors, EMCa considers71: 

A further $1.0m increase in AA4 was for implementing an AGIG email system, Office 365 and 
other update projects (Pay Global, INX, CAD and Windows, SPOT journey) offset by a delay 
to its Maximo upgrade (see BC11, above). 

DBP further advise that the variations from the ERA allowance were ‘…caused due to the ad-
hoc approach towards application lifecycle management which will be corrected for under the 
proactive approach recommended in AA5.’ 

… 

DBP’s ERA approved capex for other IT sustaining applications in the AA4 period was $2.0m. 
It now forecasts spending $3.1m. Seven of the ten IT initiatives had zero ERA allowance. This 
is indicative of poor IT asset management, which DBP appears to acknowledge in its comments 
regarding its ‘ad hoc approach’. DBP has not adequately explained this overspend (i.e. why 
spending on other initiatives could not be reduced). In the absence of this information, we 
cannot be confident that the $1.0m overspend satisfies the capex criteria. 

Overall, we consider that $2.9m (i.e. the ERA allowance) is likely to satisfy the capex criteria 
for IT Sustaining Applications. 

This addendum provides further information on the projects not originally in the AA4 forecast, 
including a discussion of each of the projects that we have included as general renewal and 
upgrades, and those required to facilitate our integration with AGIG.  

1.3 Our response 

As part of our AA4 sustaining IT forecast, we included $2.9 million on the following six projects in 
our IT sustaining applications program: 

 $1.7 million to upgrade our asset management system (IBM Maximo) to the current version; 

 $0.9 million to maintain our finance management system (Microsoft Dynamics AX) – this is 

discussed in Addendum 1 to DBP21; 

 $116,000 on the upgrade of Windows to the current version; 

 $93,000 on the upgrade of Microsoft Office to the current version; 

 $40,000 to deliver a new safety management system (X-INfo SMS); and  

                                           

71 EMCa Techincal Review, pp. 112 and 113. 
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 $7,000 for upgrading the INX application. 

The AA4 forecast was based on our IT plan as it was in 2014/15. In 2017, DBP, Australian Gas 
Networks (AGN) and Multinet came together to form AGIG. A review of existing IT systems across 
the Group found that each business (AGN, DBP and Multinet) was using a markedly different suite 
of IT systems and cyber security arrangements, with little or no commonality between key IT 
sustaining applications. 

DBP therefore started the transition from a standalone IT environment, to integration into AGIG, 
and more recently, to establish an AGIG-wide common IT platform. This transition to AGIG was 
not foreseen when the AA4 submission was developed, and therefore did not form part of the AA4 
forecast.  

The changes to our IT operating environment have each necessitated a change our plans during 
AA4 and the associated program of works. This has driven the higher than forecast spend during 
the period. 

Figure  below shows expenditure incurred on sustaining apps over AA3 and AA4, broken down into 
costs incurred to transition applications (from ATCO to DBP during AA3 and then DBP to AGIG 
during AA4) and costs incurred to renew/upgrade apps as part of business as usual (BAU). Note 
that for the purpose of this Addendum, costs associated with the Finance Management System/One 
ERP are excluded. 

We can see that the actual cost of the BAU applications upgrades and renewal program during the 
AA4 period is lower than AA3 expenditure on sustaining apps, and consistent with the amount 
allowed for sustaining apps in the AA4 determination ($2.9 million). Figure  also shows that the 
amount incurred for the transition of apps from DBP to AGIG during AA4 is comparable with costs 
to transition some applications from ATCO to DBP during AA3. 

Figure 1: Comparison of actual and forecast IT sustaining applications renewal and upgrade expenditure, $’000 unindexed 

 

Note: Transition costs in AA3 were for transitioning a number of applications from the shared platform with ATCO into DBP. Transition 

costs in AA4 were for the transition from the standalone DBP IT environment into AGIG 
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The IT expenditure for transitioning apps to AGIG was necessary to maintain integrity of services, 
and was a prerequisite for ongoing development of a common AGIG-wide IT platform as envisaged 
by AGIG’s One IT strategy.72 The expenditure incurred during AA4 has also established an efficient 
baseline from which to update/renew apps, as most of our applications are now running 
contemporary versions. This means the BAU expenditure on renewing and upgrading our 
applications during AA5 will be lower than in AA5, excluding One ERP costs. 

A discussion of each IT applications renewal projects undertaken in AA4 is provided in the following 
sections. 

1.3.1 INX upgrade and roll out 

Our AA4 forecast included $7,000 for upgrading the INX application. The INX application is used 
to support our HSE system InControl, and also for training and development. However, a review 
of our ongoing IT requirements, coupled with DBP joining AGIG IN 2017 and commencing the 
move towards a common IT environment, we opted to defer the INX upgrade. The $7,000 
estimated for the INX project was repurposed and contributed towards other IT sustaining projects 
during the AA4 period, such as the rollout of common email and intranet. 

1.3.2 MOE and Microsoft Windows/Office upgrades 

This project, ‘Project Sapphire’, delivered a contemporary, fit-for-purpose managed operating 
environment (MOE), including the rollout of Microsoft Windows 10 and Office 2016 on all IT assets 
between August 2016 and February 2017. Note this was prior to DBP joining AGIG.  

Project Sapphire was delivered for $1.0 million in total, compared to the original estimate of $0.2 
million. The original estimate comprised establishing a new MOE and updates to Windows, however, 
there were fundamental differences in scope between the original estimate and the work that was 
actually delivered. 

The original $0.2 million estimate was based on upgrading from Windows 7 to Windows 8.1, and 
from Office 2010 to Office 2013. This was to be conducted in 2016/17 as Windows 7 and Office 
2010 was unsupported from January 2015 onwards, presenting unacceptable security and 
compatibility risks. 

A subsequent upgrade from these versions to Windows 10 and Office 2016 was planned for the 
AA5 period (hence why it was not in the AA4 forecast). The $0.2 million estimate was based on 
the upgrade from Windows XP to Windows in 2012/13, which cost $0.3 million. 

However, when scoping the scheduled MOE and Windows upgrades across AA4 and AA5, we 
identified that the subsequent move from Windows 10 and Office 2016 (originally planned for AA5), 
would require full re-testing and update of our operational applications that interface with Windows 
and/or Office.73 These re-testing and update costs of would need to be incurred irrespective of 
when we made the move to Windows 10/Office 2016, or whether we had moved to Windows 
8.1/Office 2013 first. 

In light of this, we reconsidered this two-stage upgrade approach, noting that we would need to 
incur the higher-cost Windows 10/Office 2016 upgrades at some point. We decided it was more 
efficient to move straight from Windows 7 to Windows 10 and Office 2010 to Office 2013, in one 

                                           

72 The One IT strategy is discussed in DBP21 – Addendum 1. 
73 Examples include our asset management system, our incident and safety management applications, flow management, trading 

platform and disaster management applications and processes. 



ATTACHMENT 8.5A – ADDENDUM TO CAPEX BUSINESS CASES 

 

AGIG DBNGP REVISED FINAL PLAN OCTOBER 2020 | 162 

 

step. This allowed us to eliminate the costs associated with conducting two upgrades in quick 
succession, thus saving the ~$0.2 million we would have incurred had we conducted the Windows 
7 to 8.1/Office 2012 to 2013 upgrade. 

The higher cost of making the jump straight to Windows 10/Office 2016 is due to the exhaustive 
testing and updates required to operational applications. During Project Sapphire we had to work 
with more than 200 vendors to integrate new versions of software applications, to make certain 
our existing operational applications would work with Windows 10. These are costs we would have 
had to incur when made the move to Windows 10 during AA5 as originally planned.  

In taking the prudent step of moving straight to Windows 10/Office 2016, we have essentially 
brought forward these costs from AA5 and avoided a significant portion of the costs we would have 
incurred during AA4 had we stayed with our original plan. Moving to Windows 10 and updating our 
MOE accordingly has also enabled us to move to standard industry practice in desktop building, 
deploying and maintaining, as well as configuration management and remote management. It 
allowed us to remove the legacy configuration remaining from the transition from ATCO and 
Westnet to DBP, and has minimised the amount of effort and cost to manage workstations across 
the business. 

We therefore submit that the $1.0 million incurred on MOE and Windows/Office updates during 
the AA4 period was prudent, was consistent with achieving the lowest sustainable cost of providing 
services, and conforms with the requirements of NGR 79. 

1.3.3 Upgrades to Maximo asset management system 

In our AA4 forecast we included $1.7 million in to upgrade our asset management system, IBM 
Maximo, to the most recent version. This was planned for 2017 and 2018, after the upgrades to 
Windows and Office. The Maximo upgrade was required because: 

 disaster recovery exercises had found the current disaster recovery environment was under-
specified and had been unpatched for several years. This meant it was not fit for purpose; 

 the Maximo servers were at the end of their technical lives and out of the warranty period; 

 the existing version of the application, 6.2.3, was no longer supported by IBM; and 

 the existing version of the application was incompatible with the planned Windows upgrade. 

The AA4 forecast was based on our previous IT approach of fewer, but more significant upgrades. 
The last upgrade was undertaken in 2014, which is longer than recommended by the manufacturer 
to ensure business continuity and system security and reliability. 

As well as addressing the above issues, as part of the Maximo project we also: 

 implemented additional security features and an enhanced user-experience by way of a single-
sign on; 

 transitioned the invoicing (accounts payable) functions from Microsoft Dynamics AX to Maximo, 
due to us experiencing significant problems with Dynamics (see Addendum 1); and  

 removed much of the customisation of Maximo, which was resulting in additional time and 
effort to implement each upgrade; 

 improved the reporting capability of the asset management system. 



ATTACHMENT 8.5A – ADDENDUM TO CAPEX BUSINESS CASES 

 

AGIG DBNGP REVISED FINAL PLAN OCTOBER 2020 | 163 

 

We were able to deliver the Maximo program for $0.7 million74, more than one million dollars less 
than forecast. This was achieve primarily a result of removing much of the Maximo customisations, 
which materially reduced the cost of each upgrade. We have also developed internal capability to 
perform the minor upgrade works, resulting in efficiencies during AA4 and moving forward. 

We therefore submit that the capex incurred on the Maximo upgrades during AA4 conforms with 
the requirements of NGR 79, and should be added to our opening capital base for the AA5 period. 

1.3.4 Delivering a new safety management system 

In 2015 we implemented the X-INfo Suite as the Land Management System. This solution has 
become an integral part of our daily operations. Our original estimate to undertake this work was 
$40,000, which was for the software licence to extend the use of X-INfo to provide a commercial-
off-the-shelf safety management system (SMS).  

The new SMS allows us to gather, store, display and report on information pertaining to design, 
safety and operational hazards that cause or are capable of causing loss of pipeline integrity. 
Capturing and monitoring these hazards are a requirement of Australian Standard 2885. The SMS 
also helps us manage operational and maintenance tasks, including suspensions of operation, 
decommissioning and abandonment of transmission pipeline assets. The system provides project 
workflows, quality control and reporting. 

The original $40,000 estimate was for the annual software licence costs, and we submit that this 
was arrived at using the best information available at the time of preparing the AA4 forecast. 
However, when conducting the detailed design and implementation of the system, we found 
additional costs were required for integration and data transfer with our geographic information 
system, as well as some application, maintenance, training and support costs. The final project 
cost was $61,000. 

We submit that these costs were necessary to maintain the safety of services, the costs were 
efficient, and that the $61,000 incurred to upgrade the application conforms with the requirements 
of NGR 79 and should be added to the opening capital base for the AA5 period. 

1.3.5 Integration of DBP into AGIG – common email and intranet 

In 2017, we started the integration of DBP into AGIG. This required two business-critical projects 
to be undertaken as the first step towards brining DBP into the Group, ahead of a broader One IT 
Strategy that was to be developed. The two business-critical projects were: 

 the federation of AGIG IT environments; and 

 establishing common email and intranet platforms. 

The federation project was undertaken in June 2017 and saw the implementation of federation 
trust, which was a quick, interim solution to enable staff from each of the AGIG businesses to 
access information about others, including providing visibility of each business’ staff directories, 
email, calendars, and the ability to use Skype between businesses. This project was required 
urgently to allow for effective communication and collaboration across AGIG, which is necessary 
for any business to operate efficiently.  

                                           

74
 Note this is a forecast as one remaining upgrade will be delivered at the end of 2020. 
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In August 2017, we established a more robust solution to amalgamate the various businesses 
across the group, and rolled-out a common email and intranet platform. As part of this project DBP 
staff were given an AGIG email, a single AGIG-wide common address book and calendar 
functionality was established. 

As the transition to AGIG was not foreshadowed at the time the forecasts for AA4 were developed, 
no costs for this project were included in the AA4 forecast. We therefore re-prioritised some of the 
forecast spend on the IBM Maximo upgrade and the INX upgrade and rollout to enable completion 
of this critical integration work. The work was completed in 2017 at a cost of $0.7 million. 

The capex incurred on implementing a common email and intranet during the AA4 period was 
prudent and necessary to maintain the integrity of services as we transitioned into AGIG. The costs 
are efficient and we were able to manage them by repurposing expenditure earmarked for other 
projects (IBM Maximo and INX). We therefore submit that the $0.7 million incurred for this project 
conforms with the requirements of NGR 79 and should be added to our opening capital base for 
the AA5 period. 

1.3.6 New journey management system 

DBP has a fleet of around 90 vehicles required for operation and maintenance of the pipeline. Each 
of our vehicles is fitted with GPS to enable monitoring of the fleet and the safety of personnel, as 
well efficient scheduling of resources. We also have around 40 portable devices, which can be 
installed in other vehicles, including for example for contractors. 

In 2013, we leased these early technology systems and – following market research and 
procurement processes – contracted a monitoring service from SecuraTrak, an established and 
reliable industry supplier.   

As part of ongoing reviews and system performance we identified that the SecuraTrak system 
presented some unforeseen safety and functionality concerns for our particular fleet and operations, 
including: 

 cables were required to be set up between seats, with one key cable routed underneath the 
driver’s feet, having the potential to interfere with driving; 

 early systems were sometimes difficult to restrain, creating a potential projectile during 
emergency braking; and 

 connecting to the system was not as easy as foreseen and was awkwardly located. 

These safety risks to our staff posed a significant concern. We therefore considered alternatives, 
and in 2015, undertook a feasibility study and a three-month trial to assess alternative viable 
options.  

By the beginning of 2016 we had completed a proof of concept system (the SPOT Journey 
Management System) that met the occupational health and safety and journey management 
requirements. Technology improvements meant the unit was compact and light to carry, easy to 
set up and use, had a long battery life, used proven technology and was supported by a proven 
service provider.  

The new solution was rolled out to a test group by mid-2016, and then implemented later that 
year. The project costs included: 

 purchasing SPOT satellite devices with connection to GlobalStar GPS system; 

 uninstalling the existing units and replacing them with the new SPOT devices; 
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 incorporating an appropriate IT infrastructure to stage the SPOT application; 

 establishing a service level agreement to secure the service as an operating system; and 

 commissioning and handover. 

The SPOT Journey Management solution is expected to achieve opex savings over five years when 
compared to the current SecuraTrak solution, including both direct and indirect benefits. To date, 
we have achieved a quantifiable direct opex reduction of around $114,000 per annum from 2018, 
which is built into our opex forecasts for AA5. These efficiencies relate to the removal of the need 
to provide satellite messaging and associated IT infrastructure for hosting DBP travel service 
management. 

The cost of the SPOT Journey Management system is $0.3 million, and was completed in 2017. 
Thought these costs were unforeseen at the beginning of the AA4 period, they were necessary to 
improve the safety of our employees as well as allowing us to manage our fleet more efficiently. 

We therefore submit the $0.3 million incurred during the AA4 period conforms with the 
requirements of NGR 79, and should be added to the opening capital base for the AA5 period. 

1.3.7 Upgrades to CAD application 

DBP uses two computer aided design (CAD) applications for design and drafting: 

 Intelligent OpenPlant Piping and Isometric CAD software; and 

 Building Information Modelling AECOSIM 3D Modelling CAD software. 

These were previously run on the Bentley SELECTseries version 8i, the industry standard and most 
contemporary version at the time of adoption. In 2017, we were advised that version 8i would 
move to ‘expiring support’ status, and to ‘discontinued support’ status by December 2020. The 
vendor was unable to ensure the security and privacy of information for organisations using 
software in discontinued support status.  

Our design and drafting processes are integral to the safe and reliable development, emergency 
response, expansion, operation, refurbishment and decommissioning of our assets. An extended 
application failure or significant data breach is therefore considered a significant risk. 

We considered various options to replace our existing design and drafting applications. We looked 
at other vendors, however we determined that the benefits of remaining with Bentley  (who provide 
cost competitive, industry benchmarked systems that our users are familiar with) outweighed the 
benefits (and risks) of switching to another application. 

Bentley provided two credible options. One was to upgrade each licence from the SELECTseries to 
the CONNECT Edition with an associated subscription entitlement service. The other involved a 
machine-based license environment and required the registration of one license per machine.  

After system user and procurement consultation, we considered upgrading to the CONNECT Edition 
was the optimal choice from a business continuity, costs, and risk basis. The upgrade delivered 
improvements in the following areas, enabling consistency with good industry practice: 

 project management – up to date and accurate information has resulted in better project 
analysis, reporting, projections, planning and estimation; 
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 design – all functions of design and drafting operate efficiently due to accurate up to date 
information that can be retrieved or entered easily. Engineering analysis can be executed using 
a single database in conjunction with the model; 

 process – all lists, reports and data sheets are produced from a single database driven by 
project piping and instrumentation diagrams. Data is entered once and can be retrieved in 
multiple forms; 

 procurement – all project information and quantities are easily accessed via the model and 
database. Modifications and additions are efficiently tracked and automatically reported. 
Omissions and delays to equipment delivered to site are vastly reduced, and in some cases 
eliminated; 

 document control – document control software is directly linked to the model database and to 
drawings. Document and drawing information is directly linked to values within individual files, 
eliminating manual entry and updating; and 

 construction – an accurate 3D model and database ensures that most construction issues have 
been identified and eliminated at design level rather than on site, and this greatly reduces or 
eliminates construction down time. The model is an electronic replica of the project and 
therefore most, if not all items will fit correctly into the final location when offered into position. 

The cost of upgrading to the Bentley CONNECT Edition was $89,000. This was not included in the 
AA4 forecast as we were unaware that the existing Bentley application was to be 
unsupported/discontinued within the AA4 period. However, these costs were necessary to maintain 
the integrity of services and represent the lowest sustainable cost of undertaking our drafting and 
design services.  

As described above, Bentley CONNECT has delivered considerable improvements to our design 
capabilities. The upgrade was made in 2017 and we do not expect to incur similar upgrade costs 
during the AA5 period. 

We submit that the $89,000 incurred during AA4 conforms with the requirements of NGR 79, and 
should be added to our opening capital base for the AA5 period. 

1.3.8 Corporate data backup and recovery improvements 

DBP utilises Microsoft System Centre Data Protection Manager (DPM) 2012 to provide backup and 
archiving services to the servers at the primary and secondary data centres.  

During the AA4 period, the DPM backup solution reached capacity. This was due to growth in the 
DBP IT environment, a large amount of backup jobs, and storage constraints on the current backup 
server in DC3 as the result of the existing architecture.75 A failure in backup capacity would mean 
we would not be able to restore data in the event of a breach or data loss. 

We did not anticipate that the DPM would reach capacity during the AA4 period, therefore no costs 
were included in the AA4 forecast to deliver this work. 

Addressing the DPM cost $78,000 and was incurred during 2016 and 2017. As part of this program 
of work, we improved the corporate data backup and recovery solution by: 

                                           

75 The existing architecture resulted in capacity constraints on the current backup server in DC3. This is because all backups from the 

servers at the primary data centre (DC3) and secondary data centre (DC2) are to the backup unit at DC3 with replication of DPM from 

DC3 to DC2. 
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 Upgrading software to System Centre Data Protection Manager 2016; 

 Installing new hardware at the secondary data centre; 

 configuring cross-site backups; and 

 removing existing DPM replication. 

This expenditure was necessary to maintain the integrity of services, as data integrity and security 
is essential to the ongoing operation of our business. Expanding the capacity of our DPM backup 
solution is consistent with the actions of a prudent operator. 

We therefore submit that the $78,000 million incurred during the AA4 period conforms with the 
requirements of NGR 79, and should be added to the opening capital base for the AA5 period. 

1.3.9 Planning for enhancements to our HR platform 

In 2014/15, DBP adopted the Pay Global platform to provide payroll and associated self service 
functions. Following the success of the Pay Global platform, we decided to also adopt the Pay 
Global Human Resources (HR) module to provide a one-stop shop for all HR data. 

This project systemised the existing manual processes by implementing additional functionality in 
the Pay Global platform allowing self-service and reporting in relation to: 

 on-boarding, off-boarding, termination, workers compensation, probation and disputes 
management and reporting; and  

 performance management and succession planning, remuneration, achievements and 
membership management. 

The project was well underway when DBP transitioned to being an AGIG business. As part of the 
transition to AGIG we took stock of our priorities and expenditures, and some projects, including 
the Pay Global enhancement project, were put on hold. 

The $54,000 of capex we incurred in 2015/16 includes the purchase of the Pay Global HR module 
and configuration costs. The remaining project costs related to HR and finance resources required 
to process and input data and conduct training. These costs were classified as opex, and were 
incurred in 2016 when the project was restarted. 

The capex incurred on Pay Global HR was a prudent investment, which has improved the integrity 
and efficiency of our HR services. We therefore submit the $54,000 capex incurred conforms with 
the requirements of NGR 79, and should be added to the opening capital base for the AA5 period. 
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1.4 Summary 

1.4.1 Consistency with the National Gas Rules 

The applications upgraded over AA4 were necessary to maintain the integrity of our IT and 
operational systems. The drivers for these project upgrades were clear and immediate and the 
solutions deployed were commensurate with good industry practice.  

Though the overall cost of this program of work was higher than the original forecast, costs incurred 
were efficient and, where appropriate, subject to competitive tender processes. 

We therefore submit that the capex incurred during the AA4 period on the IT sustaining applications 
is consistent with what a prudent operator would incur, and satisfies the requirements of NGR 79. 

Specifically: 

NGR 79(1) 

The capex conforms with Rule 79(1)(a) in that it is: 

 Prudent – Consistent upgrading of software applications is necessary to bring our IT 
applications up to current versions and in line with manufacturer’s recommendations and 
industry-standards, as well as to mitigate the high risks associated with operating outdated 
software. This includes the potential for non-compliance with relevant regulations and 
legislation, customer and business interruptions and corresponding adverse financial and 
reputation impacts. 

 Efficient – The AA4 program was delivered using internal resources, supported by our IT 
service partners. Our service partners (ZettaServe) were selected through a competitive tender 
process undertaken in late 2013, and the IT service costs incurred were based on long-term 
contract rates. This arrangement ensured we had access to specialists who were familiar with 
our IT environment, and allowed us to avoid contingency risk and third party vendors applying 
a risk premium. We therefore submit that the work was conducted at the lowest sustainable 
cost. 

 Consistent with accepted and good industry practice – Prior to AA4, the majority of our 
core IT applications had not been updated for many years. Over the past five years we have 
moved to the standard industry practice of applying version upgrades to business systems 
periodically. This approach is being applied at all of the AGIG businesses, and we expect to 
achieve further Group-wide integration and coordination over the next access arrangement 
period. AA4 was essentially the start of this journey.  

The applications installed are supported by reputable software providers. This will result in all 
critical systems being up to date, secure and supported by vendors, consistent with good 
industry practice. 

 To achieve the lowest sustainable cost of delivering pipeline services – the ongoing 
upgrade of core IT systems is the lowest sustainable cost for long-term risk mitigation. 
Implementing solutions that generate future efficiencies such as removing Maximo 
customisations and journey management system efficiencies will also reduce the long-term 
costs of these services for consumers. As part of the original business case, several practicable 
solutions were considered, including moving back to a reactive approach. DBP will also benefit 
from shared costs in the future, as well as centralised IT support. The forecast capex is 
therefore consistent with providing ERP services at the lowest sustainable cost. 
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NGR 79(2) 

The proposed capex is justifiable under 79(2)(c)(ii), as it is necessary to maintain the safety and 
integrity of services. Many of the applications upgraded during AA4 were several versions out of 
date. Operating heavily outdated versions of software can lead to IT systems becoming unreliable 
and insecure, therefore it was vital that we incurred the expenditure to address this risk during the 
AA4 period. Failure or non-availability of critical IT systems, for example due to a security breach, 
may affect safety or integrity of services, or result in non-compliance with regulatory obligations. 

By incurring these costs during AA4 and bringing software up to date, we have reduced the 
likelihood of application failure/obsolescence during AA5 and established an efficient baseline for 
maintaining the integrity of the apps going forward. 
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Consistent with NGR 74, the cost of our original proposal was arrived at on a reasonable basis and 
was the best estimate possible in the circumstances.  

In response to an information request (EMCa16) from the ERA’s technical experts EMCa, we 
provided: 

 information to support the third party consultant forecast of $5.1 million77 (EMCa16a); 

 the source documentation on which the benefit forecasts were based (EMCa16b); and 

 an explanation of why additional opex costs were not included in the calculation of the net 

present value (NPV) for the program (EMCa16c). 

In response to a further information request (EMCa20), we provided: 

 a more detailed explanation of the benefits and cost of introducing 'group services' in AA5 

(EMCa20b); 

 confirmation that no further capex would be expected to be incurred in relation to the IT 
Enabling program (EMCa20c); and 

 confirmation that there was no doubling-counting of costs between the various IT programs of 
work, including IT Enabling (DBP22), Sustaining Applications (DBP21) and IT Security (DBP23) 
(EMCa20c). 

1.2 ERA Draft Decision 

In its Draft Decision, the ERA has not included any forecast expenditure for the IT Enabling business 
case as it was not satisfied that the program of work would be undertaken by a prudent operator, 
or would convey any benefit to gas consumers.78  

The ERA cited the reason for this conclusion as:  

Based on information provided by DBP about the net present value analysis of its proposed 
initiatives and technical advice received, the ERA considers that DBP did not adequately 
demonstrate that the benefits of the proposed initiatives are likely to be sufficient to justify 
DBP’s proposed capital expenditure for the ‘IT enabling’ business case for AA5. This view 
takes into account technical advice regarding the proposed initiatives which included the 
following: 

 The benefits and costs of the proposed initiatives are preliminary given it is still in the 
early stages of planning. 

 DBP’s approach and the resulting benefits are based on Australian Gas Network’s 
distribution experience and ‘rule of thumb’ assumptions of the benefits (costs avoided) 
of pursuing the planned initiatives, which in EMCa’s view, do not translate to 
management of a linear transmission pipeline. 

                                           

77 Real unescalated dollars of June 2019 
78 ERA Draft Decision, [737] 
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 60 per cent of DBP’s proposed $0.5 million net present value is derived from the 
business intelligence initiatives based on the rule of thumb benefit, but given the 
number of customers DBP has, it is questionable how much benefit the business 
intelligence initiative will convey. 

 The net benefit is marginal and the project would likely not be viable under a range of 
cost-benefit scenarios.79 

In providing its advice to the ERA, EMCa noted that: 

Whilst there are likely to be benefits from the proposed initiatives, in our view DBP has not 
adequately demonstrated that the benefits of the five initiatives are likely to be sufficiently 
high or robust to justify proceeding on the basis proposed.80 

In addition, EMCa recommended that the ERA allow $1.5 million for DBP to undertake the initiatives 
with the highest benefits to achieve the best return for investment and provide a platform for 
developing further cost-saving initiatives in AA6 (which may be self-funding).81 EMCa further 
recommended that: 

if the initiatives are to proceed, each should be supported by a robustly-derived NPV that 
achieves the equivalent of a hurdle rate (IRR) of 20% or more.82 

However, in its Draft Decision the ERA has opted to exclude the entire IT Enabling program from 
the AA5 capex forecast. 

1.3 Our response 

In developing our response to the ERA’s Draft Decision, we have considered recommendations 
made by the ERA and EMCa, along with our revised IT strategy. 

The AGIG ‘One IT Strategy and Roadmap’ was delivered in November 2019. It will result in the 
implementation of a program of work to significantly uplift AGIG’s IT capability across all of its 
businesses (DBP, AGN and Multinet Gas). This Addendum describes the updated approach we are 
taking to deliver IT Enabling initiatives, incorporating them as part of the broader AGIG-wide One 
IT program of work. As such, this Addendum also provides revised costings and benefits analysis. 

The scope of the proposed AGIG work program has since materially advanced. We have conducted 
detailed design and established a broader understanding at what IT Enabling initiatives are required 
at DBP and the other AGIG businesses, as well as identifying opportunities to share costs and 
optimise delivery.  

As a result, we are changing our approach, moving away from the original plan to deliver IT 
Enabling initiatives for DBP as a standalone project with disparate applications. We are instead 
building the expected outcomes from the original standalone DBP project into an IT uplift program 
for the entire Group, with common applications being delivered across DBP, AGN and Multinet Gas. 

                                           

79 ERA Draft Decision, [736]. 

80 EMCa Technical Review, p. 133. 

81 EMCa Technical Review, p. 133. 

82 EMCa Technical Review, p. 133. 
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Consistent with the original business case83, the revised AGIG-wide IT enabling program will deliver 
the following outcomes for DBP:   

 an organisational data model that enables DBP’s data to be copied into a centralised repository 
in a structured way; 

 a fit-for-purpose data governance and management processes to ensure current and future 
systems can participate in the centralised repository and business intelligence systems; 

 a centralised repository and the mechanisms to both initially and then on an ongoing basis 
bring the identified information into the repository such that it can be leveraged by business 
intelligence tools; 

 enterprise data, reporting and dashboard tools that support integration of operational data 
from (or about) assets with commercial data to improve decision-making intelligence, 
dashboards and reporting systems; 

 transformed reporting and dashboards; 

 predictive data analytics capabilities including artificial intelligent systems to identify advanced 
insights; 

 fit-for-purpose document management systems that utilise the specific products for specific 
business needs (e.g. contracts in a system that supports review and signature workflows, 
engineering documents and procedures in a system designed specifically for large asset 
drawings and the supporting business processes); and 

 Office365 configured for optimal collaboration and accessibility to documents and document 
workflows. 

The broader AGIG-wide program will also deliver the following additional outcomes for DBP: 

 greater integration with SAP S/4HANA, maximising the features and benefits of the new ERP 

system; 

 shared licensing costs with other AGIG businesses; 

 centralised reporting intelligence capabilities; 

 improved metadata management; and 

 shared IT support and upgrade/patch costs. 

The advantage of this change in approach is that DBP will receive a material uplift in IT greater 
than originally proposed, however new applications can be implemented in a more efficient manner. 
The cost to DBP of this broader program is $5.6 million (real unescalated dollars June 2020), 
compared with the $5.1 million (real unescalated dollars June 2019) originally proposed.  

DBP will benefit by being able to share implementation costs and ongoing expenditure with the 
other AGIG businesses. Delivering DBP’s IT Enabling outcomes as part of a cohesive, integrated 
Group-wide IT strategy is expected to result in substantial economies of scale benefits as well as 
ongoing cost efficiencies. Essentially, DBP is benefitting from a significantly better solution for only 
a relatively small increase in investment. 

                                           

83 As described in the proposed ‘Deliver customised IT Enabling initiatives’ option (option 2) from our original business case. 
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The further scoping and development work on this business case has resulted in an ability to more 
accurately and robustly quantify the business benefits anticipated from the IT Enabling program. 
We have also been able to complement the use of ‘rule of thumb’ estimates (criticised by the ERA), 
with more detailed estimates of potential benefits based on an assessment of how the new 
applications can better support management of a transmission pipeline business. Independent 
technical experts KPMG have conducted a detailed analysis of whole-of-Group requirements, 
including an assessment of how each individual business would benefit from the integrated IT 
environment. This includes an assessment of how DBP stands to benefit in practice. 

The revised costs and benefits result in a positive financial outcome with an NPV of $6.1 million. 
This positive result is considerably greater than the original NPV, stands up better to sensitivity 
analysis, and is closer to the optimal hurdle rate of 20% suggested by EMCa. 

Further discussion of the revised IT Enabling, including the costs and benefits of the program, is 
provided in the following sections. 

1.3.1 One IT 

AGIG (comprising AGN, DBP and Multinet Gas) operates across multiple Australian jurisdictions, 
bringing together a wealth of expertise and experience that allows its various businesses to share 
knowledge, information, resources and costs. AGIG’s scale and breadth of resources presents 
opportunity to deliver benefits for DBP’s customers in Western Australia. Not least, it allows us to 
review and rationalise our IT systems and infrastructure across the group, moving to shared 
platforms where practicable. 

In 2019, we developed the AGIG One IT Strategy and Roadmap (see Appendix A). The strategy is 
designed to deliver stable and aligned IT management processes, architectures, procurement, 
cyber security and core technology platforms across the Group.  

Our aim is to achieve economies of scale, while keeping pace with technological advances. In the 
short term, this has required national coordination of applications renewals, replacement and 
upgrades. This initial coordination means there has been an increase in IT investment across all 
our businesses compared to historical levels. This is necessary to bring some of our legacy systems 
up to a reasonable standard, or to invest in the new systems that will replace the multitude of 
state-based technologies and cyber security arrangements. However, over the longer term we 
expect coordinating our IT investment into a national program will reduce the overall ongoing cost 
for our customers, and better support the provision of pipeline services at the lowest sustainable 
cost. 

The AGIG One IT Strategy and Roadmap incorporates several streams of work designed to: 

 consolidate data centres, modernise infrastructure and networks; 

 optimise and unify end user environments; 

 uplift and strengthen cybersecurity; 

 establish AGIG data architecture and governance; 

 rationalise and uplift application integration platforms; 

 implement an enterprise reporting solution; and 

 implement a standard enterprise resource planning solution across the Group. 
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The overall success of the strategy is dependent on the cohesion of these work streams. This is 
shown in Figure , whereby benefits are leveraged from the successful integration of the various 
components, including: 

 OneERP (see Addendum 1 to business case DBP21); 

 Data Architecture / Governance and Consolidated Integration Apps (this revised IT Enabling 
program); and  

 Cyber Security (see Addendum to business case DBP23). 

Figure 1: Benefits deliverable by One IT work streams 

 

The interconnectedness of these initiatives relates to four key themes. These are identified in the 
diagram below, with each of the initiatives dependent on capabilities delivered by the other 
business cases in order to achieve the full benefits of the broader strategy. 
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Figure 2: One IT themes 

 

Further benefits of the SAP S/4HANA ERP software become available when coupled with application 
integration and data management capabilities. Essentially, the revised IT Enabling program has 
evolved from a standalone IT uplift program for one business entity with discrete applications, to 
a more integrated solution that maximises the benefit to be extracted from a larger suite of 
standardised applications (most notably SAP), while sharing the costs between several business 
entities. 

1.3.2 IT Enabling 

The IT Enabling program can be categorised into two broad workstreams: 

 developing an application integration platform; and 

 establishing data architecture, reporting and governance capabilities. 

Application integration platform 

Application integration supports and facilitates connectivity and communication between the 
various applications and systems within the IT environment. There is currently a significant amount 
of complexity in AGIG’s IT application environment due to use of multiple integration platforms 
and point-to-point interactions. This introduces unnecessary technical and business risks, and 
means that any continuous improvement or innovation initiatives are difficult to implement. 

Figure 3 below illustrates communication between systems in the absence of an application 
integration platform. While it is still possible to integrate systems such as SAP across the businesses, 
the communication lines are complex, data exchange can be duplicated, and the connection 
framework is inefficient. 
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Figure 3: AGIG communication between systems in the absence of an application integration platform 

 

Development of an application integration layer will alleviate these issues, as well as position the 
business to adapt to ongoing technological and business change. A simplified illustration of this is 
shown in Figure 4.   
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Figure 4: AGIG communication between systems with an application integration platform 

 

An integration layer facilitates streamlined and automated communication between applications. 
An example of this is where Maximo and GIS integrate with SAP S/4HANA. An integration layer will 
facilitate streamlined and automated interactions between all three systems, where data is 
orchestrated based on standardised business rules, and does not require any manual intervention. 

The modular and interoperable functionality also allows us to easily consolidate applications when 
required. For example, multiple instances of Maximo and GIS can be easily consolidated as 
applications can be plugged out and back in, in a modular way using the integration layer. This 
results in operational and cost efficiencies for the business. A simplified illustration of this is shown 
in Figure 5.  
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Figure 5: Illustration of applications communicating via an integration platform 

 

This simplified technology landscape will also: 

 provide the flexibility to safely defer replacement of legacy applications through the integration 
platform, if necessary, to reduce transition risks. In practice this means that by using an 
integration platform, interfaces between new and legacy applications can be created without 
needing to modify the legacy applications; 

 optimise our licencing and operational costs, through consolidating and negotiating ongoing 
maintenance and support contracts with select strategic vendors; and 

 develop standardised software development practices with the selected strategic vendors which, 
in turn, will reduce our cyber security risk profile and ensure mitigation efforts have the greatest 
chance of success84. 

Data architecture, reporting and governance capabilities 

AGIG currently does not have a single source of truth for critical data. This is the result of the 
complex technology landscape, where DBP, AGN and Multinet each have duplicate applications and 
multiple integration approaches. Not having a single source of truth poses multiple risks to data 
integrity for regulatory, customer and business reporting. 

The IT Enabling program will therefore deliver an enterprise data model (EDM) and associated 
data governance framework, which will apply to DBP, AGN and Multinet Gas. An EDM provides an 
integrated view of the data produced and consumed across an organisation. It establishes a single 
way to describe the information, independent of the technology the data is stored in and provides 
a way of describing the data and the data ownership, foundational to good data governance. 

                                           

84 Toup E, 2017, Platforms are increasingly key to cybersecurity, August 2020, URL: https://inform.tmforum.org/features-and-

analysis/2017/05/platforms-increasingly-key-cybersecurity/ 
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Currently there is no view of the data model either at the individual entity or Group level. AGN, 
DBP and Multinet have previously operated using different processes on different platforms, which 
has resulted in siloed approaches to data definition, data redundancies, disparities, data quality 
issues and inconsistencies and duplicate data sets.  

With no single source of truth and no overarching view of the available data and its relationships, 
maintaining regulatory and legislative compliance can be difficult and costly. Data must often be 
manually sourced, aggregated and reconciled for regulatory purposes. Due to inconsistencies 
between the data sources, discrepancies can arise on previously reported results. Therefore, any 
data reported incurs an additional review creating non-value add overhead, adding to the cost of 
compliance. 

An EDM that describes the data across the organisation and that is utilised and enforced by One 
ERP will largely resolve this issue. Further support by way of an effective data governance 
framework will provide the oversight and authority over the use and maintenance of data and data 
sets. 

The proposed EDM will integrate with One ERP and provide a sustained uplift in data management, 
content management and reporting capability. Data governance will be implemented and 
supported by data foundation capabilities including: 

 data risk management – identification of regulatory, legislative and business drivers for data 
retention; 

 metadata management – cataloguing and classifying data enabling informed data migration, 
archiving and storage needs; and 

 data quality management - developing data standards and associated data quality metrics to 
enable data quality to be assessed, improved and monitored on an ongoing basis. 

Introducing an EDM and implementing One ERP together greatly increases the analytics and 
insights that can be drawn from operational and corporate data. To leverage the benefits of these 
advances, we propose the implementation of a data warehouse. This will incorporate identification 
of useful data from various systems in addition to One ERP. It will also utilise extraction, 
transformation and loading tools to populate the data warehouse and leverage a business 
intelligence tool for developing reports. 

A data warehouse will allow DBP to pull data from multiple systems and store it in a structured 
manner. The predefined relationships between the data sets (utilising the EDM) will allow 
information from solutions such as SAP, EAM and GIS to be collated to provide insights and 
comprehensive analytics as well as limited trending capability. 

Coupled with DBP’s and AGIG’s need to uplift its data management capability, the approach to 
content management is also in need of uplift. There are presently no effective records management 
or content management solutions in place across AGIG. At DBP there is only limited records 
management for technical engineering documentation within a document management system 
called QDMS.  

Currently, documentation is most frequently stored in personal directories or on drives on the 
network, not linked to records in which they belong. This ad-hoc approach creates risk and 
introduces inefficiencies as workers search for and collate all related content for a job.  It inhibits 
an information management capability.   

Implementing an enterprise content management (ECM) solution will, as a first step, create a 
system of record to manage traditional documents, with controls over retention and disposal 
schedules. It will bring all content together, boosting productivity and effective decision making   
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• Process benefits – this benefit reflects the reduction in process time and cost that will be 
achieved from the IT Enabling work. It crosses a range of DBP’s functions, including tax, 
treasury, accounts payable and receivable, accounting and budgeting, and procurement.

The benefits included in the NPV analysis have been calculated by assuming a proportion of 
savings on the current calculated DBP costs of these functions.  

 
 
 

Strategic sourcing benefit – this benefit represents the cost savings that will be achieved 
from leveraging strategic sourcing opportunities in order to optimise our licencing and 
operational costs. Having higher volume national contracts will allow us to negotiate improved 
contracts with a select number of vendors.

The benefits included in the NPV have been calculated by assuming a proportion of savings on 
the current DBP annual costs of goods and services where there is potential for group 
procurement. Based on current procurement volumes at DBP, coupled with KPMG’s experience 
of procurement savings achieved at other businesses, we conservatively estimate savings of 
3%.

Allocation of benefits 

As discussed above at section 1.3.3, shared costs have been allocated between AGIG businesses 
on the basis of total revenue. This reflects that the majority of staff will use these systems, and as 
such, is the most reasonable allocation methodology and will result in a cost allocation that is the 
best forecast or estimate possible in the circumstances, consistent with NGR 74. 

We initially allocated benefits on a similar basis, under the assumption that allocating costs and 
benefits on the same basis would result in the best forecast under the circumstances. However, 
we found that allocating the benefits by revenue did not produce a reasonable outcome. This is 
because as a transmission business, the quantum of relevant goods and service procurement costs 
is significantly lower than the distribution businesses of AGN and Multinet Gas. Applying the 
revenue allocation basis would therefore overstate the level of benefits that DBP could expect to 
receive. 

To challenge the robustness of the NPV analysis we felt it prudent to apply conservative estimates 
based on actual costs, therefore we calculated the benefits for DBP directly by applying the 
efficiency assumption to the historical and forecast costs and volumes of goods and services 
procured by DBP, as well as actual resourcing levels within our finance and procurement functions. 

We submit that this benefits allocation approach arrives at a more reasonable and conservative 
estimate of benefits and therefore produces the best forecast available in the circumstances. 

1.4 Summary 

1.4.1 Estimating efficient costs 

Table 7 summarises the total unescalated costs by cost type for the IT Enabling capital works 
program.  

Table 4Table 8 shows the escalation to real dollars of December 2020, including labour cost 
escalation of 0.57% per annum. 
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Rule 79(1) 

The proposed IT Enabling capex consistent with the requirements of Rule 79(1) of the National 
Gas Rules, specifically the capital expenditure is: 

 Prudent – DBP’s investment and operational decisions are based on timely, reliable and 
accurate information. Currently this information is widely dispersed, often uncontrolled and 
outside core systems (e.g. spreadsheets). The proposed customised IT Enabling initiatives are 
prudent as they will implement systems, processes and tools to enable decision making based 
on more accurate and timely information which will translate into cost efficiencies and therefore 
lower future prices than they otherwise would have been. 

 Efficient – The forecast expenditure is based on estimates of similar projects, discussions with 
vendors and industry experts. A formal procurement process will be undertaken once the 
project is fully mapped, and will ensure efficient prices are offered based on a competitive 
tender process.  

Significant efficiencies are expected to result from the implementation of the Group-wide One 
IT Strategy and Roadmap which includes this business case as well as One ERP, IT Security 
and the rationalisation of sustaining applications. Together these highly interconnected projects 
will enable all group companies to benefit from shared services, standardised operating 
procedures and reporting and to leverage the skills and knowledge of staff across the Group. 
The opportunity to address issues identified across the group and to share the costs so each 
entity can benefit from the result whilst only funding a small proportion is an excellent one for 
the long-term benefit of our customers. 

The proposed expenditure can therefore be considered consistent with the expenditure that a 
prudent service provider acting efficiently would incur.  

 Consistent with good and accepted industry practice – The proposed projects align to 
‘Big Data’ and ‘Business Intelligence’ style industry standard projects that look to normalise the 
organisations data and then exploit it. 

The design of an enterprise data architecture and the associated governance frameworks and 
systems represents better practice within our industry and in particular in relation to 
implementation of a new ERP.  This business case supports achievement of the benefits to be 
realised from the One ERP project as well as providing efficient and co-ordinated data and/or 
information storage and reporting capability. 

 Achieves the lowest sustainable cost of delivering pipeline services – The proposed 
initiatives will enable more informed decision making throughout the business, including being 
able to proactively offer new and more flexible services to our customers. It will reduce manual 
processing and costs and improve accuracy, which results in tangible cost savings in document 
collaboration and enterprise asset management. 

Rule 79(2) 

The proposed IT Enabling capex will implement systems and processes that enable decision making 
based on more accurate and timely information which will translate into cost efficiencies and 
therefore lower future prices than they otherwise would have been. It is also expected to deliver 
$1.9 million of tangible benefits per annum, with further intangible benefits in terms of improved 
safety, customer service, information management, data quality, asset integrity and reliability. 
Therefore this capex is consistent with NGR 79(2)(a). 
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Rule 74 

The forecast costs are based on the latest market rate testing, and project options consider the 
requirements of our business (including focus areas where the most value can be derived). Cost 
assessments have been conducted for each option based on the best information available at the 
time of developing this business case. The estimate has therefore been arrived at on a reasonable 
basis and represents the best estimate possible in the circumstances.
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Appendix A – AGIG One IT Strategy 2019-2024 
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 DBP has proposed capital expenditure for IT software and hardware projects under 
multiple business cases in AA5, which like the projects proposed in the ‘IT security’ 
business case, all contribute to improving DBP’s cyber security, and a large number of 
which appear to be ‘business as usual’ activities or closely related to work undertaken 
in AA4.85 

The ERA and its technical experts (EMCa) reviewed the IT Security work program, and determined 
that Option 3 from our original business case was the prudent option. Option 3 was for $1.5 million 
(real unescalated dollars of December 2019) to achieve maturity indicator level (MIL) 3 by 2026: 

Technical advice that the cost of one of the alternative options considered by DBP in its 
options analysis for the business case but not pursued represents a reasonable amount that 
would be required by a prudent operator.335 Under this alternative option DBP would attain 
a maturity level indicator of three in 2026. As stated at paragraph 539, DBP targets a maturity 
indicator level of three as measured by the Australian Energy Sector Cyber Security 
Framework.86 

1.3 Our response 

We have considered recommendations made by the ERA and EMCa, along with recent and 
forthcoming changes in cyber security obligations, and have revised our approach. A number of 
significant changes since the development of the original business case have led us to review our 
IT Security program: 

 Reassessment under the AESCSF – in July 2020, we engaged EY to undertake an 
independent AGIG-wide assessment of our maturity under the AESCSF. This found that DBP 
was at a maturity level of MIL 1 and highlighted a number of critical weaknesses in our cyber 
security policies, processes and protocols that could threaten safety, reliability and security of 
the operation of our pipeline; 

 Understanding the Security of Critical Infrastructure obligations – we have considered 
the compliance risk associated with our cyber security obligations in light of proposed 
amendments to the Security of Critical Infrastructure Act 2018. We expect these mandatory 
obligations will require an uplift in cyber security for major infrastructure owners at least 
consistent with MIL 3 within a short timeframe; 

 Transitioning to a consistent cyber security framework – we have considered the risk 
associated with DBP remaining at MIL 1, including in relation to the continued operation of 
different cyber security architecture across each of the AGIG businesses, but with increasing 
inter-dependence and inter-operations. We expect that cyber security vulnerabilities in any one 
part of the Group could put at risk the operation of many critical energy infrastructure assets 
across Australia;  

 Development of an AGIG-wide plan to address cyber security weaknesses – following 
the reassessment of our security maturity, we worked with EY to develop a detailed program 
of works to address critical weaknesses. This remains in keeping with our original high level 
plan, but includes a more thorough assessment of the works required to ameliorate known 
issues, and bridge the gap to an industry-standard cyber security framework; and 

                                           

85 ERA Draft Decision, [742] 
86 ERA Draft Decision, [743] 
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 Optimisation of the IT program of work – we have considered the extent to which 
upgrades to other applications and other work programs proposed during the AA5 period will 
contribute to achieving MIL 3, and more generally the uplift of IT security for DBP. We have 
looked to optimise the program of work and achieve economies of scale and scope by 
incorporating the standalone DBP cyber security program into the AGIG-wide cyber security 
program being delivered as part of AGIG’s One IT Strategy.  

Each of these changes have helped us develop a more detailed project scope. Though we have 
modified our proposal, we believe it remains prudent to achieve MIL 3 as soon as reasonably 
practicable. 

The new, Group-wide cyber security program is called ‘Uplift Cyber Security Technology and 
Capabilities’. The three initiatives that comprised the DBP standalone program (see section 1.1) 
will be delivered as part of this broader program, as well as a number of complementary uplifts to 
our IT architecture. The AGIG-wide program offers DBP a more holistic and effective cyber security 
uplift than the original standalone program, and will provide greater security features and 
technological benefits to DBP at a comparable cost to that originally contemplated, albeit one year 
later. The Uplift Cyber Security Technology and Capabilities program is discussed in section 1.3.5. 

The estimated capital cost of the Uplift Cyber Security Technology and Capabilities program over 
AA5 is $6.7 million. The estimated additional operating expenditure over the same period is 
$8.0 million. These costs will be allocated across the three AGIG business (Australian Gas Networks 
(South Australia and Victoria and Albury), DBP and Multinet Gas) based on proportion of total 
revenue. 

As a result, DBP’s forecast capex to uplift our cyber security maturity to MIL 3 has been revised 
from $1.7 million (real dollars June 2019) to $2.4 million (real dollars June 2020). We will also incur 
$2.8 million in opex over the period (real dollars June 2020). 

Our proposed Uplift Cyber Security Technology and Capabilities program is commensurate with 
similar programs being undertaken by energy infrastructure businesses in Australia, which the 
Australian Energy Regulator and its technical consultants (EMCa) have accepted for inclusion in 
revenue allowances. For example, in the Draft Decision for CitiPower/Powercor, the AER included 
$19.4 million of capex, and $8.2 million of opex for “optimising the effectiveness of existing cyber 
security capabilities by increasing coverage”.  

We highlight that the continued operation of a gas transmission pipeline such as the DBNGP, on 
which Western Australia is dependent for its gas and electricity supply, has arguably a higher 
criticality than a highly meshed electricity distribution network. Cyber security arrangements for 
DBP should therefore be at least equivalent to those in place at other critical infrastructure 
businesses. 

We expect to achieve the necessary uplift in cyber security as per the CitiPower/Powercor projects, 
albeit at a lower overall cost. EMCa’s assessment of the prudence of CitiPower/Powercor’s cyber 
security program is provided in section 7.4.6 of Powercor - Review of aspects of proposed 
expenditure.87 

A discussion of each of the drivers for the change in our cyber security approach is provided in the 
following sections. 

                                           

87 Available at: 

https://www.aer.gov.au/system/files/EMCa%20-%20Final%20report%20to%20AER%20-%20Review%20of%20Powercor%27s%20R

egulatory%20Proposal%202021-26%20-%20August%202020.pdf 
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1.3.1 Australian Energy Sector Cyber Security Framework (AESCSF) 

The AESCSF is a cyber security framework tailored for the Australian energy sector. Its purpose is 
to enable stakeholders to assess, evaluate, prioritise, and improve their cyber security capability 
and maturity to protect the nation’s critical infrastructure from virtual threats which could disrupt 
the safe, reliable and secure operation of the pipeline. 

The AESCSF focuses on improving IT architecture; that is the processes, procedures and protocols 
that exist within an organisation to keep it virtually secure. By improving IT architecture, an 
organisation can identify and implement the necessary applications and infrastructure to achieve 
an overall uplift in cyber security. 

The AESCSF is recognised in the energy industry as being an appropriate benchmark for cyber 
security arrangements. As highlighted by EMCa: 

DBP’s capability against the energy subsector cybersecurity capability maturity model (ES-
CSM2) was assessed in 2018. It shows that DBP had significant gaps across the 78 ES-
CSM2 domains to Maturity Indicator Level 3 (the highest level). The ES-CSM2 is the 
foundation of the Australian Energy Security Board’s Australian Energy Sector Cyber 
Security Framework (AESCSF). It is an existing industry standard that has been adopted 
globally. On this basis it is an appropriate reference for DBP.88 

The framework leverages existing industry standards that have been adopted internationally, 
including the Electricity Subsector Cybersecurity Capability Maturity Model (ESC2M2) (version 1.1) 
(U.S. DOE, 2014) and National Institute of Standards and Technology (NIST) Cybersecurity 
Framework (NIST CSF) (version 1.1) (NIST, 2018), and is tailored for the Australian energy sector 
to align with existing Australian policy and guidelines, for example, the Australian Privacy Principles 
and ACSC Essential Eight Strategies to Mitigate Cyber Security Incidents. 

The framework will continue to evolve to ensure it maintains its relevance to the evolving cyber 
security threat landscape and the challenges faced by the Australian energy sector, including in 
relation to proposed amendments to the Security of Critical Infrastructure Act 2018. 

Our 2018 AESCSF assessment found we had significant gaps in our cyber security framework. This 
2018 assessment helped inform our original business case. In July 2020, AGIG conducted a 
Group-wide assessment under AESCSF and found three critical risks: 

1. a lack of IT and cybersecurity resources to support the cybersecurity uplift and business-as-
usual activities; 

2. businesses are performing cyber security activities in an ad-hoc fashion without an 
organisation-wide security framework to document and formalise those activities; and 

3. over reliance on third parties and lack of third party risk management framework. 

Based on this assessment, the Group currently only satisfies the requirements for MIL 1, with some 
MIL 2 practices partially or largely implemented and a number of MIL 3 practices partially 
implemented. MIL 3 is required to mitigate the risks presented by the prevalent cyber security 
threats currently in the energy sector. Within this Group-wide assessment, DBP’s overall maturity 
rating is at MIL 1, with some activities at or approaching MIL 2.89 

                                           

88 EMCa Technical Review, p.109 

89 Note that under the AESCSF, all requirements of the next maturity level must be largely or fully complied with in order to achieve the 
next MIL rating. Where an organisation has only partially met MIL 2, it will retain a MIL 1 rating until all MIL 2 requirements are met. 
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1.3.2 Proposed amendments to the Security of Critical Infrastructure Act 

On 6 August 2020, the Department of Home Affairs released Australia’s Cybersecurity Strategy 
2020 and a consultation paper outlining the proposed amendments to the Security of Critical 
Infrastructure Act 201890, which will require businesses in critical infrastructure sectors such as 
ours to meet baseline security and resilience standards. These amendments are based on the 
following key findings: 

 highly sophisticated nation states and state-sponsored actors continue to target governments 
and critical infrastructure providers; 

 around 35% of incidents the ACSC responded to in the year to 30 June 2020 impacted critical 
infrastructure providers; and 

 despite the Government’s efforts to introduce reforms in 2018 to manage threats to its gas 
assets, “the threat environment is worsening”. 

While the proposed amendments to the Security of Critical Infrastructure Act 2018 have not yet 
been defined in detail, strong indications suggest the amendments to the Act will place more 
stringent cyber security obligations on critical infrastructure owners than currently exist. We 
consider it is reasonable to expect obligations under the Act will be at least comparable with the 
AESCSF MIL 3 requirements, and will be enacted within the AA5 period. 

In preparation for this, our cyber security program for the AA5 period has been designed and will 
be delivered with the following proposed obligations in mind: 

 Reporting obligations to provide Government with greater visibility and understanding of who 
owns, controls and has access to our most critical assets. This requires the collection, storage 
and security aspects of: 

○ ownership information – information on those entities that are in a position to directly or 

indirectly influence and/or control the asset (for example through ownership arrangements, 

voting and veto rights and the ability to make Board appointments); 

○ operational information – information on the location of the asset, and outsourcing and 

contractual arrangements that are relevant to the operation of the asset; and 

○ cyber security incident information – information on a cyber incident that impacts an asset’s 

operations or functions. 

 A positive security obligation – to build consistent security and risk management uplift across 
all critical infrastructure sectors. This is intended to set and enforce sector-specific standards 
and protections for critical infrastructure (including physical, cyber, personnel and supply chain 
security), and strengthen regulatory oversight. 

 Enhanced cyber security obligations to strengthen the resilience of designated systems of 
national significance. This will include: 

○ facilitating the Government’s real-time threat picture, by participating in cyber security 

activities and providing situational awareness as requested; and 

                                           

90 The Protecting Critical Infrastructure and Systems of National Significance Consultation Paper, August 2020 is available here: 

https://www.homeaffairs.gov.au/reports-and-pubs/files/protecting-critical-infrastructure-systems-consultation-paper.pdf  
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○ ensuring we are able to receive timely advice and assistance to address and respond to a 

cyber security attack. 

We submit that the original DBP standalone cyber security program did not consider the above 
proposed obligations and would likely not have satisfied the requirements under the proposed 
amendments to the Act. 

By incorporating DBP’s cyber security uplift into the One IT program of work, we have the 
opportunity to ensure our plan will satisfy the likely outcomes of the Act and ensure the expenditure 
we incur is fit for purpose. 

1.3.3 AGIG One IT Strategy  

The One IT Strategy program is an AGIG-wide initiative, which seeks to bring all AGIG’s network 
and pipeline businesses under a common IT system.  

AGIG (comprising AGN, DBP and Multinet Gas) operates across multiple Australian jurisdictions, 
bringing together a wealth of expertise and experience that allows its various businesses to share 
knowledge, information, resources and costs. AGIG’s scale and breadth of resources presents 
opportunity to deliver benefits for DBP’s customers in Western Australia. Not least, it allows us to 
review and rationalise our IT systems and infrastructure across the group, moving to shared 
platforms where practicable. 

In 2019, we developed the AGIG One IT Strategy and Roadmap (see Appendix A) rolling it out to 
the AGIG businesses in November that year. The strategy is designed to deliver stable and aligned 
IT management processes, architectures, procurement, cyber security and core technology 
platforms across the Group.  

Our aim is to achieve economies of scale and scope, while keeping pace with technological 
advances. In the short term, this has required national coordination of applications renewals, 
replacement and upgrades. This initial coordination means there has been an increase in IT 
investment across all our businesses compared to historical levels. This is necessary to bring some 
of our legacy systems up to a reasonable standard, or to invest in the new systems that will replace 
the multitude of state-based technologies and cyber security arrangements. However, over the 
longer term we expect coordinating our IT investment into a national program will reduce the 
overall ongoing cost for our customers, and better support the provision of pipeline services at the 
lowest sustainable cost. 

When AGIG came together in 2017, a review of existing IT systems across the Group found that 
each business was using a markedly different suite of IT systems and cyber security arrangements, 
with little or no commonality between key IT sustaining applications.  

The different levels of cyber security was identified as a risk for the Group, and it was acknowledged 
that this will exponentially increase as the businesses’ systems and processes become 
interdependent and inter-operational. This makes achieving a common uplift and bringing 
uniformity to IT architecture a critical part of AGIG’s One IT Strategy. 

The delivery of the Strategy in November 2019 prompted the AGIG-wide AESCSF review in July 
2020, and in turn led to DBP’s original standalone cyber security projects being rolled into the 
broader Uplift Cyber Security Technology and Capabilities program. 
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1.3.4 Revised risk assessment 

In light of the July 2020 AESCSF assessment and the more stringent obligations under the Security 
of Critical Infrastructure Act, we conducted a revised risk assessment for our business. 

The primary risk event associated with not investing in the proposed cyber security capability uplift 
initiatives as defined in the Uplift Cyber Security Technology and Capabilities program is the 
compromise of critical infrastructure assets owned and operated by DBP. A successful cyber attack 
perpetrated by malicious actors could result in the unavailability of our pipeline. This would result 
in significant reputational, operational and financial risks. 

The risks posed to DBP are summarised below:  

 DBP – inefficiencies and compromise of critical IT assets required for collation and aggregation 
of key data sets may result in a lack of compliance with legal and regulatory reporting 
obligations such as Foreign Investment Review Board requirements and the Security of Critical 
Infrastructure Act 2018.91 As mentioned above, the current cyber threat landscape and the 
cyber security maturity landscape at DBP (and across AGIG) increases the likelihood of 
occurrence of the primary risk event (compromise of critical infrastructure assets) to ‘occasional’ 
and the impact to ‘major’. This translates to a proportionate increase in likelihood and impact 
of compliance risk as breach of compliance can occur within a span of two years and could 
result in a material impact in terms of stringent fines and regulatory penalties as regulators 
increasingly prioritise cyber security obligations. Hence, the resultant risk is rated ‘High’. 

 People – compromise and failure of critical IT systems leveraged for remote operation and 
control of critical infrastructure assets within the operational technology (OT) environment may 
result in severe health and safety risks to on-site personnel. With the increase in cyber attacks 
on critical infrastructure assets across Australia and given the current cyber security maturity 
across AGIG, the likelihood of compromise of AGIG’s assets (including the DBNGP) is plausible 
within a span of every two years. However, there are existing Operational Health and Safety 
controls, which will minimise the likelihood of occurrence of the risk from a health and safety 
standpoint to unlikely. This could have a severe impact on the physical and or mental wellbeing 
of the affected staff. Hence, the resultant risk is rated ‘Moderate’.  

 Reputation – any significant disruptions in the transmission of natural gas will have a severe 
impact on customer confidence. On the DBNGP we have contractual obligations to maintain 
98% reliability (with penalties attached), as well an expectation from customers that this will 
be closer to 100% as is currently delivered. Furthermore, any breach of confidential customer 
data may have a cascading impact on DBP’s reputation to manage personal information. As 
mentioned above, the likelihood of occurrence of a severe disruption to supply is occasional. 
The impact on DBP’s reputation will be significant as there may be sustained adverse media 
articles and coverage in addition to deterioration in customer satisfaction. Hence, the resultant 
risk is rated ‘Moderate’. 

                                           

91 Noting that the new requirements of the Act have not yet been defined, but are likely to result in a new compliance obligation 

during the AA5 period. 
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1.3.5 Uplift Cyber Security Technology and Capabilities program 

The Uplift Cyber Security Technology and Capabilities program is designed to raise AGIG’s cyber 
security to MIL 3. Given the rate of change in the IT security landscape, we do not believe that the 
continued MIL 1 rating, or achievement of an uplift to MIL 2, is adequate to maintain the safety 
and integrity of services to our customers. Moreover, a MIL 1 rating it is not expected to allow us 
to meet the minimum mandatory security requirements required by the Australian Government 
(expected to be consistent with MIL 3 for gas transmission infrastructure). 

AGIG engaged EY to identify current gaps in achieving full implementation of all MIL 2 and MIL 3 
practices within its IT architecture, and design a prioritised remediation roadmap that is fit-for-
purpose. This ‘Security Roadmap’ (see Appendix B) will allow AGIG to focus future effort on those 
areas of the business requiring uplift or improvement in cyber security as measured against the 
AESCSF, while simultaneously positioning itself to strategically align with the mandatory 
requirements of the Australian Government’s proposed amendments to the Security of Critical 
Infrastructure Act 2018.  

EY’s key findings and recommendations are provided in Figure . 

Figure 1: EY’s key findings and recommendations in relation to AGIG’s IT Security 

 

The Security Roadmap has been developed as part of the One IT program and will be delivered 
across all AGIG businesses. We expect this program to cost $6.7 million in capex, and $8.0 million 
in opex between 2021 and 2025. The work program comprises the following key initiatives: 

 Workforce Management: Onboard additional internal resources to support the 
establishment and operationalisation of roadmap initiatives and subsequent BAU activities. 

 Incident Management: Establish and implement an organisational incident management 
framework to detect, analyse, and respond to cybersecurity events and build resilience. 

 Identity and Access Management: Establish and implement a comprehensive identity and 
access management framework to control access to AGIG’s assets and protect the IT and OT 
infrastructures. 
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In terms of additional architecture enhancements, the Uplift Cyber Security and Capability program 
will deliver consistent identity and access management processes across DBP and the other AGIG 
businesses, as well as provide enhanced situational awareness, and event and incident response 
procedures. Moreover, the broader program will deliver these additional architecture improvements 
at a relatively low incremental cost due to economies of scale and scope. 

DBP will also benefit from ongoing efficiencies due to being part of a larger IT shared services 
platform. Having consistent cyber security arrangements across AGIG means ongoing IT 
maintenance and update costs can be shared with the other businesses. This should lead to lower 
forward-looking costs, through access to greater economies of scale, than would otherwise be 
incurred if DBP remained operating standalone operating platforms. 

Cyber security driven by other IT projects 

In its review of our initial proposal, EMCa commented: 

a large number of the projects or aspects of the AA5 projects appear to be BAU activities or 
closely related to work undertaken in AA4 (e.g. ‘Develop an approach that ensures all systems 
implemented by DBP are ‘secure by design’…; ‘Define appropriate network architectures and 
processes to enable the effective management of IT, IoT, and OT devices’).92 

EMCa is correct in that the delivery of the various AA5 application upgrades will result in some 
security improvements simply due to DBP running the latest software versions. However, it is 
important to distinguish between the scope of this IT Security business case and the various other 
technology business cases (IT sustaining, IT enabling and IT infrastructure), and how they combine 
to achieve DBP’s overall level of cyber security. 

The MIL rating relates to the security of the IT framework. A MIL rating is the result of the IT 
security policies, procedures and protocols at an organisation. These are the key items that 
underpin the technology uplift required to achieve a certain level of cyber security. 

The IT security business case proposes investment in DBP’s IT framework only. The initiatives that 
comprise the Uplift Cyber Security Technology and Capabilities program will deliver the necessary 
processes/procedures/protocols which then define the how and when security upgrades and 
enhancements to its applications need to be implemented.  

Think of the program as the blueprint for the various IT software and hardware components that 
should be rolled out to ensure cyber security. The IT sustaining, enabling and infrastructure 
investments are required to deliver the technology uplift in line with the IT framework. It is only 
when both the infrastructure uplift and technology uplift are aligned that an overall uplift in security 
will be achieved. 

The various IT projects originally proposed in the AA5 proposal have been revisited and are also 
being delivered as part of the One IT Strategy. The IT sustaining, enabling and infrastructure 
investments proposed for AA5 have therefore been reassessed and re-scoped to ensure they align 
with the IT cyber security framework requirements. 

This is potentially the greatest advantage of combining DBP’s IT activities within the broader AGIG 
One IT Strategy. Whereas in the past DBP’s IT planning has been admittedly reactive and in some 
cases ad-hoc, by rescoping and delivering our requirements as part of a proactive strategy, we can 
deliver IT investments in a more coordinated manner, sharing costs and seeking efficiencies across 
the Group. 

                                           

92 EMCa Technical Review, p.133 
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1.4.2 Consistency with the National Gas Rules 

In developing these forecasts, we have had regard to Rule 79 and Rule 74 of the NGR. With regard 
to all projects, and as a prudent asset manager/network business, we give careful consideration to 
whether capex is conforming from a number of perspectives before committing to capital 
investment. 

NGR 79(1) 

The proposed solution is prudent, efficient, consistent with accepted and good industry practice 
and will achieve the lowest sustainable cost of delivering pipeline services: 

 Prudent – The expenditure is necessary in order to ensure availability of customer services, 
and fulfilment of regulatory expectations. In particular we have identified gaps in our approach 
to cyber security compared to the AESCSF which need to be addressed in order for us to 
appropriately manage cyber risk for our organisation. This expenditure is therefore of a nature 
that a prudent service provider would incur. 

 Efficient – The implementation of the proposed cyber security capability uplift initiatives to 
achieve MIL 3 is the most practical and effective option. Given the present regulatory 
environment and increasing incidence of cyber-attacks, it is efficient to invest in sustainable 
cyber security capabilities proactively. Work will be carried out by internal staff and external 
contractors as skills demand requires. Any work carried out by external contractors will be 
based on competitively tendered rates as per the procurement process. The proposed 
expenditure is therefore of a nature that a prudent service provider acting efficiently would 
incur. 

 Consistent with accepted and good industry practice – The proposed initiatives have 
been derived from the AESCSF and are aligned with accepted and good industry practice. 

 To achieve the lowest sustainable cost of delivering pipeline services – The 
implementation of the proposed cyber security capability uplift initiatives to achieve MIL 3 is 
necessary to achieve the required risk reduction and maintain reliable customer service. Failure 
to do so would result in significant operational risks arising from uncontrolled incidents and 
breaches resulting in financial, reputational and regulatory implications. The project is therefore 
consistent with the objective of achieving the lowest sustainable cost of delivering services. 

NGR 79(2)  

Proposed capex is justifiable under NGR 79(2)(c) (i), (ii) and (iii), as it is necessary to maintain and 
improve the safety of services, maintain the integrity of services, and comply with regulatory 
obligations such as the Security of Critical Infrastructure and Foreign Investment Review Board 
requirements. The proposed capex program will deliver a significant reduction in the likelihood and 
impact on health and safety, compliance, operational, reputation & customer, and financial risks. 
Through this risk reduction, we will be able to provide reliable and sustained services to our 
customers in accordance with our obligations. Furthermore, we will be better placed to comply with 
cyber security regulatory obligations by providing accurate reporting through the enhanced security 
of systems and integrity of the underlying data. 

NGR 74 

The forecast costs are based on independent expert advice using typical vendor market rates, 
historical labour rates, published license fees and standard implementation costs. The estimate has 
therefore been arrived at on a reasonable basis and represents the best estimate possible in the 
circumstances. 
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Appendix A – AGIG One IT Strategy 2019-2024 



ATTACHMENT 8.5A – ADDENDUM TO CAPEX BUSINESS CASES 

 

AGIG DBNGP REVISED FINAL PLAN OCTOBER 2020 | 210 

 

Appendix B – Cyber Security 5 Year Roadmap 

 

 




