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 DBP – compressor station reliability/performance driven initiatives do not pose a threat to 
the effective operation of the DBNGP, but do expose us to unacceptable cost consequences 
through lower fuel efficiency, and contractual penalties if gas availability agreement with 
Shippers are not fulfilled. The proposed work program will reduce the likelihood of a severe 
reliability/performance risk from unlikely to remote. 

1.6 Options considered 

Different options for delivering the ongoing compressor stations capital works program have 
been considered. The options are: 

 Option 1 - Maintain the volume of activity and expenditure levels undertaken during the AA4 
period; 

 Option 2 - Move to a replacement on failure policy for all compressor stations projects; or 

 Option 3 - Deliver the volume and activities identified in the AMP as required, applying good 
asset management practice, and adopting emerging techniques/technologies where 
appropriate (this is the recommended option). 

These options are discussed in the following sections. 

1.6.1 Option 1 – Maintain the volume of activity and expenditure 

levels undertaken during the AA4 period 

With this option, the volume of activity and expenditure that was delivered in the AA4 period 
would be committed to for the AA5 period. 

During the AA4 period, total compressor station capital expenditure was $25.8 million.3 This 
comprised a similar level of expenditure on proactive works ($12.3 million) as is being proposed 
under the recommended option for AA5, but expenditure on end of life replacement and 
upgrades was lower than what has been identified as required in the latest AMP.  

Due to the long life of gas pipeline assets, the variety of assets within a compressor station, 
and the varying age and utilisation of each asset, the end of life replacement cycle will 
necessarily vary across and between regulatory periods. As a result, historical expenditure on 
the ongoing compressor station works program is not always an accurate indicator of the level 
of expenditure going forward. 

During the AA4 period, there were fewer assets identified as being at or near end of life, 
therefore lower capex levels were required than will be necessary in AA5. We were also able to 
prudently defer some works as priorities, customer requirements and risk profiles evolved over 
the period.  

During AA5, a large number of assets (which were installed at similar times) are reaching their 
15 and 30-year replacement cycles. This leads to a greater end of life replacement cost during 
the next five years. 

Ongoing asset condition is a key consideration when managing critical DBNGP assets, however, 
age is typically the primary trigger for replacement and/or reassessment of risk. Given the 

                                           

3 Estimated to the end of December 2019. 
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importance of the pipeline to Western Australia’s energy sector and resources industry, we are 
vigilant in our compliance with AS 2885. An integrity failure can have catastrophic consequences 
for us, our customers, and the WA economy, therefore, as a prudent asset manager, operating 
efficiently, and consistent with good asset management practice, we refurbish/replace all critical 
DBNGP assets based on age. However, where practicable and safe to do so, we will seek to 
defer replacement of some assets where it finds condition/performance has deteriorated less 
than expected and integrity risk is not compromised. 

If the AA4 expenditure level of $25.8 million were to be maintained over the AA5 period, there 
would be insufficient funding to undertake the compressor stations capital works program 
identified in the AMP in full. As a result, a considerable number of the proposed projects would 
have to be deferred. 

Based on the risk ranking of initiatives within the preferred program of works, the following 
compressor stations reliability and performance initiatives would not be delivered if option 1 
were pursued: 

 one third of the dry gas seal replacements; 

 as-build of cathodic protection (CP) equipment at compressor stations; 

 replacement of corroded exhaust flange at CS10U3; 

 turbine combustion air inlet filter system replacement; 

 upgrade of fuel gas pressure control loop for CS01/U1, CS03/U1, CS05/U1 & U2, CS08/U2; 

 compressor station CP visibility; 

 upgrade of station & unit F&G monitoring system at CSs (incl. SESD & MLESD); 

 24VDC batteries & charger replacement; 

 compressor sites cladding removal;  

 load bank control panel redesign and replacement program; 

 refurbishment of underground oil sump tanks; 

 station PLC replacement;  

 upgrade of HMI software to latest Windows version; 

 compressor units online dynamic data vibration monitoring system – server based; 

  compressor package dynamic vibration data visibility annual upgrade; 

  Turbines TT4000 V5 software upgrade/licensing; 

 replacement of air conditioning at compressor stations; and   

 instrument air system replacement. 

Undertaking a compressor station program that omits (or defers) such a significant portion of 
works identified in the AMP, would not address the risk level associated with compressor station 
assets, and would not be consistent with our Risk Management Framework or the requirements 
of AS 2885. Most importantly, deferring works leads to a greater risk of asset failure, as the 
assets will be operating in sub-standard condition for longer, increasing the likelihood they will 
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Figure 0.5: Our capex plan development process 

 

Failure to proactively plan for the management and maintenance of the compressor station 
assets could result in catastrophic failure of an asset which would result in loss of throughput, 
excessive operating expenditure and impact on reliability and the ability to meet contractual 
obligations. 

1.8.1.1 Consistency with the National Gas Rules 

Option 3 is the proposed solution and recommends that we proceed with the management and 
maintenance of compressor station assets in line with the relevant AMP guidelines. 

NGR 79(1) 

Option 3 is consistent with Rule 79(1)(a), which requires that capital expenditure must be such 
as would be incurred by a prudent service provider acting efficiently, in accordance with 
accepted good industry practice, to achieve the lowest sustainable cost of providing services. 

We consider that the capital expenditure is: 

 Prudent – the project is based on replacement of existing assets are arriving at the end of 
their useful lives. Assets are scheduled to be replaced ahead of failure, minimising disruption 
to customers, mitigating pipeline integrity risk, and allowing for efficient resource scheduling. 
The proposed expenditure is there consistent with such that would be incurred by a prudent 
service provider. 

 Efficient – forecast expenditure is based on the actual unit cost incurred in the delivery of 
similar work undertaken in AA4. The design and operational delivery of the program is 
forecast for completion by internal staff and external resources. External resources are 
engaged as a result of formal contracts in place following the tender process, as per our 
Procurement Policy. These services are reviewed annually by our Contracts and 
Procurement functions, and new rates negotiated accordingly.  

 Original Equipment Manufacturer (OEM) costs, while less controllable than labour costs, are 
also reviewed annually to test that the costs of spare parts and materials is consistent with 
market conditions. The review is undertaken by Contracts and Procurement. The proposed 
expenditure can therefore be considered consistent with the expenditure that a prudent 
service provider acting efficiently would incur.  
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 Consistent with accepted and good industry practice – the proposed compressor 
stations works program follows good industry practice of aligning replacement activity with 
commitments embedded within the AMP and manufacturer’s recommendations. Our 
commitment to continuous improvement and adopting new technologies/process where 
practicable is also consistent with ISO 55001, the prevailing industry asset management 
standard. Therefore the proposed capital expenditure is such as would be incurred by a 
prudent service provider acting efficiently, in accordance with accepted good industry 
practice. 

 To achieve the lowest sustainable cost of delivering pipeline services – the 
proposed option achieves the lowest sustainable cost delivery of services by undertaking 
works that reduce risks to as low as reasonably practicable while maintaining reliability of 
supply. This mitigates the costs of reactive works and penalties resulting from asset failure. 
We are undertaking works in a proactive, planned and scheduled manner, with the volume 
of activity based on useful life and in line with manufacturer’s guidance and associated 
support. It also considers continuous improvement in the way we manages assets 
throughout their lifecycle by introducing new and emerging techniques and technologies, 
which may reduce costs over the medium-to-long term. 

NGR 79(2)(c)(ii) 

The proposed compressor station capital works program is necessary to maintain integrity of 
pipeline services. Replacing, repairing and/or managing these assets satisfies the grounds under 
Section 79(2)(c) of the National Gas Rules (NGR), which states capex is justifiable if: 

(c) the capital expenditure is necessary: 

 (i) to maintain and improve the safety of services; or 

 (ii) to maintain the integrity of services; or 

 (iii) to comply with a regulatory obligation or requirement; … 

There is a clear need to maintain the integrity of services, which would otherwise be 
compromised should these assets not be replaced, repaired or managed in line with the AMP 
and/or at the end of their useful life. 

NGR 74 

NGR 74(2) requires that a forecast of estimate: 

a) must be arrived at on a reasonable basis; and  
b) must represent the best forecast or estimate possible in the circumstances. 

The forecast costs in this business case are based on the latest market rate testing, and project 
options consider the asset management requirements as per the latest AMP. Cost assessments 
have been conducted for each option based on the best information available at the time of 
developing this business case. The estimate has therefore been arrived at on a reasonable basis 
and represents the best estimate possible in the circumstances. 

1.8.2 Estimating efficient costs 

As noted in the ‘Final Plan Attachment 8.7 - Cost Estimation Methodology 2021-25’, the unit 
rates used for all projects managed within this program of include the internal labour, external 
labour and materials/other costs forecast. 
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Where possible, the unit rate used to determine the cost of the program in AA5 is based on a 
three year average actual cost incurred in AA4.   

Where this has not been possible, due to infrequent or new activities identified for AA5, the 2, 
these activities have been estimated based on the historical cost of the same or similar program 
of work. These programs include replacing assets at the end of their useful life or what is 
referred to as ‘one off’ activities, which are expected to be required in the AA5 period but have 
not been required in the past and are not expected to be required in to the future (for example, 
Compressor Sites Cladding Removal project). These cost of these activities would usually be 
determined through a competitive tender process.  

Where a competitive tender has not yet occurred, the associated cost is estimated in two ways: 

1. where the work is sufficiently comparable to other work – the most recent historical 
average unit rate or actual cost and matched to similar locations where the program is 
delivered externally; and 

2. where the work is unique or greater than $5 million – an estimate is developed based 
on internal estimates from different engineering disciplines or from external engineering 
specialists.    

Specialist engineering disciplines, procurement and construction management activities are 
provided utilising internal resources, supplemented by external specialist input as required. This 
is the model that has been successfully deployed and implemented on the DBNGP under the 
existing AA4 and previous arrangements. 

Key assumptions which have been made in the cost estimation for the compressor station 
program include: 

 Cost based on historical expenditure noting that these works are not new 

 Estimates derived from contractual rates of vendors to be utilised  

 Resource cost based on other similar projects ongoing at present or in previous AA periods 

 OEM contractual rates for spares and labour that are part of our services agreements  

Table 0.25 presents a breakdown of the compressor stations capital works program by cost 
category. Table 0.26 shows the escalation applied to the costs to December 2020 dollars, 
including real labour cost escalation of 0.69% per annum. 
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Appendix A – Risk assessment 

Figure 0.6: Summary of Compressor Stations risk assessment 
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Untreated/ inherent risk Major Unlikely HIGH 125 Catastrophic Remote HIGH 125 Minor Remote NEGLIGIBLE 1 Severe Unlikely INTERMEDIATE 25 Major Unlikely HIGH 125 Severe Unlikely INTERMEDIATE 25 426

Maintain AA4 volume of 

activity and expenditure 
Major Unlikely HIGH 125 Catastrophic Remote HIGH 125 Minor Remote NEGLIGIBLE 1 Severe Unlikely INTERMEDIATE 25 Major Unlikely HIGH 125 Severe Unlikely INTERMEDIATE 25 426

Move to a replacement on 

failure policy for all 

Compressor Stations 

projects

Major Unlikely HIGH 125 Catastrophic Remote HIGH 125 Minor Remote NEGLIGIBLE 1 Severe Unlikely INTERMEDIATE 25 Major Unlikely HIGH 125 Severe Unlikely INTERMEDIATE 25 426

Do the volume and 

activities that AMP has 

identified as required 

exploring a small number 

of emerging 

techniques/technologies

Major Remote INTERMEDIATE 25 Catastrophic Remote HIGH 125 Minor Remote NEGLIGIBLE 1 Severe Remote LOW 5 Major Remote INTERMEDIATE 25 Severe Remote LOW 5 186
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Untreated/ inherent risk Severe Occasional INTERMEDIATE 25 Trivial Hypothetical NEGLIGIBLE 1 Trivial Hypothetical NEGLIGIBLE 1 Minor Occasional LOW 5 Minor Unlikely LOW 5 Minor Unlikely LOW 5 42

Maintain AA4 volume of 

activity and expenditure 
Severe Occasional INTERMEDIATE 25 Trivial Hypothetical NEGLIGIBLE 1 Trivial Hypothetical NEGLIGIBLE 1 Minor Occasional LOW 5 Minor Unlikely LOW 5 Minor Unlikely LOW 5 42

Move to a replacement on 

failure policy for all 

Compressor Stations 

projects

Severe Occasional INTERMEDIATE 25 Trivial Hypothetical NEGLIGIBLE 1 Trivial Hypothetical NEGLIGIBLE 1 Minor Occasional LOW 5 Minor Unlikely LOW 5 Minor Unlikely LOW 5 42

Do the volume and 

activities that AMP has 

identified as required 

exploring a small number 

of emerging 

techniques/technologies

Severe Remote LOW 5 Trivial Hypothetical NEGLIGIBLE 1 Trivial Hypothetical NEGLIGIBLE 1 Minor Remote NEGLIGIBLE 1 Minor Remote NEGLIGIBLE 1 Minor Remote NEGLIGIBLE 1 10

Integrity
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Appendix B – Overview of compressor station program activities  

B.1. End of life replacement – an overview 

The end of life replacement activities for AA5 are made up of a number of projects described 
below. 

B.1.1. ECI equipment  

ECI equipment at compressor stations has a life expectancy of between 10 and 20 years. We 
undertake preventative maintenance activities such as condition based overhauls and proactive 
works (such as seal replacements) as required throughout the assets’ lives, with asset 
replacement done at the end of life.  

ECI end of life replacement projects required during the AA5 period are summarised in the 
following sections. 

B.1.1.1. CS unit F&G control and monitoring system replacements 

A key driver of the increase end of life replacement program in AA5 is the need to replace fire 
and gas (F&G) monitoring systems at several compressor station units (listed below). The F&G 
systems are made up of controllers and detectors used for the purpose of detecting fire and 
gas at specific locations. The system comprises local alarm equipment (bells, sirens) as well as 
alarms on HMI and SCADA. 

The F&G system is installed within compressor station buildings such as the turbine buildings, 
controls rooms, workshop, switch room, battery room and accommodation. The replacement 
cycle for these systems is based on end of life. 

The F&G systems have a useful life of 15 years (as per manufacturers specifications). For turbine 
compressor packages, the F&G system is part of the unit control systems installed as part of 
the stage 4 and 5 DBNGP expansion (in 2004 and 2007). For the rest of the sites the F&G is a 
standalone system. 

During the AA5 period, the F&G systems at compressor station units that were installed as part 
of the stage 4 DBNGP expansion will reach their end of life and are scheduled to be replaced. 
Some F&G systems installed during the ACS project (1987) and stage 2 expansion (1997) are 
also due for their replacement cycle. 

F&G control and monitoring systems must therefore be replaced at the following compressor 
station units: 

 CS1/1 (ACS) 

 CS3/1 (ACS) 

 CS5/1 (ACS) 

 CS5/2 (ACS) 

 CS8/1 (ACS) 

 CS8/2 (ACS) 
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 CS6/2 (Stage 2) 

 CS9/1 (Stage 2) 

 CS1/2 (Stage 4) 

 CS2/3 (Stage 4) 

 CS3/3 (Stage 4) 

 CS4/3 (Stage 4) 

 CS6/3 (Stage 4) 

 CS7/3 (Stage 4) 

 CS9/2 (Stage 4) 

 CS10/3 (Stage 4) 

Replacement of these F&G systems includes the engineering design, installation scoping and 
commissioning inclusive of revision to operating procedures, maintenance instructions, spares 
and updating of the Maintenance Management System. There are three different types of Fire 
and Gas control systems on the pipeline; (i)  (ii)  1000 and (iii)  The 
Micro 1000 will all have been replaced in AA4. 

The new F&G system that will replace the old system will consist of: 

 new detection devices as per the design philosophy (smoke, gas and fire detectors; 

 new cabling or replacement of cables as required; 

 new F&G PLC to perform the executive action upon detecting presence of smoke, fire or 
gas; 

 F&G software to perform the executive action based on designed inputs with pre-determined 
rule base; and 

 power supply and associated UPS. 

B.1.1.2. Station PLC replacement 

Each compressor station control system comprises PLC and HMI in the control room. The PLC 
is used for continuously monitoring of 

 the power system loading and spinning reserve to determine if on-line generation is 
sufficient for the safe start-up and operation of a second compressor unit; 

 the availability of the standby GEA; and  

 if required, the PLC will initiate the starting of the standby GEA and automatic synchronising 
and load sharing with the GEAs that are on line and in duty mode of operation. 

The PLC replacement program is based on a predicted useful life of 15 years. It is estimated to 
have one Station PLC per year will be replaced across AA5, based on the projected useful life 
for the individual assets. 



ATTACHMENT 8.5 – CAPEX BUSINESS CASES 

 

DBP 2021-2025 FINAL PLAN JANUARY 2020        34 

 

B.1.1.3. Battery and charger replacement 

For both the 24V and 110V UPS systems, there is an eight-year replacement cycle for batteries 
and a 15-year replacement cycle for chargers. 

For the 24V program, the Dampier facilities and CS10 batteries and chargers and the CS7 
charger will be replaced during the AA5 period. For the 110V program, the CS3, CS5, CS6, CS7, 
CS8 and CS9 batteries will be replaced. Chargers for CS6 and CS9 are forecast for replacement 
in AA6. 

B.1.2. Rotating equipment  

Rotating equipment at compressor stations has a life expectancy of between 17 and 35 years. 
We undertakes preventative maintenance activities such as condition based overhauls and 
repair works (such as seal replacements) as required throughout the assets’ lives, with asset 
replacement done at the end of life. 

Rotating equipment end of life replacement projects required during the AA5 period are 
summarised in the following sections. 

B.1.2.1. Dry seal replacement 

The dry gas seals and buffer air seals are part of the gas compressor package designed to 
separate process gas from leaking to atmosphere. Dry gas seal is a non-contacting mechanical 
seal that works on the principles of aerodynamic forces to create and maintain a precisely 
defined gap during operation. All current operational units have dry gas seals installed. A dry 
gas seal failure is very difficult to predict and replacement is done on failure. The volume of 
activity for AA5 is based on recent actual volumes and assumes the replacement of four seals 
every three years, averaging 1.3 seals per year.  

The buffer seal is ordinarily replaced at the same time as the dry gas seal, to minimise disruption 
and maximise efficiency of effort. The forecast expenditure for AA5 reflects the assumption that 
for each dry gas seal that is replaced, the buffer seal will also be replaced at the same time. 

B.1.2.2. Turbine combustion air inlet filter system replacement 

The turbine combustion air inlet filter system has a useful life of approximately 30 years. Its 
replacement forecast is guided by age, but the asset is replaced on condition. The materials 
used on Stage 3A units – CS2/2, CS4/2 and CS7/2 were substandard and structures including 
the air inlet duct have begun to corrode. These units have been in service since 2000. Two 
units (CS2/2 and CS7/2) have been replaced and a third air inlet is planned to be installed at 
CS4/2 in AA5. 

The air inlet system is critical to the operation of the turbine, any debris introduced via the air 
inlet system into the turbine can cause catastrophic failures of the turbine blades.  

The air inlet system at CS4/2 is carbon steel and its condition has been closely monitored and 
corrosion deterioration is now evident after over 19 years of service. It is proposed to install 
the previously purchased stainless steel air inlet to CS4/2.  

The integrity of air intake ducting determines the inlet air quality of the turbine. Any 
contamination from corroding internals can catastrophically destroy the air compressor and 
turbine blades. 
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DPB forecasts the CS4/2 air inlet duct will continue to deteriorate like the previous two units 
that had already been replaced during the AA3 period, and this will fall into AA5.  

This is the only combustion air inlet filter system replacement proposed for AA5. Its replacement 
will include the new structure to hold the new air inlet, civil works, mechanical welding and 
instrumentation and control equipment. 

B.1.3. Mechanical equipment  

Mechanical equipment at compressor stations has a life expectancy of between 10 and 20 years. 
We undertakes preventative maintenance activities such as condition based overhauls, 
inspections, leak rate measurement and repair works as required throughout the assets’ lives, 
with asset replacement done at the end of life.  

Isolation ball valves are monitored and serviced using valve flush, clean and seal and the leak 
rate monitoring techniques. Recycle valves are removed, stripped, inspected and overhauled 
on set frequencies. 

The recycle valves protect the compressor against surge, which without proper controls, has 
the potential to damage the compressor catastrophically.  

Mechanical equipment end of life replacement projects required during the AA5 period are 
summarised in the following sections. 

B.1.3.1. Unit isolation valve replacement 

Unit isolation valves are generally ball valves used to isolate the compressor units (suction and 
discharge). When these valves are closed, the unit is isolated from the gas source and it can 
then be depressurised, so work can be conducted on this asset without the risk of exposure to 
high pressure gas. The process is also utilised in the event that the unit needs to be isolated 
and vented in the event that the Fire and Gas detection system senses presences of fire and 
gas in the enclosure. Their performance is critical to the emergency shut down on the unit as 
well as firm isolation when maintenance is being conducted on the units. 

There are 40 unit isolation valves on the pipeline. There are two core components within unit 
isolation valves – the valve itself and the actuator. These valves are installed as a single entity 
and align with the expansion of the pipeline. They have a useful life of up to 30 years and are 
replaced when an excessive leak rate is identified. 

The forecast replacement for unit isolation valves in AA5 assumes the replacement of one per 
year based on past experience to date. Our Pipeline Efficiency Team monitors the gas vented 
from all compressor stations when units are off line, and data is assessed to justify replacement 
when cost of vented gas aligns with cost to replace the valves that are leaking.  

B.1.3.2. Station isolation valve replacement 

Station isolation valves are generally ball valves and are an integral part of emergency shut 
down philosophy of the compressor station. Their core function is to isolate the whole 
compressor station from the main line whilst allowing gas to flow via the station bypass 
pipework.  

There are 20 station isolation valves on the pipeline – two per compressor station located at 
the station inlet and station discharge. There are two core components within station isolation 
valves – the valve itself and the actuator. The station isolation valves were installed as a single 
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entity and aligned with the expansion of the pipeline. They have a recognised useful life of 25 
years, though many of them have been in service for longer periods.  

The forecast replacement for station isolation valves in AA5 assumes the replacement of one 
station (two valves) every two years.  

B.1.3.3. Recycle valve replacement 

The core functions of recycle valves is to manage and control surge of the compressor through 
the recycling of gas from the discharge of the compressor to the suction of the compressor. 
This is critical to protect the compressor from a surge event during start-up and shut down, by 
re-directing high pressure gas from discharge to the suction, ensuring no reverse flow in the 
compressor which can cause catastrophic failure.  

There are 55 recycle valves installed across the 10 compressor stations. The AA5 activities 
assume the following based on experience to date: 

 12 recycle valves will be are removed, stripped, inspected and overhauled; and 

 2 recycle valves will be replaced/overhauled. 

These volumes are based on current use factor of compressors and the utilisation to deliver for 
customers. 

B.1.3.4. Compressor station piping cladding removal 

Insulation cladding was installed on above ground compressor station pipework originally to 
insulate hot gas discharged from compressors from employees. Cladding has been in service as 
summarised below at various stages of expansion. 

 ACS project (1987) – 32 years  

 Stage 2 (1997) – 22 years  

 Stage 3A (2000) – 19 years  

 Stage 4 (2004) – 15 years  

 Stage 5A (2007) – 12 years  

 Stage 5B (2010)  - 9 years  

The main purpose of insulation cladding is to eliminate accidental contact and hence injuries 
between employees and hot surfaces created at the discharge of compressor units. Units most 
vulnerable to long term integrity issues are ACS, Stage 3A and 4 and these are recommended 
to be targeted for controlled removal. 

The insulation over time will allow moisture to leak into the insulated cavity and form corrosion 
with rates that are accelerated due to hot surfaces – the rate can be aggressive and by design 
– is difficult to inspect as it requires the full removal of the cladding and then its re-installation, 
which undermines the integrity of the isolation of the insulation cladding from atmosphere. This 
is a universal challenge faced by operators where insulated cladded materials hide the pipework 
from visual inspection. 

The proposal is to remove all pipework cladding to expose the pipework to more regular 
inspection and remove the hazard and risk of corrosion occurring that cannot be seen until it is 
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too late. In place of the cladding, DPB proposes to paint the exposed pipework with standard 
paint specification and install barricading fences with signs warning ‘Hot Surfaces’ to segregate 
the personnel from the hazard.  

Like corrosion underneath tape wrap system at the interfaces of above and below ground 
pipework – this system is considered high risk to integrity management, particularly as the 
pipeline ages. 

B.1.3.5. Replacement of air conditioning 

Air conditioning units are required in multiple buildings at compressor stations. For example: 

 Accommodation areas;  

 Workshops; 

 Warehouses; 

 store rooms; 

 control rooms; 

 turbine buildings; 

 electrical switch room; and  

 equipment rooms.  

These systems provide a stable temperature environment for equipment to operate reliably 
within their defined operating temperatures, as well as ensuring buildings where staff reside 
and work are at a suitable temperature. Air conditioning systems are designed to maintain air 
temperatures stable at 25 degrees Celsius, depending on its application. 

This program targets the replacement of air conditioning units at compressor stations which are 
approaching end of life. Their useful life is between five and ten years. Replacement of these 
units is an ongoing program. The costs incurred are inclusive of design, installation with removal 
of old units, reconfiguration, patching and remedial works and the updating of spares, 
maintenance procedures and maintenance management requirements. 

B.1.3.6. Replacement of corroded exhaust flange 

Exhaust flange is an interface piece that connects the turbine exhaust to the unit combustion 
chamber. They normally have a useful life of 20 to 30 years, depending on the type of units 
and turbine package. ACS and Stage 3A units are installed in a building, whereas Stage 4 and 
5 units are modular units designed to be used in offshore installations. CS10 units are smaller 
versions of Stage 4 and 5 modular units and have exposed exhaust flanges that are subject to 
environmental exposures. CS10 is located in the Kwinana industrial area and exposed to coastal 
weather. 

The exhaust flange at CS10 has been identified as suffering heavy corrosion and requires 
replacement. CS10- is a critical site as it serves to ensure entry pressures to the south west are 
at design pressures to deliver demands of our customers. 
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B.1.3.7. Instrument air system replacement 

Each compressor station has two compressed air systems with dryers and storage pressure 
vessels operating in duty and standby mode. Compressed air is used primarily for the control 
systems of the compressor and gas turbines at all compressor stations.   

The replacement programs for compressed air systems planned in AA5 will continue following 
those that were completed in AA4. 

B.2. Proactive works – an overview 

Proactive works are the preventative maintenance activities undertaken on compressor station 
assets on a cyclical and ongoing basis. The proactive works program for AA5 is made up of a 
number of projects, which are described below. 

B.2.1. Corrosion protection  

Below ground pipework at compressor stations has a life expectancy of over 50 years and are 
similar to pipelines. However, this life expectancy is dependent on the coating systems used, 
the process conditions and duty of the compressors, environmental conditions and location of 
the stations, the cathodic protection system and the overall adopted design of earthing systems 
compatibility with the cathodic protection system. The interrelationship between these factors 
affect the performance of the station pipework in particular the coating systems used.  

Corrosion protection proactive works required during the AA5 period are summarised in the 
following sections. 

B.2.1.1. Refurbishment of below ground pipework 

Coating used on compressor station pipework has a life of about ten years. A coating 
refurbishment program has been in place since the DBNGP was commissioned to monitor the 
in service condition and replace before the coating failure leads to pipework corrosion. Coating 
systems do not last for ever and will fail in service. Our experience is that coating applied on 
compressor station buried below ground pipework will require replacement every ten years. 
The condition of below ground pipework is reviewed annually to assess performance and rate 
of deterioration. Issues that are monitored include the following: 

 type of coating used; 

 stations with single units and series operation capability (series operation has potential to 
deliver gas temperatures of up to 100 deg C into the station pipework before the 
Aftercoolers); 

 historical performance of series operation and periods of exposure to high exit temperatures 

from the second unit; and 

 cathodic protection current demand and potential of the station pipework 

The coating refurbishment program consists of the following: 

 the PMO process of risk assessment to determine the levels of controls required to be at 
ALARP before full mobilisation;  
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 the development of work packs and tools to ensure stabilisation of the pipework once 
excavated and the avoidance of long free spans causing additional stresses; 

 the selection and testing of the new coating systems to be used;  

 the selection of experienced personnel that can conduct excavation and coating repair 
works; and  

 the coating repair systems to be adopted, curing time and selection of backfill material.  

Set out below are photos of station pipework being exposed and coating repaired in 2019. 

Unit discharge pipework exposed to access areas with high gas temperatures  

 

Unit discharge pipework failed coating system  
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B.2.1.2. Painting of aboveground compressor station pipework  

Above ground compressor station pipework is also exposed to corrosion. Paint used on above 
ground pipework at compressor stations is a function of stage of expansion and their adopted 
paint system. The compressor stations pipework have been expanded and added to the DBNGP 
in the following sequences of stages of development: 

 The original compressor stations (1984) – CS2/1, 3/1, 4/1, 6/1, 7/1 – 35 years 

 ACS project (1987) – CS1/1,CS3/2, CS5/1, CS5/2, CS8/1, CS8/2 – 32 years  

 Stage 2 (1997) – CS6/2, CS9/1 – 22 years 

 Stage 3A (2000) CS2/2, CS4/2, CS7/2 – 19 years  

 Stage 4 (2004) – 15 years  

 Stage 5A (2007) – 12 years  

 Stage 5B (2010)  - 9 years  
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Examples of earthing wire found during dig up activities 

 

The photo show the condition of earthing excavated at CS7 with the bottom showing the 
galvanised wire strands with all galvanising depleted from onset of corrosion and the top two 
strands showing heavy corrosion with deposits. 

Whilst the exposed strands show different stages of corrosion – the ultimate test to determine 
if earthing requires replacement is to test for the total buried earthing system’s resistance to 
remote earth as they are connected to above ground features.   
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Due to the results of earth tests conducted and the positive results obtained, a dedicated 
replacement program will only commence when multiple location resistances to remote earth 
are above 10 ohms the standard set for resistances of earthing for above ground gas facilities. 

B.2.3. Mechanical equipment 

Mechanical equipment proactive works required during the AA5 period are summarised in the 
following sections. 

B.2.3.1. Refurbishment of underground oil sump tanks 

All compressor stations sumps for waste water laden with oil are designed to have above ground 
waste oil storage either double skinned or in sumps. This allows for ease of oil removal and for 
elimination of ground contamination from deteriorating below ground sump tanks. 

These above ground tanks are serviced from a multitude of below ground tanks, which waste 
gravity flows into and are either then pumped to the above ground tanks or directly into waste 
oil trucks. 

An audit was conducted in 2017 on all below ground tanks installed on the DBNGP. There a 
total of 57 tanks of which 40 (4 per station) are located inside compressor stations.  

The audit included taking soil samples from the surrounds of the tanks for analysis. Five tanks 
were found to have soil samples with contamination readings above threshold levels. These 
tanks are located at CS4, CS7, CS8 and CS9. (CS4 and CS7 were installed with the original 
DBNGP in 1984, CS8 in 1987 and CS9 in 1997) 

The tanks at CS4 and CS7 are related to the original LM500 compressor buildings, and have 
been abandoned from further use, with CS8 and CS9 tanks earmarked for replacement in AA5. 
The plan therefore is to assess the best available materials for underground tanks with the view 
to replace one in AA5 and the other in AA6. 

B.2.3.2. Relocate unit piping to above ground at CS3 

The discharge piping between unit 1 and unit 2 at CS3 was installed below ground to provide 
easy access to the site. During the coating refurbishment program conducted at CS3 during the 
AA3/4 periods, this section of pipe was found to be badly corroded. Root cause analysis 
confirmed it was due to complex interference process occurring between the cathodic protection 
system of the pipeline and the current drawn by the earthing system that was also under 
cathodic protection. 

Based on our defect assessment procedure, the pipe was deemed to be  safe and was left in 
operation, but a clock spring repair kit was installed as a precaution. It is recommended that 
the unit piping between the two units is relocated above ground consistent with the Stage 4 
and 5 sites, where above ground pipework is maximised to avoid complications between 
underground challenges with corrosion and earthing compatibility. This is a short section of pipe 
of about 30 metres, and would reduce the need to excavate and repair in the future.  

B.3. Upgrades – an overview 

Compressor station upgrades relate to capital expenditure necessary to upgrade equipment or 
software that is or will shortly become obsolete, unsupported, or no longer fit for purpose. This 
includes upgrade of corrosion protection, ECI, rotating equipment, and mechanical equipment. 
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B.3.1. Corrosion protection equipment  

Corrosion protection upgrades required during the AA5 period are summarised in the following 
sections. 

B.3.1.1.  Compressor station cathodic protection (CP) visibility 

The compressor station SCADA CP visibility program of work in AA5, will provide visibility of the 
CP performance on the pipework within the compressor station. Station pipework is exposed to 
most severe conditions of operations with fluctuating pressures, temperatures driven by the 
compressors and the ground conditions under which the pipes are buried. CP is the primary 
form of protection, together with coating systems monitoring. This project proposes to install 
devices that can monitor the level of CP being injected and achieved at selected sections of the 
station pipework. This will enable remote adjustments to be made on a continuous basis.  

The scope of work is to replace existing equipment with TRUs that have signal cards, which can 
send actual voltage and current via the SCADA system to the master station in Perth. Online 
visibility, alarms and reports can be generated to further enhance and improve the integrity 
monitoring devices of systems. 

Currently, CP performance only be verified through site inspection, making prompt rectification 
very difficult. 

The asset focus for this program includes: 

 hot buried pipework between the compressor discharges and after-coolers; 

 station bypass pipework; 

 downstream mainline; and  

 downstream loop line. 

The DBNGP CP system is visible at all MLV and meter station injection points, and this project 
brings compressor stations into line with all our existing CP injection systems. 

This investment would provide the following benefits: 

 enable the cathodic protection monitoring of station pipework in line with monitoring of the 
mainline and loop lines at MLVs and meter stations; 

 reduces the need for field staff to take ad hoc readings that are prone to human errors; 

 provide a more robust integrity monitoring system overall for compressor station pipework; 
and 

 eliminate the need to conduct annual site surveys of the station piping. 

CP resources savings though incremental allows field resources to be utilised in other areas of 
operations. 

B.3.1.2. As-build of CP network at compressor stations  

During AA5, we intend to undertake a comprehensive as-build survey of the whole CP network 
and components of all compressor stations. This is being done to ensure the system – from test 
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points to terminals, cable routes and terminations are updated and documented. This level of 
detail is essential to verify proper operation of the system and enable fault finding. 

The as-build exercise will require site visits to all locations, designing and installing a new CP 
system where required and is linking the existing CP system to SCADA where required. The 
entire program will be completed in AA5, across 2024 and 2025 as the resource capacity is 
available. 

B.3.2. ECI equipment  

ECI equipment upgrades required during the AA5 period are summarised in the following 
sections. 

B.3.2.1. Installation of fire suppression system 

Fire suppression systems are an important component in the safe and reliable operation of the 
DBNGP. The fire suppressant adopted in the DBNGP are summarised as follows: 

 Original DBNGP (LM500 at CS2, 3, 4, 6 and 7) – Halon system (was decommissioned 
following government ban on the use if Halon). Halon replacement on original sites on the 
DBNGP was not implemented as no alternative was found suitable. The LM500 are no longer 
in use and the units are decommissioned. 

 ACS Project (CS1/1, 3/1, 5/1 and 5/2 and 8/1 and 8/2) – CO2 suppressant system was 

installed and remain in service 

 Stage 2 (CS6/2 and CS9/1) – no suppressant system was installed  

 Stage 3A (CS2/2, 4/2 and 7/2) – no system was installed originally but CS7/2 has been 
retrofitted with Stage 4 design in AA4 

 Stage 4 and 5 – suppressant system was installed   

In consultation with our insurance assessors and compressor package vendors, and lessons 
learnt from the fire incident at CS10, our Fire and Gas Policy has been refined so that all new 
units must now include suppressant system. The revised policy is consistent with the 
requirements of ISO 21789:2009, which specifies a risk-based approach in respect of fire 
precautions in enclosures: 

ISO 21789:2009 

 

The vendor  specification also says all of their packages MUST include fire and gas control 
(including fitment of suppressant system): 







ATTACHMENT 8.5 – CAPEX BUSINESS CASES 

 

DBP 2021-2025 FINAL PLAN JANUARY 2020        50 

 

CS6 and CS9  HMI software was upgraded in AA4, in 2019 and 2016 respectively. 
CS9 will require upgrade again in 2022 and CS6 in 2025, in line with the upgrade/replacement 
cycle recommended by . 

B.3.2.5. Upgrade of fuel gas pressure control loop for CS01/U1, CS03/U1, 

CS05/U1 & U2, CS08/U2 

We currently use pneumatic controllers and positioners, and electronic transmitters and digital 
positioners to control the pressure of fuel gas and instrument gas to service the gas turbines 
and compressors. With this proposed upgrade project, the remaining fuel gas pressure control 
loops with pneumatic controllers and positioners will be replaced with electronic and digital 
equivalents.  

The drivers for this upgrade are:  

(i) need for improvement in monitoring and control; and  
(ii) the increasing levels of difficulty the business has encountered when seeking 

spare parts for pneumatic controllers, due to the low number of pneumatic 
manufacturers. 

Pneumatic controls cannot be monitored through SCADA. This conversion to digital will give 
accurate control, improved monitoring through SCADA and reliability of valve operation through 
signature analysis. 

Unit rates for this work in AA5 are lower than in AA4, as the initial project required detailed 
design and drawings while the AA5 activity will leverage from this information. Units completed 
in AA4 include CS5/1, 5/2 and CS8/1. The AA5 period will include the completion of CS1/1, 
CS3/1 and CS8/2 – all ACS project sites. 

B.3.3. Rotating equipment  

Rotating equipment upgrades required during the AA5 period are summarised in the following 
sections. 

B.3.3.1. Compressor units online dynamic data vibration monitoring system 

– server based 

This project covers the installation and commissioning of online vibration monitoring system on 
our compressor packages. Online monitoring of vibration data of the compressors and turbines 
is critical to ensuring proactive actions are taken before critical trip alarms are breached.  

The scope of work involves the installation of additional communication cards on the three 
sectors of the machines:  

1. gas producer; 
2. power turbine; and 
3. gas compressor.  

The proposal is to procure and install 3 cards each year   
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B.3.3.2. compressor package dynamic vibration data visibility annual 

upgrade 

This project is directly linked with the sever based project described above.  

When new communication cards are installed, software to enable their operation must also be 
installed. SystemOne is the online dynamic data vibration monitoring software used.  

This initiative began in 2010 and is forecast for completion in 2025. This project is the software 
part of online monitoring system. Once the cards (hardware) are installed, software licences 
are required to communicate with online monitoring system (SystemOne). 

B.3.4. Mechanical equipment  

B.3.4.1. Fuel gas – water bath heater refurbishment 

The majority of water bath heaters in use at compressor stations are electric immersion heaters. 
Electric immersion heater require less maintenance and lower integrity risk than gas water bath 
heaters. This program allows for the replacement of the remaining gas water bath heaters with 
an electric immersion equivalent.  

The following background information is provided: 

Heaters 

 There are six gas water bath heaters installed on compressor stations. These are located 
as follows: 

o CS01 – 1 on Unit 1 
o CS03 – 1 on Unit 2 
o CS05 – 2 heaters, 1 on Unit 1 and 1 on Unit 2 
o CS08 – 2 heaters, 1 on Unit 1 and 1 on Unit 2 

Inspections 

 The mandatory statutory inspections of these vessels is costly, at approximately $30k 
per unit, as the tube bundle needs to be removed from the shell 

 These inspections are required on each unit every 4 years 
 These heaters were inspected during 2014/15, and again in 2019 
 Of the 6 heaters in service: 

o microbial corrosion has been identified in all heaters (see attached photos); 
o microbial corrosion is present on both the shell and tube bundle in all heaters; 
o tube bundles in four heaters have been replaced due to excessive corrosion, at 

a cost of approximately $60,000 per heater; 
o all replaced tube bundles have experienced recurrence of the microbial corrosion 

attack and will require replacement again, likely within the AA5 period; and 
o it is likely that further tube bundles and heater shells will require replacement 

during the AA5 period, at a combined cost of approximately $230,000 per heater. 
 Microbial corrosion is very difficult to remove and is not affected by the corrosion 

inhibitor 
 Due to the presence of the microbial corrosion, the frequency of the statutory 

inspections cannot be reduced by Risk Based Inspection, and will need to be increased 

 

Photos of impacted internals of water bath heaters  
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Proposal  

 To mitigate against the ongoing expense and integrity risk of these heaters, it is 
proposed that they be replaced with electric immersion heaters 

 Electric immersion heaters offer the following benefits over water bath heaters: 
o they are not prone to microbial corrosion; 
o they do not require disassembly in order to carry out statutory internal 

inspections; 
o they do not require ongoing monitoring and maintenance of corrosion inhibitor; 
o similar heaters installed on the pipeline have been found to be in excellent 

condition after many years of service, and have been approved for extended 
internal inspection intervals. 

Costing 

 Based on similar projects, the cost to replace the existing water bath heaters with 
electric immersion heaters is approximately $200,000 ($100,000 for the heater, and 
$100,000 for installation) 

 The cost of inspecting and maintaining the water bath heaters over the AA4 period was 
approximately $600,000. This includes: 

o internal inspections; 
o tube bundle replacements; and 
o corrosion inhibitor monitoring and maintenance. 

 Due to the further deterioration of the condition of the shells and tube bundles, the total 
projected cost of maintaining the existing water bath heaters for the AA5 period is 
$1,440,000, this includes: 

o internal inspections; 
o tube bundle replacements; 
o shell replacements; and 
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o corrosion inhibitor monitoring and maintenance. 
 The estimated cost to replace all six gas water bath heaters with electric immersion 

heaters is $1,200,000 
 There are likely to be efficiencies gained if all heaters are replaced in one program 
 Ongoing replacement, inspection and maintenance costs are expected to reduce from 

approximately $180,000 per annum to less than $5,000 per annum 

Six gas water bath heaters will be replaced in AA5, so no gas water bath heaters will remain at 
the conclusion of AA5. 
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1.3 Background 
 

All physical DBNGP assets are managed in accordance with the policies and principles set out 
in the Asset Management Plan (AMP), which is part of our Asset Management System 
Framework.  

A key principle of the Asset Management System Framework is effective management of asset 
risks, which includes identification of risks and evaluation of the adequacy of controls in terms 
of physical safeguards and asset maintenance requirements. These controls are supported by 
the relevant manufacturer’s warranty and/or maintenance guidelines. 

This business case covers the capital work program that is required to maintain the pipeline, 
MLVs and associated assets/equipment in good working condition to provide safe and reliable 
pipeline services for customers. 

Pipeline assets include the primary pipeline asset that conveys natural gas, and the pipeline 
sections within the compressor stations, which consist of piping and associated equipment up 
to the station isolation valves (e.g. pig launcher/receiver, station bypass and station emergency 
bypass).  

MLV assets contain include the following equipment:  

 the impressed current system (ICS), which includes transformer rectifier units (TRU) and 
ground beds that are installed at MLVs to provide cathodic protection current to the DBNGP; 

 the electrical power supply system, close circuit vapour turbines (CCVTs), gas engines, solar 
and DC batteries (which power the ICS, monitoring and control equipment), and the 
microwave communication system that provides the primary communication to support the 
SCADA system; and 

 the MLVs, which allow remote isolation of sections of the DBNGP. There are 157 MLVs on 
the DBNGP main pipeline and 37 MLVs on the loop line. 

The pipeline is buried in its own 30-metre-wide easement, and is identified on the surface by 
the installation of danger marker signs designed to AS2885. These warning marker signs are 
one of the key measures of ensuring the DBNGP does not get damaged by third party activities. 
Management of the marker signs also forms part of the pipeline and MLV capital program. 
 
The pipeline and the majority of MLV assets have been in service for more than 35 years and 
have been subject to an ongoing capital works program since installation. As with most energy 
transmission assets, the replacement cycles of components and equipment are long and varied 
depending on the type of asset in question, which means the capex profile of the capital works 
program will vary as more (or fewer) assets are due for replacement.  
 
During AA5, a significant number of pipeline and MLV assets are at or will reach the end of their 
design life and are therefore due for replacement. This means the works program during AA5 
will be larger than that undertaken during AA4, requiring an additional $3.2 million over the five 
years. 
 
The key programs driving the increased pipeline and MLV capital works program in AA5 are as 
follows: 
 

 Scheduled replacement of end of life ECI equipment and ICS, which includes: 
o replacement of 15-year-old obsolete remote terminal units (RTUs); 
o replacement of 35-year-old obsolete gas engine control systems; 
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Figure 0.1: Risk management principles  

 

Our risk assessment approach focuses on understanding the potential severity of failure events 
associated with each asset and the likelihood that the event will occur. Based on these two key 
inputs, the risk assessment and derived risk rating then guides the actions and activities 
required to ensure safety and compliance are not compromised, while delivery of this outcome 
is done as efficiently and effectively as possible. 

The risk rating assesses the consequence and likelihood of the risk. The risk of an event 
associated with failure of an asset is rated based on the combined effect of the consequence 
and likelihood rating to provide an overall risk rating. This risk rating guides the risk 
management and mitigation activities and facilitates prioritisation. 

Our Operational Risk Framework is based on AS/NZS 2885 and requires all identified risks 
ranked as intermediate or above to be addressed. For risks ranked as high we must ‘Modify the 
threat, the frequency or the consequence to reduce the risk rank to intermediate or lower’.  

Six areas are considered for each type of risk: 

1. DBP – corporate/financial risk 

2. People – safety risk to the public and employees 

3. Environmental – risk of adverse impact on environment/local ecosystems 

4. Reputation/Outrage – risk of customer anger and reputational damage 

5. Asset Damage – dollar impact on assets 

6. Supply – risk of supply interruption to customers 

All equipment is replaced in accordance with manufacturer specifications and AMP requirements, 
and a robust CP program is implemented in order to provide assurance of safe, reliable pipeline 
operations. Major risks associated with deferral of asset replacement or CP preventative works 
include: 

 potentially higher NPV as a result of penalties arising from breached shipper contracts 
where the pipeline and MLV are not operating to >98% reliability; and 

 increased safety incidents (people and environment) in the event of corrosion leading 
to explosions in built up areas. 

Pipeline and MLV initiatives have been split into two categories for risk assessment: 

1. those related to the integrity of the pipeline and MLV assets; and  
2. those related to the reliability and performance of the pipeline and MLV assets. 
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 People – pipeline and MLV related assets, while designed to be unmanned, are used 
as base locations for provision of communication continuity with SCADA as well as 
communication with operational staff. The MLVs are also used to manage inventory 
escape in an emergency. 

 Reputation/Outrage – these activities are required to ensure equipment performance 
are to acceptable standards and operate when required. Inconsistent and unreliable 
performance due to under investment in capital leads to higher efforts required to 
manage unplanned outages – working in extreme and challenging conditions to meet 
irate customers. Low investment in these activities will lead to reputational damage and 
outrage internally as well as externally as customer demands are exposed to unreliable 
operation of the DBNGP. 

 Asset damage – this risk simply implies that without the planned investment on 
integrity – the asset will be damaged and repairs costs escalate compared to planned 
works program to maintain the design intent of the assets. 

 Supply – pipeline and MLV assets are integral to the effective operation of the DBNGP 
and maintaining these assets is necessary in ensuring we are able to safely and reliably 
deliver the forecast demand as well be ready to meet contractual obligations of shippers 
on any given day within the terms of shipper contracts. The advent of renewable 
electricity generation technology, which are prone to change without forward planning, 
puts pressure on the DBNGP to fill the gaps. Peaking demand has grown and will be a 
critical part of load management during the AA5 period. Shippers are expected to be 
able to access and use their peaking rights more regularly, and for this reason the 
pipeline and MLV programs are required to ensure the pipeline line pack and 
deliverability can meet shipper requirements.  

1.5.2 Reliability/performance 

The reliability/performance risk rating associated with pipeline and MLV assets is presented in 
Figure 0.3. 
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 Option 3 – Deliver the volume and activities identified in the AMP as required, 
applying good asset management practice, and adopting emerging 
techniques/technologies where appropriate (this is the recommended option). 

These options are discussed in the following sections. 

1.6.1 Option 1 – Maintain the volume of activity and expenditure 
levels undertaken in AA4 

Under this option replacement of end of life ECI and mechanical equipment, along with 
corrosion prevention initiatives, would continue consistent with AA4 expenditure. We would 
deliver a capital program within the expenditure limits set during AA4 rather than consistent 
with the AMP requirements.  

As a result, approximately one-third of the proposed projects would need to be deferred and 
all of the high and intermediate rated risks would not be addressed by the end of AA5. 

1.6.1.1 Achievement of objectives 

This option would fail to address the end of life and obsolescence asset management objectives 
identified in the AMP. All risks ranked high would not be addressed during the period. This is 
inconsistent with our Risk Management Framework. The highest priority public safety risks 
would, however, be prioritised. 

No additional works as identified in the AMP would be undertaken under this option. This would 
result in equipment not functioning as required, such as TRUs, CP ground beds, CCVTs, Lister 
engine GEA control system, solar panels, and barriers at MLVs. This will leave the asset 
vulnerable to serious asset degrading, specifically corrosion due to ineffective CP and TRUs not 
functioning as required. In addition, not implementing corrosion prevention measures to 
mitigate the risks identified as part of the Varanus Island incident would not align us with current 
good industry practice.  

Although some signage replacement would be completed, having inadequate signage elsewhere 
would mean we are not in compliance with AS 2885.3 and would not fully address the high 
integrity risk rating to people.   

With respect to the replacement of pig barrel valves, any deferral beyond AA5 will delay the 
subsequent ILIs, which are due to commence in AA6. As such, any deferral compromises our 
ability to meet our obligations under AS/NZS2885, as well as conflicting with the Safety Case. 
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Figure 0.5: Our capex plan development process 

 

Source: Shipper Roundtable #9 meeting held on 25 November 2019 

Failure to proactively plan for the management and maintenance of assets listed under Pipeline 
MLV could result in catastrophic failure of an asset which would result in loss of through-put, 
excessive operating expenditure and impact on reliability and the ability to meet contractual 
obligations. 

1.7.1.1 Consistency with the National Gas Rules 

Rule 79(2) 

The proposed capex on pipeline and MLV assets is necessary to improve or maintain the safety, 
and to maintain the integrity of services, as required by NGR 79(2)(c)(i) and (ii). Specifically, it 
will: 

 maintain reliability of supply by ensuring that all ECI and mechanical equipment 
replacement programs are undertaken in line with the AMP, end of life cycle and 
manufacturer requirements; and 

 maintain good industry practice in relation to prevention of corrosion of pipeline and 
MLV assets through preventative and corrective programs, thereby minimising the 
likelihood of leakage and/or explosion. 

Rule 79(1) 

The option is consistent with the requirements of NGR 79(1), specifically we consider that the 
capital expenditure is: 

 Prudent – the expenditure is necessary in order to address the identified ongoing operational 
requirements. The program is also broadly consistent with the approach adopted in AA4. 
The proposed expenditure can therefore be seen to be of a nature that would be incurred 
by a prudent service provider. 

 Efficient – the forecast expenditure is based historical average actuals and tender contract 
values. The proposed expenditure can therefore be considered consistent with the 
expenditure that a prudent service provider acting efficiently would incur.  
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 Consistent with accepted and good industry practice – the proposed expenditure considers 
industry learned lessons from the Varanus Island incident and focuses on preventative 
measures to ensure the long-term health of the asset. It also follows good industry practice 
by ensuring that critical infrastructure is maintained within its useful life and to current 
technological standards, therefore the proposed capital expenditure is such as would be 
incurred by a prudent service provider acting efficiently, in accordance with accepted good 
industry practice.  

 To achieve the lowest sustainable cost of delivering pipeline services – the proposed option 
achieves the lowest sustainable cost delivery of services by undertaking works that reduce 
risks to as low as reasonably practicable while maintaining reliability of supply. This mitigates 
the costs of reactive works and penalties resulting from asset failure. We are undertaking 
works in a proactive, planned and scheduled manner, with the volume of activity based on 
useful life and in line with manufacturer’s guidance and associated support. It also considers 
continuous improvement in the way we manages assets throughout their lifecycle by 
introducing new and emerging techniques and technologies, which may reduce costs over 
the medium-to-long term. 

1.7.2 Estimating the Efficient Costs 

As noted in the Final Plan Attachment 8.7 Cost Estimation Methodology 2021-2025, the unit 
rates used for all projects managed within this program of include the internal labour, external 
labour and materials/other costs forecast. 

 Where possible, the unit rate used to determine the cost of the program in AA5 is based on 
a three-year average actual cost incurred in AA4.  

 Where this has not been possible activities have been estimated based on the historical cost 
of the same or similar programs of work. The cost of these activities would usually be 
determined through a competitive tender process. Where a competitive tender has not yet 
occurred, the associated cost is estimated in two ways: 

1. where the work is sufficiently comparable to other work – the most recent historical 
average unit rate or actual cost and matched to similar locations where the program is 
delivered externally; and 

2. where the work is unique or greater than $5 million – an estimate is developed based 
on internal estimates from different engineering disciplines or from external engineering 
specialists.    

Specialist engineering disciplines, procurement and construction management (EPCM) activities 
are provided utilising internal resources, supplemented by external specialist input as required.  

Key assumptions which have been made in the cost estimation for the pipeline and MLV program 
include: 

 cost based on historical expenditure noting that these works are not new; 

 estimates derived from contractual rates of vendors to be utilised; 

 resource cost based on other similar projects ongoing at present or in previous AA periods; 
and 

 OEM contractual rates for spares and labour that are part of our services agreements. 
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Appendix A – Risk assessment 

Figure 0.6: Summary of Pipeline and MLV risk assessment 
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Appendix B – Project details 

B.1. Electrical control and instrumentation (ECI) 

ECI equipment along the pipeline and at MLVs includes multiple assets with different approaches 
for repair and replacement. Asset replacement and maintenance is performed consistent with 
manufacturer recommendations and useful life expectations. The key ECI projects are discussed 
below. 

B.1.1. Lister GEA control system replacement 

The gas engine control systems will reach their design life in AA5 and the plan proposes to 
commence the replacement program with a new engine control system between 2023 and 2025. 
While the actual gas engines have been in operation for 35 years, they have experienced 
relatively low utilisation as they are the secondary source of power supply. The gas engines are 
still in a maintainable condition. However, the electronic engine control system has become 
obsolete and can no longer be repaired, hence requires replacement. 

B.1.2. RTU replacement 

The remote terminal units are devices that communicate between the SCADA Master Station 
and all locally controlled equipment. The plan is to commence the RTU 15-year replacement 
program and installation of a new control system for remote valve operation at MLVs to 
eliminate uncommanded valve closure. The RTUs receive commands from the control room in 
Perth and in turn develop an executive command to enable local equipment to act as directed. 
These include: 

 Closing and opening of main line valves 
 Isolating gas supply to equipment 
 Starting back up power generators  
 Commanding the operation of Impressed Current System 
 Responding to a fire and gas system where applicable 
 Managing battery voltage and  
 Alerts on building security 

The RTU replacement program is scheduled to commence in 2023 and includes 52 MLVs and 
meter stations that are not co-located with MLVs. Note that no replacement program for RTUs 
were scheduled in AA4. The cost of replacement was based on a tender process conducted in 
2018 and as part of PMO delivery process, the work scope and costing will be tested by the 
Contracts and Procurement team to ensure prices are competitive before installation. 

B.1.3. Replacement of solar panels 

Whilst CCVTs and GEAs are installed with batteries at repeater sites, given their greater level 
of power consumption, at the nine spur sites (where the power consumption is less) solar panels 
and a bank of batteries are installed. It is planned to replace solar panels as part of a 10-year 
program consistent with their useful life. The AA4 allocation was not implemented as planned 
because the solar panels were still fit for ongoing service and was premature to replace. It was 
prudent based on our annual business planning process to defer the replacement program to 
AA5.  
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B.1.4. Replace batteries at MLV and meter stations 

The power supply system adopted on the DBNGP is to generate reliable AC power to charge 
DC banks of batteries. Site equipment is powered from the DC supply output of the batteries. 
The current brand of batteries available on the market and utilised on the DBNGP in the north 
have a forecast 5-year life compared to 8 years for batteries installed in the south based on 
historical actual performance. There is a total of 53 sites (44 repeaters and 9 spur sites). This 
business case proposes to complete replacement of the 53 sites over a three-year period as the 
batteries at some sites have reached design life.  

B.1.5. DC power upgrade MLV6 

An additional project for a DC power upgrade is scheduled for MLV6 in 2021. The change has 
been made since the decommissioning of the Rocky Ridge Meter Station, which has not 
operated since the closure of the RTIO Dampier Power Station.  

B.2. Mechanical replacement program  

Mechanical equipment along the pipeline and at MLVs includes multiple assets with different 
approaches for repair and replacement. Asset replacement and maintenance is performed 
consistent with manufacturer recommendations and useful life expectations. The key 
mechanical equipment replacement projects are discussed in the following sections. 

B.1.6. Replacement of original DBNGP signage 

We propose to replace DBNGP signage along the pipeline which are no longer legible, hence 
pose safety and security risks to the pipeline. We are required to maintain legible signage as 
per the requirements of AS2885.3. In addition, signs are noted in the Safety Case Formal Safety 
Assessment (FSA) as a procedural control for the elimination of Major Accident Events caused 
by third party damage resulting in pipeline rupture causing multiple fatalities.  

Original mainline signage installed and commissioned in 1984 has a lifespan of 30 years and 
loop line signs were installed progressively between 2000 and 2008. Signs are exposed to 
weather, UV, bush fire and public damage with signs used as target practice. Pipeline signs 
from CS03 to CS04, CS04 to CS05, and CS05 to CS06 are being replaced in the current AA4 
period with further replacement carried out (to cover full length of the DBNGP) in AA5 spread 
evenly across 2021 to 2023. 
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Photo of deteriorated warning markers 

 

 

 



ATTACHMENT 8.5 – CAPEX BUSINESS CASES 

 

DBP 2021-2025 FINAL PLAN JANUARY 2020        79 

 

Photo of replacement warning markers      

 

B.1.7. Pig barrel isolation valve replacement 

Replacement of ten pig barrel isolation passing valves over a ten-year period starting in 2023. 
The pig barrel isolation valve is required for positive isolation to launch and remove the pigging 
equipment during the inline inspection program.  

Failure of these valves to effect safe isolation will result in pipe sections have to be vented from 
nearest MLV to accommodate pig launch and retrieval. This is a safety risk and the costs 
associated with vented gas are approximately $200,000. As shown in this diagram – venting 
the first sections downstream of CS5 for example equates to 42 TJ of gas when offline or 48 TJ 
when on line. This equates to approximately $250,000 of gas – as fuel burdening the DBNGP 
expenses costs. Venting the CS5 station pipework equates to about 2 TJ.    
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As the pipeline has now reached its 35 years of continuous service, and the number of ILI 
projects undertaken to date, the sealing capability of these valves can no longer support the 
safety requirements to provide positive isolation from mainline pressure when installing pigging 
equipment. ILI is a license and Safety Case requirement to be conducted to be conducted at 
the earliest 8 years and latest 10 years on all licensed pipelines. The AA4 ILI program and 
lessons learnt have driven this requirement to commence the controlled replacement based on 
degree of deterioration in readiness for the next ILI program.  

B.3. Cathodic protection program  

The DBNGP below ground gas transmission system has been designed with corrosion protective 
systems to ensure it will last its design life. These engineering design features include the 
following: 

 the pipeline is coated with Fusion Bonded Epoxy for the mainline and a three layer 
coating system for the loops both applied in the factory where the pipes were 
manufactured; 

 the weld areas of the two pipelines have coating systems that were applied in the field; 
 the coatings are designed to be the primary protective system employed to eliminate 

corrosion; and  
 as there are always imperfections in any coating system, and in line with standard 

industry practice, the DBNGP is also equipped with ICS (TRUs and ground beds) that 
are installed at MLVs spaced every 30 km apart on the whole pipeline length. These ICS 
are designed with their ground beds to inject cathodic protection current into the 
pipeline to stop metal areas exposed to the environment from coating defects from 
corroding causing leaks and ruptures. There are over 63 TRUs installed on the DBNGP.  

In addition to these engineering measures, the DBNGP is annually tested to determine the 
adequacy of the cathodic protection system as determined from the potential and current flow 
measured at respective test points installed along the pipeline. The testing methodologies are 
deemed inferential hence why good and prudent pipeline operators conduct regular excavation 
programs annually to assess the adequacy of the controls in place are working and that the 
exposed metal at coating defects are well protected from corrosion.  

The annual dig up allocation has been included in the program and allows the operator to 
determine best locations to be excavated to test that the CP system is adequate based on the 
following conditions: 

 the results of the annual CP survey may identify areas where there has been a change 
and showing in the depletion of potentials and increasing current demands; 

 the areas that coincide with defects from the ILI programs;  
 known areas of low level of soil resistivity – salt pans, river crossings, wet lands, coastal 

areas; 
 known areas of high level of soil resistivity – sand dunes, desert;    
 areas exposed on foreign interference from other pipelines; and  
 areas exposed to Telluric and AC Induction from high voltage transmission lines.  

These factors optimised and drive the locations of areas to be excavated noting the spread of 
the DBNGP from Dampier to Bunbury traversing the state from pastoral, wheat belt and the 
south west.  

The cathodic protection programs required in AA5 are summarised in the following sections. 
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B.1.8. Annual dig up program based on Runcom results 

The annual dig up program is designed to test the adequacy of the cathodic protection system 
and that we are meeting our Safety Case obligations. Note that the running of the ILI program 
is every 8 years whereas annual excavations are design to inspect selected locations along the 
pipeline based on data collected from the annual surveys, ILI results and known high risk areas 
to integrity. This approach is considered prudent – as opposed to just monitoring the CP 
readings and results. 

B.1.9. TRU replacement 

The current TRUs are forecast to reach design life during the AA4 period and the plan is to 
commence their replacement program from 2021 to 2025. These devices control the level of 
cathodic protection injected into the pipeline and will not be supported. The program will cover 
47 TRUs on the mainline and will include the phased replacement of 9 units per year. 

B.1.10. Impressed current groundbeds replacement 

The associated ground beds will also be due for replacement as most of these have been in 
service since 1984. The ground beds are designed to have loop resistances that allow for the 
efficient injection of current from the TRU. Continuous use of these ground beds after over 35 
years of current injection has resulted in the gradual drying out of the ground bed backfill 
material resulting in high loop resistances and driving TRU power requirements higher. It is 
forecast that two ground beds (MLV94 and CS7) that have high loop resistances will commenced 
to be replaced in 2021 to 2022.   

B.1.11. CP visibility 

One of the improvement programs to ensure reliability of the cathodic protection system is to 
make all impressed current systems visible to the Control Room. This is so the reliability of its 
power supply and hence its continuous operation can be monitored by the SCADA system and 
responses can be deployed to sites that have power supply failures. This is deemed prudent, 
particularly when frequencies between visits to remote sites can be up to three months. Having 
a TRU offline for three months without any knowledge is not acceptable and poses a high risk 
to the long-term integrity of the buried assets. Installation of CP visibility in nonvisible sites is 
proposed for 2021. 

B.1.12. Piping interface wrap removal 

Many facilities on the DBNGP have been in service since 1984. An inspection campaign 
conducted after the Varanus Island incident in 2008 highlighted that interface areas between 
above and below ground pipework pose the highest risk to corrosion, and cannot be protected 
by the cathodic protection system.  

An inspection regime was instigated in AA4 to assess the areas of the DBNGP that are deemed 
high risk to this phenomenon and it was confirmed that the following areas require close 
monitoring: 

 facilities located along the DBNGP from Dampier Facilities to CS2 and facilities from CS9 
to Bunbury; and 

 facilities that suffer from the Joule Thompson (JT) effect common at meter stations in 
the metro areas and the south west where sections of pipework are at low temperatures 
and induces icing and condensation. Corrosion is rife along these sections in particular 
at the interface between above and below ground. This was the same phenomenon that 
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caused the Varanus incident albeit it was the tidal changes at the interfaces that caused 
the uncontrolled corrosion resulting in failure by rupture. 

We have put in place a program of inspection and removal of the tape wrap system used at the 
interface that encourages and accelerate this phenomenon. We have deemed the best solution 
is to remove the root cause and allows more effective inspection to be carried out visually.  It 
is proposed that all tape wraps installed on above/below ground transitions will be removed 
and replaced with the current transition coating specification. This will remove the risk of 
creating a corrosive environment underneath the tape, and also improve the ability to detect 
defects at the soil/air interface by visual inspection. 

B.1.13. Long range ultrasonic testing of unpiggable pipes 

There are sections along the DBNGP that are not piggable (either pig launchers or receivers 
were not installed during construction of the pipe, or flow conditions or the telescopic nature of 
the pipeline do not support pigging). For these pipes total reliance is on selective excavations 
and DCVG coating surveys to drive the direction of integrity management. These are traditional 
tools used before ILI became a reliable and economical tool to use on piggable lines.  

A tool is available called ‘Long Range UT’ where a probe is placed on the pipe wall, sends a 
signal into the pipe wall and bounces back to the probe. The signal can be used to assess the 
integrity of the pipe wall up to a distance of six metres. This is useful for unpiggable pipes at 
facilities, particularly in meter stations where a significant portion of unpiggable pipes are buried. 
These pipes are protected through the cathodic protection system with solid bonded or 
decoupled earthing system. There are complications with other buried structures within the 
facilities including civil foundations, rebars in concrete and of course the earthing system.  

This program has been introduced to drive more efficient use of technology to assess areas 
that are unpiggable. The forecast expenditure in AA5 is spread evenly over the five years has 
been allowed for 10 compressor stations and more than 60 meter stations, where this program 
will be implemented. 
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Appendix A – Risk Assessment 

Figure 0.3: Summary of SCADA risk assessment   
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 Supply – inability to run the compressor station will result in supply interruption both for 
the shippers as well as producers who can’t export their gas into the DBNGP. These events 
will lead to contractual breaches for failure to supply Shippers with their contracted 
capacities. The compressor station will remain isolated and bypassed as the main line flow 
is redirected outside of the station using the emergency bypass line. Restoration can only 
be done by responding to site to activate power commencing with the recommissioning of 
fuel gas to the GEAs, repairing/replacing the fault and starting up the GEAs manually, re 
energising the rectifiers to charge the batteries and the Station Controls to revert all 
equipment ready for operation. Allowing this type of event to occur is unprecedented in the 
operation of the DBNGP and undermines all intents designed to avoid such consequences. 
The outage may last for weeks, or months, depending on the availability of equipment 
and/or spares.     

1.6 Options considered 

Several options for volumes of replacement for the GEA control system replacement for the AA5 
period have been considered: 

 Option 1 – Upgrade all unit control systems to the latest version by end of AA5; 

 Option 2 – Move to a replacement on failure policy for all systems; 

 Option 3 – Scheduled replacement as per the AMP (this is the recommended option). 

These options are discussed in the following sections. 

1.6.1 Option 1 – Upgrade all unit control systems to the latest version 
by end of AA5 

With this option, the GEA control system replacements from 2023-2026 would be accelerated, 
with an additional replacement for Dampier, so that all replacements were delivered within the 
AA5 period.  

This would allow standardisation of power control across the DBNGP and a realisation of system 
benefits from 2025 onwards. This would result in the replacement of 28 GEA control systems 
in AA5. 

1.6.1.1 Achievement of objectives 

This option would achieve objectives in terms of system reliability and safety, as the identified 
risks associated with the GEA controls would be addressed. 

However, this option is not the most sustainably cost efficient as it replaces 9 GEA control 
systems earlier than their end of life, and the Dampier GEA would be replaced proactively rather 
than on failure. 

This strategy would not align to the AMP in fully utilising existing assets and replacing 
infrastructure at the most prudent time to do so, which in this case is to upgrade at the end of 
life of the existing assets. Although there are diminishing spares and obsolete equipment, we 
consider that during AA5 we can manage the risks associated with the 9 GEA systems scheduled 
for replacement in AA6, without compromising the standards of service required by customers.       
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Failure to proactively plan for the replacement of GEA systems at compressor station assets 
could result in catastrophic failure of an asset which would result in loss of through-put, 
unreliable AC power generation on site, excessive operating expenditure and impact on 
reliability and the ability to meet contractual obligations. 

Failure of GEA systems would also remove visibility of site operations from the control room. 
This would put the site at risk from events such as fires, whereby there would be no knowledge 
of the fire in real time and therefore no ability for an effective response.  

Although Option 1 would result in the benefits of the project being realised sooner, the approach 
does align with good industry practice in replacing assets in advance of their full asset life where 
the current risks can be managed over the short term.  

Option 2 is forecast to be more expensive, however regardless of the costs, taking a replace on 
failure asset management approach for ageing assets would not be aligned to regulatory rules, 
in particular 79(1) “as would be incurred by a prudent service provider acting efficiently, in 
accordance with accepted good industry practice…”    

1.8.1.1 Consistency with the National Gas Rules 

Option 3 is the proposed solution and recommends that we proceed with the replacement of 
the assets in line with AMP and manufacturer’s guidelines. 

Rule 79(2)(c) 

The GEA control systems replacement program is required to maintain or improve the safety of 
services and maintain the integrity of services consistent with NGR 79(2)(c)(i) and (ii). GEAs 
provide primary power at compressor stations and are automatically controlled to adjust to the 
power needs of the station, including the accommodation facilities and the gas turbines demand.  

The control systems also monitor the performance of the GEAs and in the event of an adverse 
condition or identification of an incident, ensure the GEA is safely shut down or returned to a 
safe and stable operating state.  

Further, standardised power control across the system will improve data on performance and 
event history of the GEAs, which supports efficient operational and asset management decisions 
going forward. 

Rule 79(1) 

The option is also consistent with the requirements of NGR 79(1)(a). Specifically, we consider 
that the capital expenditure is: 

 Prudent – The project is based on the replacement of an existing asset which has arrived 
at the end of its useful life. The proposed expenditure can therefore be seen to be of a 
nature that would be incurred by a prudent service provider.  

 Efficient – The forecast expenditure is based on the actual unit replacement cost incurred 
in the replacement of similar unit control system. The unit rates reflected in the AA5 forecast 
reflect the most recent similar work undertaken in AA3. The proposed expenditure can 
therefore be considered consistent with the expenditure that a prudent service provider 
acting efficiently would incur.  
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 Consistent with accepted and good industry practice – The proposed project follows good 
industry practice by standardising systems for GEA control and aligning replacement activity 
with commitments embedded within the AMP and manufacturer’s recommendations. 
Therefore the proposed capital expenditure is such as would be incurred by a prudent 
service provider acting efficiently, in accordance with accepted good industry practice.  

 To achieve the lowest sustainable cost of delivering pipeline services – The sustainable 
delivery of services includes reducing risks to as low as reasonably practicable and 
maintaining reliability of supply, whilst achieving the lowest sustainable costs by undertaking 
the replacement program in a proactive, planned and scheduled manner with the most 
appropriate volume of activity based on useful life and in line with manufacturer’s guidance 
and associated support. 

NGR 74 

NGR74(2) requires that a forecast of estimate: 

a) must be arrived at on a reasonable basis; and  
b) must represent the best forecast or estimate possible in the circumstances. 

The forecast costs in this business case are based on the latest market rate testing, and project 
options consider the asset management requirements as per the latest AMP. Cost assessments 
have been conducted for each option based on the best information available at the time of 
developing this business case. The estimate has therefore been arrived at on a reasonable basis 
and represents the best estimate possible in the circumstances. 

1.8.2 Estimating efficient costs 

As noted in the Final Plan Attachment 8.7 - Cost Estimation Methodology, the unit rate for the 
replacement GEA control systems includes the internal labour, external labour and 
materials/other costs forecast.  

As the program is relatively new, the forecast is based on the most recent (and only) 
replacement undertaken to date, which was the replacement of the GEA 2 at Compressor 
Station 8 completed in 2017.  

Equipment will be supplied by the various manufacturers, with the OEMs directly engaged.  

The installation will be done by a third-party service provider, who will be engaged following a 
commercial process to identify the most appropriate provider from a commercial and technical 
experience perspective. 

Table 0.14 presents a breakdown of the turbine control system upgrades program by cost 
category. Table 0.15 provides the cost escalation applied to December 2020 and includes labour 
cost escalation of 0.69% per annum. 
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Appendix A – Risk assessment 

 

Figure 0.3: Summary risk assessment - GEA controls 
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In accordance with the Petroleum Pipeline Act 1969 (WA) (Act) Schedule 1, Division 1 cl. 5 
accommodation provided to employees forms part of the Occupational Safety and Health 
requirements of the Act. The Act Schedule 1, Division 2, cl 7 (2) requires:  

“…..the licensee for a pipeline operation must — 

(a) provide and maintain a physical environment at the place where the pipeline 
operation is carried out that is safe and without risk to health;   

(b) provide and maintain adequate amenities for the safety and health of all 
members of the workforce engaged in the pipeline operation;” 

Maintaining the safety of our workforce is front and centre in all our activities. When developing 
our work programs our aim is to do everything we can to meet the legislative requirements and 
asset management strategies. 

Furthermore, the existing accommodation units at CS1, 2, 3, 4, 5 are nearing the end of their 
useful life. These facilities have been subject to many years of cyclonic activity where building 
structures have been impacted. CS1 and CS5 were installed in 1991, CS2, CS3, and CS4 were 
installed in 1984 during the original construction and then in 2004 an additional building was 
installed adjacent to the accommodation to act as the kitchen facilities. 

All the accommodation facilities listed have had demountable buildings installed to cater for the 
additional staff now required to maintain the facilities. The age of the facilities and the 
environmental impacts are all contributing to additional maintenance costs. It is anticipated that 
by 2021 it will be inefficient to incur the increased maintenance cost without undertaking 
corrective works. 

Refurbishment would improve the overall safety by improving the accommodation to protect 
from excessive noise and heat conditions, as well and reinforce accommodation to ensure it 
withstands environmental conditions and protects the safety of those accommodated within. 

At times shift cycles are introduced to enable quick down time response. The refurbishment 
program will ensure additional ensuited rooms are upgraded to cater for this. 

1.3.2 Industry standard for contemporary accommodation 

As noted above, the compressor station accommodation is nearing 40 years old in some sites 
and is no longer considered to meet industry standards for fly in fly out (FIFO) workers, 
especially when compared to other FIFO accommodation in Western Australia.  

The Mines Safety and Inspection Act 1994 sets the minimum standard for mining sites FIFO 
accommodation in Western Australia. These employers are required to provide residential 
accommodation to ensure that: 

 The building is in good repair and separated from noise, heat, dirt and atmospheric 
contaminants; 

 The building is adequately secured to protect the occupants and their belongings; 

 Electrical outlets are safe to use and protected by residual current devices where 
appropriate; 

 Hard-wired smoke alarms are installed where practicable; 
 Precautions are in place to prevent fires, and portable fire extinguishers are provided 

and regularly maintained; 
 Buildings in cyclonic areas are constructed to cyclone proof specifications; 
 People can enter and exit safely, particularly in an emergency; 
 There is an emergency evacuation plan and residents are familiar with it; 
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 There are adequate facilities for showering, handwashing and laundering, along with 
an adequate number of toilets; 

 Clean, cool drinking water is available at a location separate from the toilet area; 
 Cooking and refrigeration facilities are adequate and safe to use;  
 The building is regularly cleaned; 
 If appropriate, hygienic areas are provided for preparing and eating meals; 
 Sleeping furniture and fittings are structurally sound and well maintained; 

 Occupants are protected from extremes of heat and cold; and 
 There is adequate ventilation and lighting. 

The above conditions are now standard industry conditions for accommodation facilities across 
remote locations. 

Mental health investigation reports have indicated that the facilities are ageing and do not 
provide for modern day needs of people. Ensuite rooms are now standard in the industry and 
the current facilities at compressor stations are communal.  

Furthermore, while the 2015 Inquiry into mental health for FIFO workers15 is not directly 
comparable to the situation of DBP’s employees and contractors, there are findings that can be 
applied in DBP’s situation, including reference to the practice known as “modelling” (or sharing 
accommodation and facilities on a rotation, not permanent, arrangement) where it “had the 
potential to increase stress and the sense of isolation in workers”.  

Further, given the remote location of our compressor stations and the rotating rosters, staff are 
required to prepare their own meals. Modernised kitchen and recreational facilities, located 
away from sleeping quarters, would greatly improve the wellbeing of staff while they working 
at the compressor stations. 

Refurbishment of the accommodation to modernize kitchen and recreational facilities (away 
from sleeping quarters) and provision of ensuite bathrooms would help address the current 
issues and bring the accommodation in line with current industry standards for FIFO workers. 

1.3.3 Safety and security of accommodation (snakes and vermin) 

Numerous safety reports as detailed in Table 0.3 below have highlighted that current 
accommodation configuration results in issues related to vermin and reptiles entering the 
accommodation facility and living underneath the main accommodation concrete slab.  

The risk increases as a result of the remoteness of many of the compressor station 
accommodation units, as the resultant time to seek medical attention for snake bites increases 
significantly in remote areas of Western Australia. 

                                           

15 Available on https://www.aph.gov.au › House_of_Representatives_Committees › chapter4 
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1.8 Proposed Solution 

1.8.1 What is the Proposed Solution? 

It is proposed that the existing accommodation be refurbished (Option 2) is the preferred option 
as it mitigates the risks related to safety and security of personnel onsite, as well as bringing 
the accommodation up to a standard that reflects good industry practice. 

The proposal is to progressively refurbish all compressor station accommodation units as 
follows: 

 Identify the high priority sites that require immediate attention; and 

 Competitively tender for packages of work (note some are already started) such as 
kitchen upgrades and air conditioner replacements, to be progressively rolled out 
across all compressor station sites in order to gain economies of scale whilst 
minimizing interruption and impact at each individual site. 

The benefits of the project include: 

 Improved amenity consistent with the recommendations and findings within the 2015 
inquiry to promote mentally healthy workplaces; 

 Improved standard of living conditions by making the kitchen, bathroom and bedroom 
areas more contemporary, functional and private in order to create a mentally 
healthier workplace and support the functioning of optimized staff rosters; 

 Installation of soundproofing, heat barriers, and retaining walls; and 
 Improved employee morale, safety and general security. 

1.8.2 Why are we proposing this Solution? 

Option 2 is the preferred option as it mitigates the safety risks and exposure to noise, heat and 
snakes, whilst also upgrading the accommodation consistent with good industry practice at the 
lowest cost. By adopting an approach to staging the works, we are able to secure economies 
of scale and minimise disruption to sites. 

Option 1 is not considered a viable option due to the remaining high safety risks for personnel, 
as well as the increasing opex related to maintaining infrastructure beyond its useful life. This 
option also does not align with our vision objectives. 

Option 3 is not preferred option as it is significantly higher capex than deemed prudent and 
efficient, and is heavily reliant on the ability to secure additional land, where previous 
negotiations have not yielded positive outcomes. Additional construction at existing compressor 
compounds also introduces new safety risks and puts even further stress (capacity) on existing 
accommodation to accommodate construction crews. 

1.8.2.1 Consistency with the National Gas Rules 

Rule 79(2) 

The refurbishment/remodeling of existing accommodation at compressor stations is required to 
improve the safety of services and maintain the integrity of services, which is consistent with 
NGR 79(2)(c)(i) and (ii). Specifically the refurbishment/remodeling will provide employees and 
contractors with suitable, safe and modernised compressor station accommodation, thereby 
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Appendix A – Risk Assessment 

Figure 0.4: Summary risk assessment for Accommodation  
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Appendix B – Noise Reports and Ambient Temperatures at 
Compressor sites 
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upgraded from an analogue to a digital system in 2009.16 Until recently, the infrastructure and 
support for the southern network was shared between us and . However, during 
the AA4 period the southern network is being moved onto standalone infrastructure which we 
will fully own and support (due to  advising it would no longer permit the 
infrastructure assets to be shared). 

Communications equipment has an expected useful design life of around 10 years, with 
technical assets having a shorter design life, and structures lasting longer. The communications 
network that currently supports the DBNGP parallels the pipeline easement, with various 
components installed 10 to 30 years ago. 

The majority of the northern communications assets are at or are reaching the end of their 
technical design lives. Assets and associated infrastructure are in poor condition, and many 
equipment manufacturers are no longer offering product/system support or supplying spare 
parts. The growing number of technologically obsolete assets, coupled with the poor condition 
of a number of critical infrastructure components, means the reliability of DBNGP’s 
communications network has deteriorated. This is evidenced by the significant communications 
outage experienced in July 2017, summarised below. 

Communications outages in July 2017 

At 10pm on 7 July 2017 SCADA communications failed to MLV45 and MLV46 (located south of 
CS3). This was caused by a failure of the multiplexer (a key component in the communications 
network). Backup communications kicked in restoring communications to all sites north of 
MLV45 and south of MLV46. 

At around 7am on 8 July 2017 SCADA communications to MLV7 failed, again due to a failure of 
the multiplexer. As MLV7 supports multiple communications connections, SCADA visibility was 
now lost between MLV1 and MLV46 (480km of pipeline including three compressor stations).  

Later that day metering field officers attended MLV7 but could not restart the multiplexer. They 
were able to provide a temporary bypass to restore communications between MLV7 and MLV45 
(MLV1-7 and MLV45-46 were still black). An electrical control and instrumentation field officer 
also attended MLV45 and restored both primary and backup SCADA communications paths, 
however there was still no visibility of MLV1-7 or MLV45 and 46. 

On 9 July 2017 a communications field officer attended the MLV and restored the failed 
multiplexer – SCADA visibility was restored to all sites except MLV45 and 46. Two further sites 
(Karratha and MLV8) had stopped communicating with the Network Management System (NMS) 
in Perth. These sites were also attended. Although the multiplexers were functioning it was 
feared this could lead to similar outages as MLV7 and MLV45. 

At 11am on 10 July the multiplexer at MLV45 (and all visibility) was restored. 

Investigations show that all issues were caused by multiplexer units with no warning presented 
on the NMS. The supplier of the multiplexers no longer operates in the telecommunications 
industry worldwide. 

                                           

16 The 2009 northern communications upgrade was relatively minor, with only the components required to make the system digital 
replaced. The infrastructure (towers/huts), microwave equipment, dishes, and other equipment proposed for replacement during 

AA5 was not part of the 2009 upgrade. 
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Figure 0.1: Map of the DBNGP 

 

As the northern communications network includes more data intensive assets, the 
communications solutions will also need to meet higher performance standards, and therefore 
replacement equipment will be more expensive.   

For example, we will need to upgrade the current copper cables connecting nine compressor 
stations and repeater sites to increase the transfer capacity and speed of data transfer to 
remove the current bottleneck. This type of investment was not required in the southern 
communications network as there is only one compressor station, and it is already connected 
using dark fibre. The upgrade of nine sections of the network to fibre optic is expected to cost 
around $1.5 million. 

While the number of sites being addressed has increased significantly from AA4 and the 
specification requirements are higher, the cost per location is expected to be approximately 40 
per cent lower. This is largely due to the use of existing structures and economies of scale in 
procurement.  

The southern section of our communications network uses a combination of  
backhaul (microwave and fibre) and third-party carrier services. As part of a legacy arrangement, 
our equipment south of Perth was installed on shared towers. Several issues, including overly 
restrictive access availability made it necessary to install the replacement communications 
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equipment on our own standalone assets, and where necessary install new structures. The 
construction of seven new towers and six poles increased the overall cost of the southern 
communications project by around $4.8 million. However, the northern communications 
network is not installed on shared towers/assets, and we do not anticipate the need to erect 
new infrastructure to hold the new communications assets. 

It is important that the northern communications network be replaced over a relatively short 
timeframe, in order to minimise the risk of a significant network failure. While the need to 
maintain communications links means the replacement works must be undertaken as an end-
to-end sequential program, we will benefit from the economies of scale associated with bulk 
purchasing and bundling of equipment installation works. 

1.5 Risk assessment 

Risk management is a constant cycle of analysis, treatment, monitoring, reporting and then 
identifying once again, as shown below in Figure 0.1, with a commitment to balance outcomes 
sought with delivery and cost implications considered and assessed.  

Figure 0.2: Risk management principles  

 

Our risk assessment approach focuses on understanding the potential severity of failure events 
associated with each asset and the likelihood that the event will occur. Based on these two key 
inputs, the risk assessment and derived risk rating then guides the actions and activities 
required to ensure safety and compliance are not compromised, while delivery of this outcome 
is done as efficiently and effectively as possible. 

The risk rating assesses the consequence and likelihood of the risk. The risk of an event 
associated with failure of an asset is rated based on the combined effect of the consequence 
and likelihood rating to provide an overall risk rating. This risk rating guides the risk 
management and mitigation activities and facilitates prioritisation. 

Our Operational Risk Framework is based on AS/NZS 2885 and requires all identified risks 
ranked as intermediate or above to be addressed. For risks ranked as high we must ‘Modify the 
threat, the frequency or the consequence to reduce the risk rank to intermediate or lower’.  

Six areas are considered for each type of risk: 

1. DBP – corporate/financial risk 

2. People – safety risk to the public and employees 
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Reduced operation of the pipeline could potentially cost millions of dollars in penalties and 
foregone revenue for both us and our customers. The consequence of a communications 
network failure issue is ranked severe as it can threaten the effective operation of the 
DBNGP. The likelihood is frequent. Undertaking the proposed capex program will reduce the 
likelihood of such an event to unlikely.  

 Reputation/Outrage – the communications network is critical to customer 
service/delivery. Inconsistent or unreliable performance due to underinvestment can lead 
to unplanned outages of the communications network, and subsequent reduced operation 
of the pipeline. Any reduced supply may lead to reputational damage and outrage. 

1.6 Options considered 

Different options have been considered to address the issues presented by the aging and failing 
northern communications network infrastructure. The options are: 

 Option 1 - Take a reactive approach to addressing issues with the system as they arise; 

 Option 2 - Replace the northern communications system with modern, fit for purpose 
equipment; and 

 Option 3 - Replace the northern communications system with fibre optic cable. 

These options are discussed in the following sections. 

1.6.1 Option 1 – Take a reactive approach to addressing issues with 
the system as they arise 

With this option, the volume of replacements undertaken during the AA5 period would be 
directly driven by the number of failures experienced in the northern communications network, 
with a reactive rather than proactive approach to asset management. 

A reactive approach is currently in place for the northern communication system. Under this 
approach, we relied on the procurement of stocks of spare assets and asset parts to ensure 
that we can repair or replace equipment as required. However, as the production of these 
replacements by manufacturers has stopped, we now have limited spares for many assets and 
asset parts.  

We were able to defer full replacement for a time by undertaking repairs in-house using spare 
parts from unrepairable units. However, because there are few assets and associated parts in 
sufficient condition, it is no longer feasible to continue this practice.  

Given the higher cost of manufacturing bespoke assets and asset parts together with the higher 
cost of reactive replacement compared with proactive replacement (potentially two to five times 
higher per asset depending on asset type and location), the cost of reactive works during AA5 
will be significantly greater than the proposed proactive works program if widespread asset 
failure arises. 

Should asset failure be lower than expected, though the overall cost of reactive replacements 
may be less than forecast, all high and intermediate risks identified through the AMP would not 
be addressed. The northern communications replacement program identified in the  
report and AMP is the prudent level of activity required to manage the integrity and 
reliability/performance risk associated with communications assets. If it is not delivered, then 
all the high and intermediate risks identified would not be addressed. 
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Failure to address the risks associated with the northern communications network is not 
tolerable for us and our customers. As demonstrated by the communications outage event in 
July 2017, the current system is not fit for purpose. 

An entirely reactive ‘replace on failure’ approach to managing the communications system is 
not consistent with good asset management practice, and therefore not consistent with NGR 
79(1)(a).  

1.6.1.1 Achieving objectives 

This option would address only the assets that have actually failed, with a focus on returning 
them to being operational as quickly as possible, rather than proactively managing and planning 
for them. Operating under a replace on failure strategy is not efficient, particularly given the 
age and obsolescence risk of the current communications systems. 

As discussed in section 1.3, the current replace-on-failure approach led to a significant 
communications outage in 2017, which could have been avoided had proactive 
replacement/refurbishment been undertaken. Recent data also shows that the number of 
communications alarms is increasing, which indicates the performance of the northern 
communications network is deteriorating.  

This deterioration in performance will likely lead to a significant number of assets failing within 
the next five years, which will drive a high volume and high cost reactive replacement program. 
We consider a reactive approach is not sustainable, and incidents such as the 2017 outage will 
occur more frequently if the current asset risk is not addressed proactively. 

Communications outages can impact pipeline operations and subsequently throughput and 
contracted supply obligations. A replace on failure approach also increases frequency of remote 
travel to address ad-hoc failures occurring, which is considered one of the highest risk activities 
on the DBNGP.  

Unplanned availability of the northern communications system may also require changes to the 
pipeline operation that do not represent an optimised case for the level of supply and demand. 
This may result in extra fuel gas consumption and costs that would not have been incurred had 
the pipeline had been able to operate under normal conditions.  

There would also be potential for non-compliance with Safe Work Australia recommendations20 
and employers duty of care21, whereby minimum break requirements are not met when trying 
to get crew to reactive works promptly. To avoid this, a replacement on failure approach would 
require us to increase the size of its field work force to respond in peak times. However, this 
would reduce the overall utilisation of the field workforce. 

Table 0.6 outlines how this option will support the achievement of our vision objectives in AA5. 

                                           

20 Safe Work Australia, Guide for Managing the Risk of Fatigue At Work, 2013. 
21 Section 19(1), Occupational Safety and Health Act 1984 (WA). 
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Option 3, while addressing the communications system risks, represents a cost increase that 
we consider is not prudent and would significantly impact customers. 

Figure 0.4 DBP capex plan development process 

 

Failure to proactively plan for the management and maintenance of the communications 
network assets could result in catastrophic failure of the system which would result in loss of 
through-put, excessive operating expenditure and impact on reliability and the ability to meet 
contractual obligations. 

1.7.1.1 Consistency with the National Gas Rules 

Option 2 is the proposed solution and recommends that we proceed with the management and 
maintenance of the northern communications network in line with the relevant AMP guidelines. 

NGR 79(1) 

Option 3 is consistent with Rule 79(1)(a), which requires that capital expenditure must be such 
as would be incurred by a prudent service provider acting efficiently, in accordance with 
accepted good industry practice, to achieve the lowest sustainable cost of providing services. 

We consider that the capital expenditure is: 

 Prudent – the project is based on replacement of existing assets are arriving at the end of 
their useful lives. Assets are scheduled to be replaced ahead of failure, minimising disruption 
to customers, mitigating pipeline operations risks, and allowing for efficient resource 
scheduling. The proposed expenditure is there consistent with such that would be incurred 
by a prudent service provider. 

 Efficient – forecast expenditure is based on an options assessment and study undertaken 
by an independent engineering expert with access to our asset information. The design and 
operational delivery of the program is forecast for completion by internal staff and external 
resources. External resources are engaged as a result of formal contracts in place following 
the tender process as per our Procurement Policy. These services are reviewed annually by 
our Contracts and Procurement functions, and new rates negotiated accordingly. The 
proposed expenditure can therefore be considered consistent with the expenditure that a 
prudent service provider acting efficiently would incur.  
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Appendix A – Risk assessment 

Figure 0.5: Summary of northern comms risk assessment 
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1.3 Background 

All physical DBNGP assets are managed in accordance with the policies and principles set out 
in the Asset Management Plan (AMP) which is part of our Asset Management System Framework.  

Turbine compressor package control systems (turbine control systems)25 enable our operations 
staff to control, protect and monitor the 20 turbine compressors installed along the DBNGP. 
The control systems provide an interface for displaying the current and historical status of the 
plant, and allow the compressors to be operated remotely from out Control Centre. More 
recently, turbine control systems can also be used to optimise system efficiency and availability, 
and enhance compressor function and pipeline and process stability.  

Turbine control systems are critical to maintain: 

 a reliable supply of gas to be transported along the pipeline. Without a fully functioning 
turbine control system, both the turbine and compressor cease to operate even if they are 
fully functional. A turbine control system failure could therefore compromise the supply gas 
along the DBNGP and to customers; 

 the safe operation of the pipeline. For example, failure to automatically shut down the 
turbine and/or compressor when needed (placing the assets in a safe state in the event of 
abnormality or operational concerns) could risk asset damage and injury to people who may 
be operating on or near this equipment and  

 data capture on turbine performance and alarms. A turbine control system failure could 
prevent historical logs being stored and therefore limit the analysis and diagnostics able to 
be performed.  

The DBNGP has 20 turbine control systems, two at each of the ten compressor stations. Each 
turbine control system has a technical design life of around 18 years. At the end of the technical 
design life, the OEM no longer provides technical support or spare parts and the equipment 
quickly becomes incompatible with current systems.  

We hold stock of a certain number of critical and frequently used spare parts, which are then 
run-down to extend the life of assets further. Subsequently, as we replace equipment, any 
useful parts are re-purposed for the repair of in-service equipment until parts are unavailable. 
At this point, equipment must be upgraded to the latest model following the manufacturer’s 
recommended upgrade path.  

Our turbine control system replacement program started in 2015. Three turbine control systems 
have reached the end of their technical design life and been replaced to date, with the costs 
for two-and-a-half of those incurred during the AA4 period. 26   

The next five years (AA5) will see a further eight turbine control systems replaced, with the 
remaining nine needing to be replaced over AA6. The timing of the replacement program aligns 

                                           

25 A turbine control system upgrade as recommended by the original equipment manufacturer would include the 
removal and replacement of the Human Machine Interface (HMI), Programmable Logic Controller (PLC), fire and gas 
systems, relays, push buttons, isolators and any other associated hardware. More information is provided in the 
Asset Management Plan – Electrical Control and Instrumentation. 

26 The replacement of unit 2 at compressor station 7 began in 2015 but was not completed until 2016. Therefore, 
part of the associated cost was incurred in the AA4 period. 
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Note that the AA4 approved forecast was based on turbine control system replacement rates 
established in 2006, which were $1.9 million per unit in 2010 dollars. However, during the AA4 
period, the unit rate rose to ~$2.5 million, which means the cost of replacement per unit 
increased. The drivers for this increase were: 

 negative affect of the foreign exchange rate for AUD with respect to USD compared to 
2006 and AA3 (2011-2015); 

 3% cost increase per year imposed by the OEM; and 

 an increase in the scope of works, in particular some units require more changes than 
other units i.e. new starter motor, gas driven to electric variable frequency drive (VFD) 
motors, new oil pumps, changes to fuel gas valves and venting, whereby these activities 
were captured separately from unit controls in the initial installation. 

The forward-looking unit rate for AA5 however, is ~$2.3 million per unit. 

1.5 Risk assessment 

Risk management is a constant cycle of analysis, treatment, monitoring, reporting and then 
identifying once again, as shown below in Figure 0.1, with a commitment to balance outcomes 
sought with delivery and cost implications considered and assessed.  

Figure 0.1: Risk management principles  

 

Our risk assessment approach focuses on understanding the potential severity of failure events 
associated with each asset and the likelihood that the event will occur. Based on these two key 
inputs, the risk assessment and derived risk rating then guides the actions and activities 
required to ensure safety and compliance are not compromised, while delivery of this outcome 
is done as efficiently and effectively as possible. 

The risk rating assesses the consequence and likelihood of the risk. The risk of an event 
associated with failure of an asset is rated based on the combined effect of the consequence 
and likelihood rating to provide an overall risk rating. This risk rating guides the risk 
management and mitigation activities and facilitates prioritisation. 

Our Operational Risk Framework is based on AS/NZS 2885 and requires all identified risks 
ranked as intermediate or above to be addressed. For risks ranked as high we must ‘Modify the 
threat, the frequency or the consequence to reduce the risk rank to intermediate or lower’.  

Six areas are considered for each type of risk: 
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1.6.2 Option 2 – Move to replacement on failure policy 

With this option, the volume of turbine unit control system replacements undertaken in the next 
AA period would be directly driven by the number of failures experienced on these assets, with 
a reactive rather than proactive approach to the overhaul management. 

While it is not possible to predict the exact number of failures that will occur over the next five 
years, the fact that many assets are approaching their 18-year replacement cycles during the 
AA5 period, the likelihood of failure is expected to significantly increase. Given the higher cost 
of reactive replacement compared with proactive replacement (potentially two to five times 
higher per asset depending on asset type and location), the potential cost of works during AA5 
is significantly greater than the proposed proactive turbine control system upgrade program if 
widespread asset failure arises. 

Should asset failure be lower than expected, though the overall cost of a reactive compressor 
station may be less than forecast, the upgrade program identified in the AMP would not be 
delivered in full. The program identified in the AMP is the prudent level of activity required to 
manage the integrity and reliability/performance risk associated with compressor package 
control systems. Therefore all the risks identified would not be addressed. 

Neither of these outcomes are tolerable for us and our customers. An entirely reactive ‘replace 
on failure’ approach to managing turbine control systems is not consistent with good asset 
management practice, and therefore not consistent with NGR 79(1)(a).  

1.6.2.1 Achievement of objectives 

This option would address only the assets which have actually failed, with a focus on returning 
them to being operational as quickly as possible, rather than proactively managing and planning 
for them. This option does not align with our vision objectives. 

Delivering for customers in terms of public safety and reliability as unit control is not a “plug 
and play” replacement, rather it requires significant engineering investment in the design and 
build of hardware. Hardware is not “off the shelf” and is built overseas and is shipped, with 
installation taking a minimum of four weeks.  

Our objective of being a good employer would not be met as a reactive program would require 
additional unplanned remote travel to be incurred and potentially that some compressor units 
are manned or ‘manually’ operated. Further, reactive replacement is not consistent with good 
asset management practice and is not sustainably cost efficient. 
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Any arbitrary increase in volume of replacement activity for these assets might result in the 
generation of unnecessary additional expense, and major interruption to the availability of 
compressor units to meet customer demand. The useful economic life of 18 years is used as 
the guide for replacement, and then replacement is planned around criticality of units and other 
operational requirements to ensure deliverability of the replacements with minimal impact to 
customer supply. While we aim to achieve the full 18-year estimated life, deliverability and 
operational considerations may override this. 

Failure to proactively plan replacements for the turbine unit control systems might result in 
catastrophic failure of an asset which would result in capacity compromise and potential for 
curtailment to the customer and associated financial penalty for failure to deliver as per 
contractual commitments.  

1.8.1.1 Consistency with the National Gas Rules 

Rule 79(2) 

Turbine unit control systems provide critical safety and control functions for effective 
compressor station operation. Their replacement and upgrade, in line with manufacturer 
specifications and obsolete equipment, maintains the safety and integrity of our transportation 
services and is therefore consistent with NGR 79(2)(c)(i) and (ii). 

Rule 79(1) 

The option is also consistent with the requirements of Rule 79(1) of the National Gas Rules, 
specifically we consider that the capital expenditure is: 

 Prudent – The project is based on the replacement of an existing asset which has arrived 
at the end of its useful life, specifically the control system is obsolete, no longer supported 
by the manufacturer and spare parts are not readily available. The history of failures for the 
CS4/3 control system demonstrates the deterioration of these assets as they approach 
twenty years in service. The proposed expenditure can therefore be seen to be of a nature 
that would be incurred by a prudent service provider.  

 Efficient – The forecast expenditure is based on the actual unit replacement cost incurred 
in the replacement of similar unit control system in AA4. The OEM-provided equipment will 
be purchased in bulk where possible under existing contracts to ensure optimised unit 
pricing and minimised foreign exchange exposure and/or the need for multiple engineering 
design engagements also. The proposed expenditure can therefore be considered consistent 
with the expenditure that a prudent service provider acting efficiently would incur.  

 Consistent with accepted and good industry practice – The proposed project follows good 
industry practice of aligning replacement activity with commitments embedded within the 
AMP and manufacturer’s recommendations therefore the proposed capital expenditure is 
such as would be incurred by a prudent service provider acting efficiently, in accordance 
with accepted good industry practice.  

 To achieve the lowest sustainable cost of delivering pipeline services – The sustainable 
delivery of services includes reducing risks to as low as reasonably practicable and 
maintaining reliability of supply, whilst achieving the lowest sustainable costs by undertaking 
the replacement program in a proactive, planned and scheduled manner with the most 
appropriate volume of activity based on useful life and in line with manufacturer’s guidance 
and associated support. 
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Appendix A – Risk assessment 

Figure 0.3: Summary of Compressor Package Controls risk assessment  
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This location was selected by SECWA to locate all of its Gas Distribution (now acquired by ATCO) 
and Transmission Lines Division (now operated by Western Power) adjacent to each other 
before privatisation. 

The Jandakot Site Redevelopment is a new project, with expenditure estimated to be incurred 
in 2024 and 2025.  

Figure 0.1: Jandakot Depot Aerial View 

 

While it has undergone minor and ad hoc modifications over time to incrementally increase the 
capacity and improve the facilities, it is considered that further incremental improvements will 
not be sufficient to appropriately accommodate staff, vehicles or materials without a 
deterioration in the safety of staff, work flow management within the facilities and ongoing 
efficiencies of the facility’s functionality to meet ongoing business requirements including 
improved training facilities.  

Over the past 10 years a further $0.25 million in capital expenditure has occurred, specifically 
for the construction of a demountable building in 2017. It is expected that the ongoing costs of 
maintaining the facility will increase, as is typical with ageing buildings, with no corresponding 
improvement in the work environment. 

Security has been a major issue in AA4 with several break in due to the substandard security 
protection measures currently in place within the facility. It is outdated and requires significant 
reinforcement particularly as this is the DBNGP’s DR site and contains its back up control room. 
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and functions mean that the accommodation and warehouse facilities are now beyond their 
capacity, resulting in increasing work place health and safety issues, security risks and stock 
loss and growing safety incident risk as work patterns and work flows have changed and 
increased over time.  

The facilities have a substandard training facility that houses the operational staff every 11 days 
for meetings and regular training events, and substandard security for the backup control room 
and DR facilities. Additionally, there is inadequate space in the office environments to house 
staff which impacts on the ability to manage a safe workplace. If there is to be incremental 
growth then the Jandakot facility is at full capacity and limits the amount of transient staff at 
any one time. 

The following sections describe the issues associated with each function. 

1.4.2.1 Asbestos management 

The site contains asbestos and the risk of exposure is increasing, with a number of incidents 
arising in recent years in relation to the asbestos cable pit and the incinerator. Due to the age 
of the facility and the extent of asbestos present throughout the site, some of which was 
removed in 2017, there is a need to undertake significant remediation works in order to 
decontaminate the site completely.  

While this work could be undertaken without a complete redevelopment of the site, the likely 
cost of removal, disposal and repair of the existing facility is estimated to be $0.05 million yet 
there will be no improvement in the site’s functionality, traffic safety or other factors, thereby 
earning a poor cost/benefit analysis. 

1.4.2.2 Office space 

The current office space does not appropriately accommodate the 65 existing staff numbers 
and 55 transient staff. The staff are housed in deteriorating transportable building and 
converted past electrical/mechanical workshops that do not have adequate space for their 
duties. The current total office floor area is 1,185sqm. The total area is between four buildings 
and is to house 65 permanent staff, 55 transient staff, office equipment, meeting rooms and a 
reception area. 

The current office space further fails to meet the existing and future needs and expectations of 
staff, contractors and visitors due to shortcomings which relate to: 

 Safety and wellbeing; 

 Training and development; and 

 Adequate space for meeting rooms, equipment storage and testing, and additional functions 
(like our “Zero harm” business function) in line with newer practices.  

1.4.2.3 Warehousing 

The current warehousing of inventory is through a combination of a purpose built shed, 
temporary domes and open lay down areas.  Figure 0.3 provides an example of the existing 
warehouse facility.  

The warehousing is a combination of emergency spares required for the pipeline, repairable 
items and consumable spares which have long lead times that can’t be sourced locally. The 
balance of this storage method is reviewed annually with a view to continuously improve our 
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1.4.2.4 Vehicle management 

One of the primary drivers for the Jandakot Site Redevelopment is the risk mitigation strategy 
for existing safety and well-being risks facing employees, contractors and visitors.  

Jandakot traffic consists of at least 20 movements per day of: 

 heavy vehicles for logistics and transport;, 

 service vehicles with vehicle storage requirements for light and heavy vehicles and mobile 
plant; and 

 light vehicles for staff and visitors. 

Current traffic ingress and egress represent an identified safety risk which we do not consider 
tolerable as it exposes pedestrians to high levels of risk. All changes to traffic flow, management 
and control have been identified and ALARP practices with the existing site layout have been 
put in place. To address the risk requires re-engineering of the whole site vehicle movements, 
which includes offices, people, traffic movements, parking and vehicle requirements.  

A long-term plan detailing office locations, staff parking, logistics deliveries and storage, light 
and heavy vehicle movements and vehicle and mobile plant storage all need to be identified so 
that the best solution can be developed. Proposed concept designs are included at Figure 0.4. 

1.4.2.5 Training and Meeting Facilities 

We have an extensive training program coordinated by our in-house training and development 
team. Employees and contractors receive all mandatory training required of their role to ensure 
our strict safety requirements are met. Additionally, training that is identified as necessary for 
the employee’s role, current capabilities and skills requirements will then be arranged as part 
of an individual development plan. 

The training facilities available to employees and contractors in Jandakot are limited to: 

 An existing transportable building with limited digital media systems, and 

 The workshops that facilitate hands-on training on specialised equipment. 

Jandakot has several small and medium sized meeting rooms, two of which are equipped with 
digital media systems. However, the current facilities are insufficient to accommodate training 
for the Transmission Operation division, or to hold large staff sessions that are held on a regular 
basis. 

A purpose built facility that would satisfy meeting and training requirements would be included 
in the development project that would allow for catering for large staff meetings and be able 
to be divided into smaller meeting rooms as required.  

It would also be set up to train our people in specific Transmission Pipeline skills that are not 
found anywhere else. Conducting training this way ensures our staff have relevant materials 
and equipment for education purposes, improves the utilisation of staff time and reduces the 
costs associated with training and travel. 

1.4.2.6 Backup Control Room 

The DBNGP back up control room is located in Jandakot Facility. This control room uses a SCADA 
system to monitor and control the pipeline operation, and the collection and storage of pipeline 
data required for the physical and commercial operation.  
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Hazard Report Summary 

 

 

Incident Report Summary 
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 January 2023 - Engage with staff to gather ideas and suggestions on operational 
requirements and functional/aesthetic requests for the redevelopment; 

 May 2023 – Finalise design; 

 June 2023 - Issue Request for Tender for the construction of the redevelopment; 

 September 2023 – Award contract following competitive tender process; 

 December 2023 – Design complete, approvals obtained and early works commence; 

 February 2024 – Commence relocating staff from Jandakot to facilitate construction works 

to commence; and 

 June 2025 – Redevelopment complete and facility fully operational. 

1.5 Risk Assessment 

Risk management is a constant cycle of analysis, treatment, monitoring, reporting and then 
identifying once again, as shown below in Figure 0.5, with a commitment to balance outcomes 
sought with delivery and cost implications considered and assessed.  

Figure 0.5: Risk management principles  

 

Our risk assessment approach focuses on understanding the potential severity of failure events 
associated with each asset and the likelihood that the event will occur.  

Based on these two key inputs, the risk assessment and derived risk rating then guides the 
actions and activities required to ensure safety and compliance are not compromised, while 
delivery of this outcome is done as efficiently and effectively as possible. 

The risk rating assesses the consequence and likelihood of the risk. 

The risk of an event associated with failure of an asset is rated based on the combined effect 
of the consequence and likelihood rating to provide an overall risk rating. This risk rating guides 
the risk management and mitigation activities and facilitates prioritisation. 

Our Operational Risk Framework is based on AS/NZS 2885 and requires all identified risks 
ranked as intermediate or above to be addressed. For risks ranked as high we must ‘Moderate 
the threat, the frequency or the consequence to reduce the risk rank to intermediate or lower’.  





ATTACHMENT 8.5 – CAPEX BUSINESS CASES 

 

DBP 2021-2025 FINAL PLAN JANUARY 2020        191 

 

 People - Failure to meet today’s modern office requirements which include adequate space 
allocated for certain staff areas, thermal comfort, noise control, privacy, concentration, 
social and spatial comfort. The current office environment exposes employees to excessive 
noise, distractions, temperature variations and lack of privacy. Further, there are risks to 
employees, contractors and visitors due to the current traffic flow. There is potential for a 
vehicle incident resulting in an increased frequency or severity of a safety incident, noting 
that safety incidents currently account for 14% of reported safety incidents at Jandakot.  

 Outrage – The risk to our reputation of not providing office accommodation that meets the 
expectations the public have of a good employer.  

 Supply – We currently rely on our spares holding for the majority of repairs and 
maintenance work in order to continue to provide 100% service reliability. Continued risk 
of loss to the required spares jeopardises our ability to continue with this supply standard, 
particularly in consideration of the ageing nature of its assets, which result in increasing 
reactive repairs and maintenance (hence ready access to spares stored at Jandakot).  

1.6 Options Considered 

Alternative options for the redevelopment of the Jandakot facility for the AA5 period which have 
been considered are: 

 Option 1 – Continue to take a reactive approach to addressing issues with the facility as 
they arise;   

 Option 2 – Redevelop facilities on existing site;  

 Option 3 – Lease a new fit-for-purpose facility;  

 Option 4 – Build new facilities at different location; and 

 Option 5 – Staged redevelopment over longer period. 

1.6.1 Option 1 – Continue to take a reactive approach to addressing 
issues with the facility as they arise 

Under this option minor ongoing repairs and maintenance would continue on a reactive 
(corrective) basis, and compliance with both WorkSafe and City of Cockburn environmental 
requirements may not be met. Given the ongoing degradation of facilities, the annual costs of 
maintaining the site and addressing issues is expected to increase considerably. Further, there 
is no ability to increase the capacity of the facility or reduce the safety risk arising from 
increasing movement of vehicles, machinery and people around the site. The working conditions 
for staff would continue to deteriorate, training of employees and contractors would need to 
occur off site, and accommodation would need to be sourced all of which incur additional opex. 

1.6.1.1 Achievement of objectives 

Table 1.8 outlines how this option will support the achievement of our vision objectives in AA5. 

  

















ATTACHMENT 8.5 – CAPEX BUSINESS CASES 

 

DBP 2021-2025 FINAL PLAN JANUARY 2020        199 

 

 Improving the surety that all materials stored for pipeline maintenance and/or repairs are 
available and in good condition (without risk of theft or weather damage) and can be used 
safety consistent with the intended use. 

 Improving the safety for all staff and contractors through improved ingress and egress 
conditions on site, enabling the overall supply chain of services (which includes 
transportation and storage of materials and provision of office facilities for field crew) to be 
safer, more efficient and more reliable. 

Rule 79(1) 

The option is consistent with Rule 79(1)(a), to achieve the lowest sustainable cost of providing 
services. Consistent with the requirements of Rule 79 of the National Gas Rules, we consider 
that the capital expenditure is: 

 Prudent – The expenditure is necessary in order to address the identified safety concerns 
as soon as reasonably possible. The project is also based on the replacement of an existing 
asset which has arrived at the end of its useful economic life. The proposed expenditure 
can therefore be seen to be of a nature that would be incurred by a prudent service provider. 

 Efficient – The forecast expenditure is based on an estimate only. A formal procurement 
process will be undertaken once in principle support of the strategic intent is secured, which 
will ensure efficient prices are offered based on a competitive tender process. The proposed 
expenditure can therefore be considered consistent with the expenditure that a prudent 
service provider acting efficiently would incur.  

 Consistent with accepted and good industry practice – The proposed project involves 
providing a work environment to employees, contractors and visitors which is safe from 
harm, and which is justified on the basis of a positive NPV. It also follows good industry 
practice and design specifications for comparable utilities  and for employers of choice who 
offer contemporary work spaces , therefore the proposed capital expenditure is such as 
would be incurred by a prudent service provider acting efficiently, in accordance with 
accepted good industry practice.  

 To achieve the lowest sustainable cost of delivering pipeline services – The 
sustainable delivery of services includes reducing risks to as low as reasonably practicable 
and maintaining reliability of supply, whilst achieving the lowest sustainable costs by 
undertaking the redevelopment in one project (not staged as per Option 4).  

1.8.2 Estimating efficient costs 

Each of the options considered have required estimates as detailed in the paper for: 

 Capital costs associated with design and build of facilities; 

 Ongoing operating and maintenance costs; 

 Estimate of lease costs; 

 Estimate of re-location and disruption costs; 

 Estimate of the sale price for the Jandakot site and associated sale costs; and 

 Estimate of the sale price of an alternative property including stamp duty. 
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Appendix A – Risk Assessment 

Figure 0.7: Summary of Jandakot Redevelopment risk assessment 
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Standard end of life replacement of the Cisco firewall and server is also forecast for AA5 along 
with annual patching for Maximo. 

1.3.1 Development of program 

The need to appropriately maintain OT systems (and associated hardware and software) is a 
priority activity for us to support the safe and reliable operations and control of the DBNGP. 

1.3.1.1 DMZ Upgrade 

The DMZ (demilitarised zone) is a security solution used to create a perimeter, to ensure there 
is appropriate separation and control between the OT systems and environment that are integral 
to the safe and reliable operations of the DBNGP and other IT systems and environment 
(including the internet).  

The DMZ is independently audited each year and regular upgrades are required to ensure the 
environment remains robust. DMZ is the key system that separates the SCADA operational 
systems from the corporate systems and is essential for maintaining system based security 
within our business. 

Maintaining security and serviceability requirements requires ongoing upgrades to firewalls and 
monitoring applications to ensure they fall within normal limits. 

The DMZ upgrade project will include: 

 Security driven upgrades in 2021 and 2024 associated with upgraded firewalls and 
monitoring application to fall within normal service levels; 

 Ongoing serviceability of security software including monitoring and patching 
requirements in 2022, 2023 and 2025; and 

 Extending and upgrading hardware firewall and routing equipment in 2024 to allow 
continued security defences. 

1.3.1.2 Maximo patching, upgrade and data re-configuration  

Maximo is the computerised maintenance management system and is used to plan and record 
both planned and corrective maintenance activities. Maximo is an IBM system and needs to be 
upgraded regularly in line with IBM guidelines, to remove bugs, latest maintenance 
management practices/methodology are embedded and that reliability and resilience of the 
system and its performance is not compromised.  

IBM regularly releases updates and patches to its Maximo software which we apply annually.  

In addition to the standard maintenance investment for Maximo, in AA5, we will also complete 
our Maximo Business Process Redesign project which will realign asset and maintenance activity 
structures in Maximo with our AMPs, introducing additional functionality to track critical safety 
elements. 

The Maximo Business Process Redesign project began in 2019 and is forecast for completion in 
2021. With this project, data capture will change to better reflect data reporting requirements, 
so Asset Managers and Maintenance Managers will be able to review costs and budgets at a 
micro or macro level, with improved transparency and alignment within and across financial 
periods.  

This Maximo re-configuration project specifically includes: 

 Replacement of the instrument index and back fill asset data into the new hierarchy; 
 Re-work asset management plans to align completely with the Maximo structure; and 
 Alignment of internal KPIs target with newly available data. 
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1.8 Proposed solution 

1.8.1 Why are we proposing this solution? 

The recommended option is Option 2 – undertake replacements consistent with the AMP as 
required to appropriately mitigate the risk identified under our Operational Risk Framework, 
and manage the OT assets consistent with asset management principles and the relevant 
manufacturers’ specification. Option 2 also provides for full and effective implementation of the 
Maximo upgrades and process improvement initiative that commenced in AA4, as well as 
upgrades to DMZ so that it continues to receive vendor support and provides accurate and 
reliable reporting to customers and the AEMO. 

Running the assets to failure as per option 1, or deferring essential maintenance activities until 
AA6 as per option 3 is likely to result in catastrophic failure of an asset which gives rise to 
significant additional costs and have a significant impact on the service provided to customers. 
It could also give rise to penalties and reputational impact should a failure result in an inability 
to meet customer expectations.  

Options 1 and 3 are not considered viable due to the high risks related to inaccuracy of asset 
information in Maximo and lack of separation and control of systems in DMZ. Not only would 
these risks place us at risk of losing our licence to operate, it would cause significant reputational 
damage and potentially result in curtailment of service where system inaccuracy or unreliability 
is extreme. 

1.8.1.1 Consistency with the National Gas Rules 

Rule 79(2) 

 The option is consistent with Rule 79(2)(c)(ii) as the capex is necessary to maintain the 

integrity of services, specifically by: 

 Maintaining good industry practice in relation to Maximo and DMZ reliability and 
accuracy, thereby ensuring that our systems and data accuracy provide the reliability 
required to ensure safe and reliable supply. 

Rule 79(1) 

The option is consistent with Rule 79(1)(a), to achieve the lowest sustainable cost of providing 
services. Consistent with the requirements of Rule 79 of the National Gas Rules, we consider 
that the capital expenditure is: 

 Prudent – The expenditure is necessary in order to address the identified ongoing 
operational requirements of the OT tools. The proposed expenditure can therefore be 
seen to be of a nature that would be incurred by a prudent service provider. 

 Efficient – For OT projects where they are business as usual activities (patching, end 
of life replacement and ongoing maintenance), historical actuals are used as the basis 
for future forecasts. For upgrades, forecast expenditure is guided by manufacturer’s 
guidance on cost. For once off initiatives, forecast expenditure is based on commercially 
negotiated rates secured in line with our Procurement Policy and Purchasing Procedure. 
The proposed expenditure can therefore be considered consistent with the expenditure 
that a prudent service provider acting efficiently would incur.  
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Appendix A – Risk Assessment 

Figure 0.3: Summary of Maximo and DMZ risk assessment   
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Therefore, the Safety Case provides detailed descriptions of systems and processes that have 
been established and employed to ensure safe operation from every aspect, with a focus on 
management of threats that could lead to a Major Accident Event (MAE – events with multiple 
fatality potential).  This information is presented in three key sections of the Safety Case 
covering: 

 physical safeguards incorporated in the design based on standards, codes and hazards 
identified; 

 key hazards and threats that have been identified from the Formal Safety Assessment (FSA); 
and  

 systems, policies and procedures in place to ensure effectiveness of safeguards as well as 
management of residual risks. 

During its operation, the DBNGP is exposed to changes, some of which can have a significant 
impact on the risk levels, effectiveness of safeguards or introduction of new hazards.  Such 
changes could include changes to land use around the pipeline, condition of asset, changes in 
technology, changes in regulatory requirements, changes in customer requirements and 
changes in work practices or processes.   

To provide continued assurance of safe operation, the Safety Case is required to be current and 
as such, MOSOPO Regulations require a comprehensive review and submission of a revised 
Safety Case on a 5 yearly basis. 

In addition, AS 2885, compliance with which is a condition of the DBNGP pipeline licences and 
a requirement of the Safety Case itself, requires a review of safety management study at a 
period not exceeding 5 years.  Safety management studies conducted for the DBNGP make up 
the key component of the Formal Safety Assessment for systematic identification of hazards 
and control of their risks. 

The current Safety Case was accepted by the Minister via DMIRS in November 2016.  Therefore, 
We are required to submit a revised safety case no later than November 2021.   

This business case covers the next 5 yearly review of the Safety Case which will: 

 analyse changes that have occurred that impact on the safety of the pipeline as well as 
safety of people, and confirm that the risks are continued to be controlled to ALARP, 
ensuring no significant new risks from those changes that have not been assessed; 

 review technical inspections that have occurred as part of the assessment of remaining life 

review as required by AS 2885; 

 collectively update all non-significant changes that previously did not require a revision of 
the Safety Case to reflect the current practice; and 

 redemonstrate that risks associated with the safety of the pipeline and safety of people from 
the pipeline operation are at an acceptable level and ALARP. 

As part of providing assurance, the revision scope will also include an audit to verify the 
existence and evaluate the effectiveness of controls for management of hazards to ALARP.  This 
is a critical aspect of the Safety Case submission process to verify the truthfulness of the 
document. 
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Figure 0.1: Risk management principles  

 

Our risk assessment approach focuses on understanding the potential severity of failure events 
associated with each asset and the likelihood that the event will occur.  

Based on these two key inputs, the risk assessment and derived risk rating then guides the 
actions and activities required to ensure safety and compliance are not compromised, while 
delivery of this outcome is done as efficiently and effectively as possible. 

The risk rating assesses the consequence and likelihood of the risk. 

The risk of an event associated with failure of an asset is rated based on the combined effect 
of the consequence and likelihood rating to provide an overall risk rating. This risk rating guides 
the risk management and mitigation activities and facilitates prioritisation. 

Our Operational Risk Framework is based on AS/NZS 2885 and requires all identified risks 
ranked as intermediate or above to be addressed. For risks ranked as high we must ‘Moderate 
the threat, the frequency or the consequence to reduce the risk rank to intermediate or lower’.  

The overall risk rating of Safety Case Revisions is outlined in Figure 0.2. As displayed, there are 
two high risks and four negligible risks associated with the Safety Case revisions. This results 
in an overall high risk rating in an untreated scenario. 
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Appendix A – Risk Assessment 

Figure 0.3: Summary of Safety Case Revisions risk assessment 
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review and revisions with 

internal resources

Major Remote INTERMEDIATE 25 Trivial Hypothetical NEGLIGIBLE 1 Trivial Hypothetical NEGLIGIBLE 1 Major Remote INTERMEDIATE 25 Trivial Hypothetical NEGLIGIBLE 1 Trivial Hypothetical NEGLIGIBLE 1 54

Option 2 - Undertake the 

5 yearly Safety Case 

review and revisions with 

external resources

Major Unlikely HIGH 125 Trivial Hypothetical NEGLIGIBLE 1 Trivial Hypothetical NEGLIGIBLE 1 Major Unlikely HIGH 125 Trivial Hypothetical NEGLIGIBLE 1 Trivial Hypothetical NEGLIGIBLE 1 254

DBP People Environmental Outrage Asset Damage Loss of Supply
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As part of the asset management risk assessments, risk levels are determined for different asset 
classes and criticality of controls analysed based on the significance of risk reduction provided 
by the risk controls. 

Meter stations are located at inlet and outlet facilities. They include gas measurement and 
associated equipment to meet the gas delivery requirements as specified by Standard Shipper 
Contracts, Reference Service Contracts, relevant legislation, regulatory instruments and 
Australian Standards. Gas outlet and bi-directional (inlet and outlet) meter stations are normally 
located on the DBNGP easement or lateral easement immediately prior to the custody transfer 
point of the transported gas.  

Gas metering facilities are also at the ten compressor stations along the DBNGP and at Kwinana 
Junction. These metering facilities are designed primarily to accurately measure the gas use at 
the compressor stations as well as mainline and compressor unit gas flows. 

Typically, metering facilities contain the following equipment: 

 remote isolation valves;  
 gas filtration; 
 flow meter; 
 flow computer and access to gas chromatograph data; 
 pressure control system; 

 temperature control system including heaters; 
 odorant injection; 
 instrumentation; 
 communication system; 
 power supply (AC, DC and batteries); and 
 compound fence, security and earthing. 

It is a requirement to maintain meter stations appropriately in order to conform to our Shipper 
Standard Contracts and relevant Australian Standards (including AS2885, AS3000 and AS60079). 
Furthermore, each facility is bound by a unique set of compliance requirements for safety (as 
captured by the DBNGP Safety Case), gas specification (odorant content, gas quality, gas 
pressure, gas temperature) and gas measurement systems (measurement uncertainty and data 
quality).  

All meter station equipment is relied upon to deliver gas at our agreed contractual standard 
reliability (98% uptime) and with tolerable levels of risk as calculated using A hazard and 
operability studies (HAZOP), hazard identification studies (HAZID) and other our formal risk 
assessment methods.   

Meter station accuracy is critical to ensure all billing data is accurate and reliable, thereby being 
consistent with good industry practice and customer expectations.  

Metering equipment is categorised as: 

 gas measurement equipment; 
 pressure and flow control; 
 gas heating; 
 odorant facilities; 
 programmable logic controllers (PLC); 

 tools and test equipment; or 
 systems and compliance. 
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Six areas are considered for each type of risk: 

1. DBP – corporate/financial risk; 

2. People – safety risk to the public and employees; 

3. Environmental – risk of adverse impact on environment/local ecosystems; 

4. Reputation/Outrage – risk of customer anger and DBP reputational damage; 

5. Asset Damage – dollar impact on assets; and 

6. Supply – risk of supply interruption to customers. 

Meter stations initiatives have been split into two categories for risk assessment: 

1. those related to the integrity of meter stations; and  

2. those related to the reliability and performance of meter stations. 

The overall risk rating of managing and maintaining the integrity and the reliability and 
performance of meter stations in line with relevant AMPs is outlined in the following sections. 

1.5.1 Integrity 

The integrity risk rating associated with meter stations is presented in Figure 0.2. If the risk 
remains untreated, of the six risk areas, two are rated high risk and three are rated intermediate 
risks. As a result, the meter station integrity-driven initiatives are ranked high risk and high 
priority. 
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 DBP – meter stations reliability/performance driven initiatives do not pose a threat to the 
effective operation of the DBNGP, but do expose customers to unacceptable cost 
consequences through inaccurate metering leading to ‘underbilling’ as well as non-
compliance issues in terms of inaccurate data sent to market. 

1.6 Options considered 

Different options have been considered to ensure meter station facilities continue to function 
safely, reliably and accurately. The options are: 

 Option 1 - Maintain the volume of activity and expenditure levels undertaken during the AA4 

period; 

 Option 2 - Move to a replacement on failure policy for all meter station assets; and 

 Option 3 - Deliver the volume and activities that AMP has identified as required,  applying 
good asset management practice, and adopting emerging techniques/technologies where 
appropriate (this is the recommended option). 

The options are discussed in the following sections. 

1.6.1 Option 1 – Maintain the volume of activity and expenditure 
levels undertaken during the AA4 period  

With this option, the volume of metering equipment replacement, upgrade and overhauls would 
be based on comparable expenditure and activities delivered in the AA4 period.  

The total expenditure was $25.7 million over the AA4 period, and the works delivered within 
this budgeted allowance would be based on a prioritised set of activities as per the AMP as well 
as any necessary reactive works throughout the period. 

1.6.1.1 Achievement of objectives 

This option would provide for sufficient meter station upgrades, replacements and overhauls to 
ensure the ongoing performance of meter stations. The additional expenditure allowance would 
enable more upgrades to be delivered during the AA5 period than have been identified in the 
AMP, and would allow DBP to bring some future works forward from AA6 and beyond. 

However, maintaining a level of expenditure that is above and beyond what is required to 
manage the high and intermediate risks associated with metering assets over the next five 
years, would not be consistent with the actions of a prudent asset manager seeking to efficiently 
minimise costs. DBP is aware of the impact of its capital expenditure requirements on haulage 
tariffs and does seek to pass through unnecessary costs to customers. 

Further, given there are other areas of our overall capital works program that require an 
expenditure increase in AA5 compared to AA4 (such as compressor stations and main line 
valves), it would be prudent to offset AA5 increases elsewhere with a decrease in the meter 
stations program. DBP therefore considers, based on the latest information at the time of 
preparing this business case, that maintaining the AA4 level of expenditure is on meter stations 
is not justified. 

Table 0.7 summarises how Option 1 will support the achievement of our vision objectives in 
AA5. 
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1.6.2 Option 2 – Move to a replacement on failure policy for all meter 
station assets  

With this option, the volume of replacement undertaken in AA5 would be directly driven by the 
number of breakages/outages experienced on these meter assets, with a reactive rather than 
proactive approach to the investment in assets. The rate of required repairs would increase as 
the volume of activity and failures increase. 

While it is not possible to predict with accuracy the number of failures that will occur over the 
next five years, given the age and condition of assets approaching their end of life during the 
AA5 period, the likelihood of failure is expected to be higher than during AA4 if not treated 
proactively. Given the typically higher cost of reactive replacement compared with proactive 
replacement (potentially two to five times higher per asset depending on asset type and 
location), the potential cost of works during AA5 is significantly greater than the proposed works 
program if widespread asset failure arises. 

Should asset failure be lower than expected, while the overall cost of reactive works may be 
less than forecast, the ongoing meter station works program identified in the AMP would not 
be delivered in full. The works program identified in the AMP is the prudent level of activity 
required to manage the integrity and reliability/performance risk associated with meter stations. 
Therefore, all the high and intermediate risks identified would not be addressed until reactive 
replacement of capital assets was completed. 

Neither of these outcomes are tolerable for DBP or customers. An entirely reactive ‘replace on 
failure’ approach to managing metersets is not consistent with good asset management practice, 
and therefore not consistent with NGR 79(1)(a).  

A replace on failure strategy is also not prudent for our customers, who value current levels of 
safety and reliability, as well as the accuracy and timeliness with which DBP provides data for 
billing. Therefore, as a prudent asset manager, DBP would not recommend moving to a 
replacement on failure policy for the DBNGP metersets. 

1.6.2.1 Achievement of objectives 

Metering assets are critical to the safe, reliable and accurate delivery of gas from producers into 
the DBNGP at inlet points, to customer outlet points as well as other pipelines and the gas 
distribution network in Perth.  

The option to move to a replacement on failure policy for all metering assets would significantly 
impact supply, billing, our compliance with its contractual and regulatory obligations, and would 
negatively impact our transmission operations workforce (in terms of health and safety and 
efficient utilisation). It would therefore not meet our objectives of delivering for customers, 
being a good employer and being sustainably cost efficient.  

Further, a failure to inject odorant at the right level of dosage would lead to safety consequences 
with customers and the level of gas detection by smell as required under the Gas Standards Act 
and Regulations.  

This approach will also cause non-compliance to the required standards AS60079, AS3000 and 
AS2885. 

Failure of pipe work and other pressure containing equipment (heaters, filters) could lead to 
catastrophic failures, potential major asset damage and loss of life. 
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Figure 0.5: Our capex plan development process 

 

Failure to proactively plan for the management and maintenance of the meter stations  assets 
could result in catastrophic failure of an asset which would result in loss of through-put, 
excessive operating expenditure and impact on reliability and the ability to meet contractual 
obligations. 

1.8.1.1 Consistency with the National Gas Rules 

Rule 79(2) 

Undertaking proactive replacement and upgrades at meter stations is necessary to maintain the 
safety of services (e.g. pressure regulating and over-pressure protection equipment), maintain 
the integrity of services (e.g. earthing and telemetry replacements, piping repairs) and to 
comply with regulatory obligations (e.g. meter replacements and refurbishments). Therefore, 
this capex is consistent with NGR 79(2)(c)(i) to (iii). 

Rule 79(1) 

The proactive replacement and refurbishment of meter stations assets is consistent with the 
requirements of NGR 79(1)(a), Specifically, we  consider that the capital expenditure is: 

 Prudent – the expenditure is necessary in order to deliver gas safely and reliably to 
customer outlet points, as well as to ensure accurate measurement and billing of 
services occurs. The proposed expenditure can therefore be seen to be of a nature that 
would be incurred by a prudent service provider. 

 Efficient – the forecast expenditure is based on historical average actuals and tender 
contract values. The proposed expenditure can therefore be considered consistent with 
the expenditure that a prudent service provider acting efficiently would incur.  

 Consistent with accepted and good industry practice – the proposed expenditure 
follows good industry practice by ensuring that critical infrastructure is maintained within 
its useful life and to current technological standards, therefore the proposed capital 
expenditure is such as would be incurred by a prudent service provider acting efficiently, 
in accordance with accepted good industry practice.  
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 To achieve the lowest sustainable cost of delivering pipeline services – The 
sustainable delivery of services includes reducing risks to as low as reasonably 
practicable and maintaining reliability of supply, whilst achieving the lowest sustainable 
costs by undertaking the works in line with the relevant useful life and adopting proven 
new and emerging technologies and techniques that reduce long-term costs. 

1.8.2 Estimating the efficient costs 

As noted in the ‘Final Plan Attachment 8.7 Cost Estimation Methodology 2021-2025’, the unit 
rates used for all projects managed within this program of include the internal labour, external 
labour and materials/other costs forecast. 

Where possible, the unit rate used to determine the cost of the program in AA5 is based on a 
three-year average actual cost incurred by us in AA4.  

Where this has not been possible, due to infrequent or new activities identified for AA5, these 
activities have been estimated based on the historical cost of the same or similar program of 
work. These programs include replacing assets at the end of their useful life or what is referred 
to as ‘one off’ activities, which are expected to be required in the AA5 period but have not been 
required in the past and are not expected to be required in to the future (for example, the 
design change to cater for over pressure protection and the establishing of the infrastructure 
to accommodate the new odorant injection system).  

The cost of these activities would usually be determined through a competitive tender process. 
Where a competitive tender has not yet occurred, the associated cost is estimated in two ways: 

3. where the work is sufficiently comparable to other work – the most recent historical 
average unit rate or actual cost and matched to similar locations where the program is 
delivered externally; and 

4. where the work is unique or greater than $5 million – an estimate is developed based 
on internal estimates from different engineering disciplines or from external engineering 
specialists.    

Specialist engineering disciplines, procurement and construction management (EPCM) activities 
are provided utilising internal resources, supplemented by external specialist input as required.  

Key assumptions which have been made in the cost estimation for the meter stations include: 

 cost based on historical expenditure noting that these works are not new; 
 estimates derived from contractual rates of vendors to be utilised; 
 resource cost based on other similar projects ongoing at present or in previous AA 

periods; and 
 original equipment manufacturer contractual rates for spares and labour that are part 

of our services agreements. 

Table 0.14 summarises meter stations capex by cost type. Table 0.15 shows the escalation 
applied to dollars of December 2020 and includes labour cost escalation of 0.69% per annum. 
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Appendix A – Risk assessment 

Figure 0.6: Summary risk assessment 

DBP People Environmental Outrage Asset Damage Loss of Supply
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Untreated/ inherent risk Major Unlikely HIGH 125 Catastrophic Remote HIGH 125 Minor Remote NEGLIGIBLE 1 Severe Unlikely INTERMEDIATE 25 Severe Unlikely INTERMEDIATE 25 Severe Unlikely INTERMEDIATE 25 326

Maintain AA4 volume of 

activity and expenditure 
Major Unlikely HIGH 125 Catastrophic Hypothetical INTERMEDIATE 25 Minor Remote NEGLIGIBLE 1 Severe Unlikely INTERMEDIATE 25 Severe Unlikely INTERMEDIATE 25 Severe Unlikely INTERMEDIATE 25 226
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failure policy for all Meter 
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Major Remote INTERMEDIATE 25 Catastrophic Remote HIGH 125 Minor Remote NEGLIGIBLE 1 Severe Remote LOW 5 Severe Remote LOW 5 Severe Remote LOW 5 166
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 Calibration equipment – specialised equipment to calibrate field equipment; 
 Electronic testing equipment – as above but electronic test kits; 

 Noise measurement equipment – tools to measure noise and vibration related noise 
from operating equipment; 

 GPS trackers for GIS – GPS units that are used to accurately locate features on the 
pipeline and transmit to our GIS database; 

 Portable Cathodic Protection (CP) Transformer Rectifier Unit (TRU) – a CP injection unit 
that is portable and used in detailed CP investigations; 

 CP data loggers – loggers used to collect CP data during surveys and detailed 
investigations; and 

 Process simulation software – used for modelling and process simulation activities. 

1.3.2 TOM Tools 

TOM Tools include the Mainline, Facilities and Field Technical and Services and Operations 
groups. Similar to TAM Tools, these need to be inspected in line with AMP requirements and 
replaced consistent with OEM specifications, technology changes and due to normal wear and 
tear. TOM tools typically include: 

 A frames for turbine package removal; 
 Pallecon Transport Units; 
 Pancake Type Gearbox; 
 Turbines electrical test kit; 
 Turbine Oil kidney filtration cart; 
 Walkie stackers for CS5 & CS8 bulk sheds; 
 Manual lifts for CS7 & CS8 aftercoolers; 
 ZU4-Series Hydraulic Portable Electric Pump, hoses, torque cassette; 
 Hand tools; 
 Calibration equipment; 
 Electronic testing equipment; 

 Vibration measurement equipment; 
 Rigging equipment; and 
 Test gauges. 

1.3.3 Borescope replacement 

Borescope equipment is used to perform detailed inspections on internal components of 
turbines.  

Condition based inspections are performed by borescope equipment to detect signs of 
premature failures. This early identification of issues enables proactive repairs to be undertaken 
by DBP, resulting in lower costs due to their preventative rather than corrective nature and 
avoided costs due to their ability to pre-empt catastrophic failures, which might otherwise 
require full turbine replacement.  

DBP requires its borescope equipment to be highly reliable, fit for purpose and effective in order 
to mitigate these significant costs. This equipment has a relatively short life span due to 
extensive wear and usage and needs to be replaced every four (4) years consistent with the 
AMP. 
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Figure 0.1: Typical crack discovered with borescope on the CS7/2 first stage blade 

 

1.3.4 Emergency response equipment replacement  

As the DBNGP is considered critical infrastructure in Western Australia, any interruption to 
supply needs to be repaired as soon as possible.  

For this reason, DBP maintains its pipeline emergency response containers and equipment at 
its Jandakot base so that all emergency responses are coordinated and managed by the 
Emergency and Incident Command Teams as per the DBNGP Emergency Response Plan.  

These containers include essential tools and equipment to undertake likely emergency repairs 
work, such as welding equipment, split sleeve fittings and weld plus ends.  Whilst hot tap and 
stoppling equipment is included in this package, these are also used for projects. 

All tools and equipment held within the emergency response containers need to be maintained 
or replaced periodically in line with their identified useful life so emergency response crews 
have access to reliable tools that are in proper, safe working order. 
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Appendix A – Risk Assessment 

Figure 0.4: Summary of Tools risk assessment 
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Appendix A – Risk Assessment 

Figure 0.5: Summary of fleet vehicles and civil equipment risk assessment   
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 Following the proven approach to removal of existing aged assets, replacement with ‘like 
for like’ and commissioning them alongside operational crews, with a commitment to: 

○ schedule other work in the same period that can be completed by the mechanical teams 
mobilised to each site, thereby gaining economies of scale; and 

○ transfer lessons between each of the 7 scheduled replacement  

1.8.2 Why are we proposing this Solution? 

Option 1 is the preferred option as it is consistent with the AMP and manufacturer requirements, 
as well as reflecting good industry practice.  

Option 2 is not preferred as it does not consider the condition of assets falling due for 
replacement before replacing them to determine if it would be prudent to extend its life. Further 
this option requires a significantly larger program of replacements in AA5 which would require 
getting in additional external resources and is unlikely to be delivered without material impact 
to customer supply. It is also more costly over the life of the assets. 

Option 3 is not considered viable due to the high risks related to the safety of personnel working 
on or near compressor stations in the event that the failed turbine exhausts cause uncontrolled 
release of hot exhaust gasses, or secondary damage should the exhaust collapse onto other 
assets. Further, the potential to interrupt supply, thereby being non-compliant with the SSC 
obligations, and the high likelihood of further damage to other turbine components renders this 
option unviable. 

1.8.2.1 Consistency with the National Gas Rules 

Rule 79(2) 

Turbine exhausts are critical for the required temperature and pressure controls at our 
compressor stations to ensure safe and reliable supply. The proactive replacement of turbine 
exhaust systems based on their age and condition, as outlined in our AMP and dictated by good 
industry practice, is necessary to maintain the integrity of services and is therefore consistent 
with NGR 79(2)(c)(ii). 

Rule 79(1) 

The proposed turbine exhaust replacements are also consistent with the requirements of NGR 
79(1)(a), specifically we consider that the capital expenditure is: 

 Prudent – The expenditure is necessary in order to address the identified ongoing 
operational requirements of our compressor units and includes consideration of age and 
condition before replacement. The proposed expenditure can therefore be seen to be of a 
nature that would be incurred by a prudent service provider. 

 Efficient – The forecast expenditure is based historical average actuals and tender contract 
values. The proposed expenditure can therefore be considered consistent with the 
expenditure that a prudent service provider acting efficiently would incur.  
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 Consistent with accepted and good industry practice – The proposed expenditure relates to 
a two pronged approach to asset replacement at end of life. It also follows good industry 
practice by ensuring that critical infrastructure is maintained within its useful life and 
continues to perform as required, therefore the proposed capital expenditure is such as 
would be incurred by a prudent service provider acting efficiently, in accordance with 
accepted good industry practice.  

 To achieve the lowest sustainable cost of delivering pipeline services – The sustainable 
delivery of services includes reducing risks to as low as reasonably practicable and 
maintaining reliability of supply, whilst achieving the lowest sustainable costs by undertaking 
the works in line with the relevant useful life and condition. 

1.8.3 Estimating the Efficient Costs 

As noted in the ‘Final Plan Attachment 8.7_Cost Estimation Methodology 2021-2025’, the unit 
rates used for all projects managed within this program include the forecast internal labour, 
external labour/contractors, materials, travel and other costs. 

Where possible, the unit rate used to determine the cost of the program in AA5 is based on a 
three year average actual cost incurred in AA4. 

Where this has not been possible, due to infrequent or new activities identified for AA5, these 
activities have been estimated based on the historical cost of the same or similar program of 
work. The cost of these activities would usually be determined through a competitive tender 
process.  

Where a competitive tender has not yet occurred, the associated cost is estimated in two ways: 

5. where the work is sufficiently comparable to other work – the most recent historical 
average unit rate or actual cost and matched to similar locations where the program is 
delivered externally; and 

6. where the work is unique or greater than $5 million – an estimate is developed based 
on internal estimates from different engineering disciplines or from external engineering 
specialists.    

Table 0.129 below summarises turbine exhaust capex by cost type. Table 0.20 shows the 
escalation to real dollars of December 2020 and includes labour cost escalation of 0.69% per 
annum. 
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Appendix A – Risk Assessment 

Figure 0.3: Summary risk assessment - Turbine exhaust replacement 
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Major Unlikely HIGH 125 Catastrophic Remote HIGH 125 Minor Remote NEGLIGIBLE 1 Severe Unlikely INTERMEDIATE 25 Major Unlikely HIGH 125 Severe Unlikely INTERMEDIATE 25 426
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Figure 0.1: Risk Management Principles 

 

Our risk assessment approach focuses on understanding the potential severity of failure events 
associated with each asset and the likelihood that the event will occur.  

Based on these two key inputs, the risk assessment and derived risk rating then guides the 
actions and activities required to ensure safety and compliance are not compromised, while 
delivery of this outcome is done as efficiently and effectively as possible. The risk rating assesses 
the consequence and likelihood of the risk.  

The risk of an event associated with failure of an asset is rated based on the combined effect 
of the consequence and likelihood rating to provide an overall risk rating. This risk rating guides 
the risk management and mitigation activities and facilitates prioritisation. 

Our Operational Risk Framework is based on AS/NZS 2885 and requires all identified risks 
ranked as intermediate or above to be addressed. For risks ranked as high we must ‘Modify the 
threat, the frequency or the consequence to reduce the risk rank to intermediate or lower’. 

The overall risk rating of CRS is presented in Figure 1.2. Two elements of risk are rated as 
high and one low. This results in a high risk ranking for these assets in an untreated scenario. 
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1.8.2 Why are we proposing this Solution? 

Option 2 is recommended as it delivers against our objectives, responds to customer feedback 
by modernising the CRS application for mobile use, follows good industry practice in terms of 
ensuring core business applications are current, fit-for-purpose and supported, with the lowest 
combination of costs and risks, and impacts to effective operations.  

Option 1 is not considered viable as the risk of a single point of failure in the Vendors Resource 
combined with the ageing technology is a growing risk that is currently a High risk to DBP which 
could ultimately result in a system replacement being required at an average cost of $5.0 million 
(with estimates ranging from $2.9 million and $9.8 million), as well as impact to effective 
operations.  

Further Option 1 does not respond to customer demand for a mobile friendly platform or that 
the current Java platform will reach the end of extended support in 2025. It is also inconsistent 
with accepted good industry practice to maintain current systems. 

Option 3 is a viable option, however comes at a higher risk to Option 2, particularly in the 
transition phase, with final costs being more unpredictable and there being a potential loss of 
knowledge. It is still considered as a potential option in the future. 

Option 4 carries the highest risk in cutting over from the existing system to another as it is a 
complete replacement that will require significant effort to transition. It is not preferred as it 
carries the highest cost and the highest risk of all the options. 

1.8.2.1 Consistency with the National Gas Rules 

Rule 79(2) 

The investment in a mobile friendly platform for CRS and enhanced support arrangements to 
ensure new business requirements can be met in a timely manner is necessary to maintain the 
integrity of services and to comply with regulatory obligations as per NGR 79(2)(c)(ii) and (iii). 
CRS is a key business tool that supports customer relationship management, billing and market 
reporting functions to ensure the effective operation of DBP. 

Rule 79(1) 

The proposed capex is consistent with the requirements of Rule 79(1) of the National Gas Rules, 
specifically the capital expenditure is: 

 Prudent – The expenditure is necessary in order to address the identified ongoing 
operational and customer requirements for mobile access to CRS and more timely functional 
improvements. The proposed expenditure can therefore be seen to be of a nature that 
would be incurred by a prudent service provider. 

 Efficient – The proposed costs for the recommended option is based on vendor quotes, with 
the proposed option selected after extensive market testing. Therefore the proposed 
expenditure is consistent with the expenditure that a prudent service provider acting 
efficiently would incur.  
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Appendix A – Risk Assessment 

Figure 1.3: Summary risk assessment - CRS 

 

 

DBP People Environmental Outrage Asset Damage Loss of Supply

Conseque

nce
Frequency Risk Score

Conseque

nce
Frequency Risk Score

Conseque

nce
Frequency Risk Score

Conseque

nce
Frequency Risk Score

Conseque

nce
Frequency Risk Score

Conseque

nce

Frequenc

y
Risk Score

Total 

Risk 

Score

Untreated/inherent 

risk
Major Occasional HIGH 125 Trivial Hypothetical NEGLIGIBLE 1 Trivial Hypothetical NEGLIGIBLE 1 Severe Frequent HIGH 125 Trivial Hypothetical NEGLIGIBLE 1 Severe Remote LOW 5 258

Option 1 - Do 

nothing (current 

technology and  

support)

Major Occasional HIGH 125 Trivial Hypothetical NEGLIGIBLE 1 Trivial Hypothetical NEGLIGIBLE 1 Severe Frequent HIGH 125 Trivial Hypothetical NEGLIGIBLE 1 Severe Remote LOW 5 258

Option 2 - Stay with 

Energy One, 

enhanced support, 

new tech platform

Major Remote INTERMEDIATE 25 Trivial Hypothetical NEGLIGIBLE 1 Trivial Hypothetical NEGLIGIBLE 1 Severe Remote LOW 5 Trivial Hypothetical NEGLIGIBLE 1 Severe Remote LOW 5 38

Option 3 - CRS with 

new vendor, 

enhanced support, 

new tech platform

Major Unlikely HIGH 125 Trivial Hypothetical NEGLIGIBLE 1 Trivial Hypothetical NEGLIGIBLE 1 Severe Unlikely INTERMEDIATE 25 Trivial Hypothetical NEGLIGIBLE 1 Severe Remote LOW 5 158

Option 4 - Replace 

CRS
Major Unlikely HIGH 125 Trivial Hypothetical NEGLIGIBLE 1 Trivial Hypothetical NEGLIGIBLE 1 Severe Occasional INTERMEDIATE 25 Trivial Hypothetical NEGLIGIBLE 1 Severe Remote LOW 5 158
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Figure 0.1: Current application landscape 

 

All IT applications have a lifecycle, from initially identifying the need for them right through to 
their retirement this lifecycle should be treated the same as for any organisational asset.  Just 
like physical assets, IT applications need a certain level of ongoing maintenance to maximise 
their effective lifecycle. 

Unlike traditional physical assets the rapid rate of change of technology, combined with the 
highly interconnected nature of technology assets, creates an environment where the user 
interfaces, network infrastructure and other IT applications can all move such that an aging IT 
Application may lose functionality because infrastructure it is dependent on no longer works 
with that application. 

The reality of IT applications is that regardless of how good the planning, design, acquisition 
and commissioning stages are, not all business process needs can be met by systems from day 
1 of their use. This is compounded by business needs that change over time and results in 
either manual process workarounds or changes to the IT applications over time. 

All of these lifecycle factors are highlighted in Figure 0.2.  This type of conceptual model is used 
to determine the overall lifespan of an application, the cost vs benefits of how long to operate 
an IT application and some of the key factors to consider when determining their replacement 
is due. 

 Figure 0.2: IT Application lifecycle concepts 

 

 

We categorise our fleet of IT Application assets into two tiers, namely: 

 Tier 1 Core Systems: Major core systems the whole business is critically dependent on, 
key business processes and regulatory obligations are dependent on them. 

 Tier 2 Enabling Systems: Important systems that may impact a part of the business but 
not the whole, business processes depend on them but workarounds are possible. 
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This is further detailed in the DBP Business Function Model section in Appendix B. 

Our historical approach to IT application lifecycle maintenance has been ad-hoc. This is not 
consistent with industry standard practice, which is to schedule ongoing investment to maintain 
IT applications, usually at two to three year intervals for significant updates or refreshes, and 
annually for minor updates.  

Industry standards suggest that if ‘N’ is the current version provided by the vendor then 
organisations should try to maintain a version level ‘N-1’ approach.  Changes in the Cyber risk 
landscape have moved industry standards practice for security patching to a version level ‘N’ 
approach, based on a threat-based risk assessment approach. 

The ad-hoc approach has an additional consequence in that metrics on the true business cost 
of not maintaining applications is difficult to measure and monitor.  A key initiative early in this 
period is to implement an IT Asset Management system that can track IT assets and inform 
future lifecycle decisions.  

Not maintaining IT applications to appropriate levels introduces 'technical debt' which 
accumulates over time and becomes more expensive to address the longer it is left to develop.  
Technical debt is a concept in software development that reflects the implied cost of additional 
rework caused by choosing an easy (limited) solution now instead of using a better approach 
that would take longer and cost more in the short term but less in the long term.  Technical 
debt is often compared to monetary debt. If technical debt is not repaid, it accumulates 'interest', 
making it harder to implement changes later on. 

1.4 AA5 forecast  

The key aspects of the IT Sustaining Applications program are: 

 CRS, Maximo, MS Dynamics AX modernisation. 

 Optimise core capabilities leveraging new platforms and sourcing models. 

 New technologies to advance the cyber security capabilities. 

 Create a platform-independent environment by modernising relevant applications to enable 
a mobile workforce that can work across DBP e.g. responsive design, mobile, software as a 
service (SaaS) and virtualisation. 

These aspects are supported by a number of individual initiatives, which are broadly outlined 
below.  

Note: The CRS, Maximo & DMZ modernisation initiatives have been budgeted for under the 
respective business lines for the licensing and business unit internal labour costs but IT are 
capturing the IT support costs (e.g.  implementation costs and IT project management) 
needed to support the CRS, Maximo & DMZ projects.  

The respective business unit owners of CRS and Maximo have developed their own business 
cases and will run the projects with IT providing support.  IT have budgeted for the internal IT 
people costs associated with the proposed programs of work. 

This business case is proposing to shift the IT application maintenance approach from ad-hoc 
to proactive to line up with accepted good industry practice, namely: 
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MS Dynamics AX ends October 2021 which will mean the end of security patches outside of a 
bespoke and expensive support agreement with Microsoft. 

The age of the MS Dynamics AX platform is also limiting integration with other IT applications, 
notably a contemporary Shippers portal. It is forecast to upgrade MS Dynamics AX in CY2020.  
With all major IT core system implementations lessons are learnt from the implementation and 
new functionality of the systems are never fully understood resulting in a range of post-
implementation requirements. The intention is to implement a new solution that goes into 
production at the start of CY2021 with a parallel run and hyper-care for Q1. 

This is a continuing program of work, with expenditure incurred in all years of AA5.  There is 
an increase in spend from the forecast AA4 period due to the hyper-care and continuing changes 
to a system that addressed MS Dynamics AX issues. Additionally there is a small increase in 
maintaining IT applications to enable an industry standard approach that will also remediate 
relative underinvestment in the past and in support of our IT Enabling and IT Security programs 
of work.  

1.4.2 Allocation of Program and Change Management 

All of the initiatives proposed in this business case will require some form of program or change 
management. Within each initiative the costs for the people directly involved in the project have 
been allocated for, but there must be allocation for the business people not include in the 
projects for activities such as: 

 project management; 
 business process mapping & re-design; 

 user training and awareness sessions; and 
 User Acceptance Testing (UAT). 

Each initiative will have differing levels of program and change management that will be 
determined through the project management startup phase. 

1.4.3 AA4 comparison 

Forecast actual expenditure in AA4 is $3.6 million above the allowance.  $2.6 million of this 
increase is related to our finance system. $0.5 million was spent in 2016 and 2017 to undertake 
updates that were not allowed for in AA4, with a further $3 million forecast in CY2020 to 
upgrade the current version of MS Dynamics AX, which will be out of support, to an interim 
solution.  This is being driven by the AGIG IT Strategy and Roadmap that has identified the 
organisational risk for DBP is too high to wait for the One ERP project to be implemented from 
CY2023.   

The remaining $1.0 million variance was incurred for email system upgrades along with Office 
365 and MOE upgrades, undertaking updates for Pay Global, INX, CAD and Windows and SPOT 
journey management, offset by a delay in our Maximo upgrade. This was caused due to the 
ad-hoc approach towards application lifecycle management which will be corrected for under 
the proactive approach recommended in AA5. 
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1.5 Risk Assessment 

Risk management is a constant cycle of analysis, treatment, monitoring, reporting and then 
identifying once again, as shown below in Figure 0.3, with a commitment to balance outcomes 
sought with delivery and cost implications considered and assessed.  

Figure 0.4: Risk management principles 

 

Our risk assessment approach focuses on understanding the potential severity of failure events 
associated with each asset and the likelihood that the event will occur.  

Based on these two key inputs, the risk assessment and derived risk rating then guides the 
actions and activities required to ensure safety and compliance are not compromised, while 
delivery of this outcome is done as efficiently and effectively as possible. The risk rating assesses 
the consequence and likelihood of the risk. The framework for consequence assessment across 
a number of elements the framework for likelihood assessment is shown in Appendix A – Risk 
Assessment. 

The risk of an event associated with failure of an asset is rated based on the combined effect 
of the consequence and likelihood rating to provide an overall risk rating. This risk rating guides 
the risk management and mitigation activities and facilitates prioritisation. 

Our Operational Risk Framework is based on AS/NZS 2885 and requires all identified risks 
ranked as intermediate or above to be addressed. For risks ranked as high we must ‘Modify the 
threat, the frequency or the consequence to reduce the risk rank to intermediate or lower’. 

Due to the historical ad-hoc approach of managing applications the current versions of the core 
IT applications are not in line with the N-1 model.  The underlying Dynamics AX platform of the 
finance systems has a Vendor Support Lifecycle end date of October 2021.  Past that date 
Microsoft is no longer obliged to provide functionality or more importantly security updates.  
Whilst it is possible to obtain a special support extension this is costly and not guaranteed to 
be available. 

The overall risk rating of IT Sustaining Applications is presented in Figure 0.5. Two elements of 
risk are rated as high, two intermediate and one low. This results in a high risk ranking for these 
assets in an untreated scenario. 
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 Reputation – The current IT Applications present a risk to the ability of staff and Shippers 
to access information.  By not maintaining the IT Applications the risk of cyber incidents 
and system incompatibilities will result in an increasing likelihood of extended outages 
impacting the ability of the organisation to function safely and effectively and causing 
widespread anger and concern. 

 Asset Damage - Additionally, not implementing upgrades makes applications more 
vulnerable to cyber-attacks and increases the likelihood of security breaches. Security 
breaches compromise the confidentiality and integrity of corporate and customer data, and 
availability of operational and corporate systems giving rise to risks of Asset Damage in the 
order of $10-25 million. 

1.6 Options Considered 

A number of options have been considered to address the risks and benefits of how DBP 
maintains its suite of IT applications. These are: 

 Option 1 – Do nothing differently – Continue with current IT applications and ad-hoc 
approach to maintaining them; 

 Option 2 – Deliver proactive IT Sustaining Application initiatives; 

 Option 3 – Deliver proactive IT Sustaining Application initiatives, but wait for the AGIG wide 
ERP solution  

The following sections discuss these options in more detail. 

1.6.1 Option 1 – “Do nothing differently” – Continue with current IT 
applications and ad-hoc approach to maintaining them 

Option 1 would continue the current approach to maintaining IT applications. 

Across AA4 we have been maintaining IT applications, however this has been on an ad-hoc 
basis as needs have arisen or to address identified issues.  Whilst we have not had a material 
risk event due to an IT application failure it is likely that the ‘do nothing differently’ option will 
expose the organisation to a material impact due to a range of factors including, but not limited 
to: 

 core applications will no longer be supported by IT vendors (e.g. MS Dynamics AX support 
ends October 2021); 

 failure in older applications may occur, resulting in lengthy and unplanned outages; 

 applications will become unstable and vulnerable to security breaches, which may allow 
staff and customer data to be compromised; 

 the IT applications will eventually be unable to support DBP’s strategic objectives; 

 technology upgrades for core software will be required, so not continuing with the planned 
upgrades will mean the opportunity for the ‘change out’ of inefficient/obsolete technologies 
will be missed; 

 the costs of maintenance and support agreements will increase as the systems are not 
upgraded and therefore placed out of the prescribed vendor maintenance cycles; 
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1.8.1.1 Implementation of the Initiatives 

This business case spans a wide range of systems each with their own implementation context.  
Some are under maintenance agreements where the upgrade projects are only reflecting the 
Contractors/Consultants costs, some require product decisions that have to line up with the 
Group architectures and plans. 

Each initiative in this business case will be managed using our project management 
methodology which requirements are guided by the characteristics of the project including the 
risk, complexity, cost and other unique factors.   

Where the project involves system acquisition or outsourcing of a service, these activities will 
be undertaken in line with our Procurement Policy and Purchasing Procedure. Business 
requirements will be defined in more detail based on the needs and market capabilities at the 
time of delivery. This will help ensure optimal value and efficient outcomes at the time of 
purchase. 

The project management processes will also define the organisational change process 
requirements and will reflect the final solution and approach. 

As a general rule of thumb each initiative that introduces new capabilities will: 

 Have an internal business case developed commensurate with the initiative’s, cost, risk 
and complexity; 

 Management will review the business case based on the organisations over-arching 
priorities, risks and benefits of the initiative; 

 IT Management will project manage the initiative and organisational change 
management according to the schedule and outcomes defined in the agreed business 
case; 

 Involvement of business users will be managed to maximise their input whilst 
minimising the impact on their operational activities; and 

 Organisational changes will be designed to manage the risk of change commensurate 
with the initiatives benefits and organisational priorities. 

1.8.2 Why are we proposing this Solution? 

1.8.2.1 Consistency with the National Gas Rules 

Option 2, deliver proactive IT Sustaining Applications initiatives, is the recommended solution 
and will maintain IT Applications in line with accepted good industry practice. 

Rule 79(2)(c) 

The proposed expenditure on our IT Sustaining Applications project is required to maintain the 
integrity of services through current, supported and fit for purpose IT applications, managing 
technology risks and preventing material outages that impact the ability of the business to 
function (including tracking and reporting of business information to meet our regulatory 
obligations and requirements). Therefore this expenditure is consistent with NGR 79(2)(c)(ii) 
and (iii). 
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 NGR 79(1) – Maintaining a stable IT set of Information Technology (IT) applications that 
is current and fit for purpose is critical to our business (it informs business decisions and 
helps us to efficiently manage our business processes). The proposed proactive IT 
Sustaining Applications initiatives are consistent with accepted good industry practice, 
several alternative options and have been considered and unit rates and timing of refreshes 
have been tested to achieve the lowest sustainable cost of delivering pipeline services.  

Rule 79(1) 

The proposed expenditure on our IT Sustaining Applications is also consistent with Rule 79(1)(a), 
specifically we consider the capital expenditure is: 

 Prudent – The expenditure is necessary in order to address the identified risks to DBP, 
Reputation and Asset Damage. The proposed initiatives also ensure that IT application 
assets are maintained and replaced before they arrive at the end of their useful 
economic life. The proposed expenditure can therefore be seen to be of a nature that 
would be incurred by a prudent service provider. 

 Efficient – The forecast expenditure is based on historic costs for similar work as well as 
estimates from relevant vendors of likely solutions. A formal procurement process will 
be undertaken once the project enters its delivery phase to ensure efficient prices are 
achieved through a competitive tender process. The proposed expenditure can therefore 
be considered consistent with the expenditure that a prudent service provider acting 
efficiently would incur.  

 Consistent with accepted and good industry practice – The proposed initiatives will 
ensure that IT applications are maintained to industry standard version levels consistent 
with accepted and good industry practice. 

 Achieves the lowest sustainable cost of delivering pipeline services – Several alternative 
options have been considered and unit rates and timing of refreshes have been tested 
to ensure critical systems and information are maintained to support our operational 
needs at the lowest sustainable cost. 

1.8.3 Estimating the Efficient Costs 

As noted in the ‘Final Plan Attachment 8.7 Cost Estimation Methodology 2021-2025, the unit 
rates used for all projects managed within this program include the forecast internal labour, 
external labour/contractors, materials, travel and other costs. 

Where possible, the unit rate used to determine the cost of the program in AA5 is based on a 
three year average actual cost incurred by DBP in AA4. 

Where this has not been possible, due to infrequent or new activities identified for AA5, these 
activities have been estimated based on  

 the historical cost of the same or similar program of work; 
 engaging IT strategy development experts to assist in development of the IT Plan 

CY2021-2025 that outlines a strategic plan and range of initiatives  for IT over the AA5 
period; 

 where initiatives will need new products, at least two vendor quotes for a specification 
based on an informed ‘best estimate’; and 
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 consultation with market specialists to determine the most likely implementation 
approaches and effort requirements to implement the initiatives and transform the 
business. 

IT Initiatives will be implemented by three potential groups of resources.  Internal staff 
generally undertake IT project management, the management and finance aspects of IT, and 
all of the business user involvement (e.g. business requirements, testing, and training).  An 
internal rate card has been agreed that defines the unit costs associated with all of the internal 
resources. 

IT support is currently outsourced with these resources generally involved in all IT initiatives to 
implement products into the environment and support processes (e.g. installing an application 
on a server).  A rate card for these resources is defined as part of the ongoing management of 
that contract. 

Product or service specific skills are often required in IT initiatives to implement products (e.g. 
Vendor contractors configuring their systems).  These rates are negotiated during the 
procurement phase using DBP’s Purchasing Policy. 

For all of the systems identified for change in the AA5 period estimates have been developed 
based on historical costs of similar projects, quotes from vendors based on products identified 
by the AGIG IT Architects as being reasonable to base a budgeting process on.  Vendors 
provided indicative pricing on their systems and maintenance costs and provided 
recommendations on ballpark implementation costs. 

All of this information was collated and has been captured in the IT Initiative Breakdown 
Estimating Model v3, no vendor selection processes were undertaken as this will occur for 
initiatives requiring new products during development of the detailed business cases closer to 
the time of implementation.  

All procurement processes for IT Apps will comply with our Procurement Policy and Purchasing 
Procedure and will follow transparent, competitive tendering processes to select the best value 
for money solution.  

Overall there do not appear to be many factors affecting the sensitivity of these estimations, 
however a small amount is costed in USD and therefore susceptible to foreign exchange 
fluctuations. 
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Appendix A – Risk Assessment 
 

Figure 0.7: Summary of Risk Assessment for IT Sustaining Applications 

 

   

DBP People Environmental Outrage Asset Damage Loss of Supply

Consequence Frequency Risk Score Consequence Frequency Risk Score Consequence Frequency Risk Score Consequence Frequency Risk Score Consequence Frequency Risk Score Consequence Frequency Risk Score
Total Risk 

Score

Untreated Major Occasional HIGH 125 Trivial Hypothetica NEGLIGIBLE 1 Major ypothetica LOW 5 Severe Frequent HIGH 125 Major Remote NTERMEDIAT 25 Severe Remote LOW 5 286
Do nothing differently Major Occasional HIGH 125 Trivial Hypothetica NEGLIGIBLE 1 Major ypothetica LOW 5 Severe Frequent HIGH 125 Major Remote NTERMEDIAT 25 Severe Remote LOW 5 286
Deliver proactive IT 

Sustaining Application 

initiatives

Severe Unlikely NTERMEDIAT 25 Trivial Hypothetica NEGLIGIBLE 1 Major ypothetica LOW 5 Minor Unlikely LOW 5 Severe Remote LOW 5 Severe Remote LOW 5 46

Update IT applications 

and the approach to 

maintaining them but 

wa t for the AGIG wide 

ERP solution

Major Occasional HIGH 125 Trivial Hypothetica NEGLIGIBLE 1 Major ypothetica LOW 5 Severe Unlikely NTERMEDIAT 25 Severe Remote LOW 5 Severe Remote LOW 5 166
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Appendix B – DBP IT Application Context 

 
DBP Information Mud Map 

The following diagram represents the Primary Business Data and the flow of this information. 
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DBP Business Function Model 

The following diagram represents how DBP’s Applications map back to the business functions. 
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systems in vehicles generate logs that may need to be incorporated into OHS management 
systems. 

Currently this information is spread across IT systems, file shares and email.  Through a range 
of discussions it has been estimated that around half of the information on file shares and email 
is mainly unmanaged. 

The unstructured nature of this approach means that where a system has reporting built in it 
is possible to get consolidated information out of that system.  However, most systems have 
pre-defined reports and are not conducive to ad-hoc queries or identifying trends across data 
sets.  This often tends to be where information is extracted from systems into uncontrolled 
spreadsheets where it is massaged to provide insights for management. 

At this stage the reporting requirements used to forecast the likely scope and costs of the IT 
Enabling initiatives have been determined with regard to similar initiatives undertaken by 
Australian Gas Networks (AGN). These will be refined as the project develops with the 
assumptions made to date summarised in Appendix B. 

Whilst documents on file shares have some controls these controls do not compare to more 
structured document management systems that enable version control, workflow management 
and approval cycles.  

Further, to achieve the National Gas Objective “to promote efficient investment in, and efficient 
operation and use of, natural gas services for the long term interests of consumers of natural 
gas with respect to price, quality, safety, reliability and security of supply of natural gas”, we 
must make informed decisions throughout our business based on timely, accurate and relevant 
information.  This information must come from all aspects of the business, from IT, IoT and OT 
systems.   

Advances in big data management, machine learning and data analysis can be leveraged to 
assist management in identifying trends and opportunities. For example metal stress monitors 
could materially change the physical asset maintenance regimes by moving them from 
preventative maintenance based on industry standards and norms, to just-in-time maintenance.  
This must be supported by fit-for-purpose collaboration tools to enable staff to work effectively 
on documents when and where they need to. 

The Digital Transformation initiatives align to the proposed AGIG IT Strategy and Roadmap 
initiative T4T-04 Enhance the Collaboration and Communication Platform that intends to 
improve collaboration across the group using Office365 capabilities.   

1.4 AA5 forecast 

The key aspects of the IT Enabling program are: 

 Business Intelligence;  

 Data Analytics;  

 Digital Transformation; and 

 Program and Change Management. 

Table 0.3 below shows the AA5 forecast cost by initiative. Note these initiatives are inclusive of 
specific Program & Change Management costs.  
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 People – Decisions around people management practices and safety systems are dependent 
on relevant, timely and accurate information.  Uncontrolled information could result in 
management not using the latest information exposing the organisation to industrial or legal 
action.  Not being able to identify trends reduces management’s ability to optimise the 
workforce or the way the workforce is working. 

 Reputation – Our Shippers expect a reliable and cost effective service. DBP’s reputation with 
Shippers would be adversely impacted if it was not identifying and exploiting efficiency 
opportunities that should reasonably be identified through the data it has. 

 Asset Damage & Supply – The ongoing maintenance of DBP’s assets and effectiveness of 
supply is based on management decisions based on information. If the information available 
to decision makers was not relevant, accurate or timely it is likely that poor decisions would 
be made that could cause catastrophic short term or long term impacts. 

1.6 Options Considered 

A number of options have been considered to address the gaps identified between the current 
and desired cyber maturity status. These are: 

 Option 1 – Do nothing differently – Continue with current approach to reporting, document 
management and collaboration. 

 Option 2 – Deliver customised IT Enable initiatives 

 Option 3 – Deliver out-of-the-box IT Enable initiatives 

The following sections discuss these options in more detail. 

1.6.1 Option 1 – “Do nothing differently” – Continue with current 
approach to reporting, document management and 
collaboration 

Option 1 would continue the reporting, document management and collaboration approach 
implemented in the current period where document management and collaboration is largely 
unstructured, unmanaged, manually intensive and reporting is based on core system capabilities. 

Across AA4 we have not invested in any Business Intelligence processes or systems.  Whilst we 
are not aware of a material risk event due to inaccurate information in decision making 
processes or regulatory reports it is likely that the ‘do nothing differently’ option will continue 
the inefficiencies of the current approach and ultimately expose the organisation to a material 
impact due to a range of factors including, but not limited to: 

 increased demand by Shippers to have real time access to supply data; 

 increased quantity of information being generated by systems and employees; 

 increasing complexity of DBP’s systems and the continuing demand for users to be able to 
access information anywhere, anytime on any device; 

 increasing exposure to 3rd parties that need to collaborate and have access to information; 

 contractual or regulatory litigation due to errors in documents, or not being able to find 
documents; and 
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1.6.2 Option 2 – Deliver customised IT Enabling initiatives  

With this option, we would undertake a range of IT Enabling initiatives to address current issues 
and support future needs around effective collaboration and informed decision making, 
including: 

 Identifying all data sources and building an organisational data model that enables DBP’s 
data to be copied into a centralised repository (e.g. Data Lake) in a structured way.  That 
repository would be able to accept data from all DBP systems. 

 Developing fit-for-purpose data governance and management processes to ensure that 
current and future systems can participate in the centralised repository and business 
intelligence systems. 

 Establishing a centralised repository and the mechanisms to both initially and then on an 
ongoing basis bring the identified information into the repository such that it can be 
leveraged by BI tools. 

 Implementing enterprise data, reporting and dashboard tools that support integration of 
operational data from (or about) assets with commercial data to improve decision-making 
intelligence, dashboards and reporting systems. 

 Transforming current reporting and dashboards across to the new systems. 

 Implement predictive data analytics capabilities including Artificial Intelligent systems to 
identify advanced insights. 

 Implementing fit-for-purpose document management systems that utilise the specific 
products for specific business needs (e.g. Contracts in a system that supports review and 
signature workflows, Engineering documents and procedures in a system designed 
specifically for large asset drawings and the supporting business processes.) 

 Configuring Office365 for optimal collaboration and accessibility to documents and 
document workflows. 

These initiatives are considered important to ensure that employees are enabled to work and 
collaborate efficiently, management decisions are based on relevant, timely and accurate 
information and opportunities for efficiencies are identified from the data that we have or can 
collect. 

1.6.2.1 Achieving objectives 

Table 0.11: Achieving Objectives  below outlines how delivering customised IT Enabling 
initiatives will support the achievement of our vision objectives in AA5. 
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potential saving of 0.75% of the organisations total capex with a graduated 
implementation over 3 years as management optimise the systems and their decisions. 

 Capex – The capex in AA5 period reflects the cost of implementing the IT Enabling 
initiatives for each of the options. In the subsequent period, the capex includes the costs 
of ongoing renewals of the BI and document management solutions (forecast at $500k 
every second year for a major feature uplift and $150k every other year for ongoing 
patches).  

 Discount rate – A discount rate of 3.48% has been applied in line with the real pre-
tax Weighted Average Cost of Capital (WACC) calculated for October 2019. 

 Sensitivity analysis – Cost and benefit realisation: We have undertaken a sensitivity 
analysis which tests the NPV under differing cost and benefit realisation (up to +/- 30%) 
compared to the assumptions we have just outlined. This analysis shows that a positive 
NPV is achieved for 60% of these scenarios and that any cost savings in project delivery 
materially improve the NPV, and at a higher rate than cost overruns reduce the NPV. 
We also note that this analysis only considers the tangible benefits which can be costed, 
but there are also likely to be intangible benefits through improved safety, customer 
service, information management, data quality, asset integrity and reliability which we 
have not attempted to quantify. Discount rate: Adjusting the discount rate down to 
3.00% and up to 4.00% still yields a positive NPV between $0.6 and $0.4 million over 
the 10 years. 

1.8 Proposed Solution 

1.8.1 What is the Proposed Solution? 

Option 2 to deliver customized IT Enabling initiatives is the proposed solution because it 
achieves all the objectives, addresses known document management and collaboration 
inefficiencies, and introduces systems that bring more accuracy, reliability and timeliness to the 
reporting that management use to make business decisions and provide information to 
regulators. 

Consideration was given to constraining some of the initiatives to just out-of-the-box single 
solution options (Option 3), however it is believed that due to the unique needs of engineering, 
contract and legal documents and by excluding some data from the business intelligence 
solutions the loss of opportunities and efficiencies outweighs the capex cost savings. 

Continuing to do nothing differently does not support achievement of our vision objectives in 
AA5, is not consistent with accepted good industry practice and results in inefficiencies and lost 
opportunities for cost avoidance in the order of $6.3 million in net present terms over the next 
10 years. 

1.8.1.1 Implementation of the Initiatives 

This business case spans three key areas, collating the organisations data for use, exploiting 
the data with BI tools and document management and collaboration.  Each initiative in this 
business case will be managed in line with our project management methodology. Where 
projects involve system acquisition or outsourcing of a service the project will define the 
business requirements in more detail based on the needs and market capabilities at the time 
and then utilise our procurement policy and purchasing procedure to ensure optimal value is 
achieved at the time of purchase. 

The project management plan will outline the most appropriate organisational change processes 
based on the solution and implementation approach for each of the initiatives. 



ATTACHMENT 8.5 – CAPEX BUSINESS CASES 

DBP 2021-2025 FINAL PLAN JANUARY 2020        365 

 

 

As a general rule of thumb each initiative that introduces new capabilities will: 

 have an internal business case developed commensurate with the initiative’s, cost, risk 
and complexity; 

 management will review the business case based on overarching priorities, risks and 
benefits of the initiative; 

 IT Management will project manage the initiative and organisational change 
management according to the schedule and outcomes defined in the agreed business 
case and project management plan; 

 involvement of business users will be managed to maximise their input whilst 
minimising the impact on their operational activities; and 

 organisational changes will be designed to manage the risk of change commensurate 
with the initiatives benefits and organisational priorities. 

1.8.2 Why are we proposing this Solution? 

1.8.2.1 Consistency with the National Gas Rules 

Rule 79(2) 

The proposed IT Enabling capex will implement systems and processes that enable decision 
making based on more accurate and timely information which will translate into cost efficiencies 
and therefore lower future prices than they otherwise would have been. It is also expected to 
deliver $0.5 million of tangible benefits, with further intangible benefits in terms of improved 
safety, customer service, information management, data quality, asset integrity and reliability. 
Therefore this capex is consistent with NGR 79(2)(a). 

Rule 79(1) 

The proposed IT Enabling capex consistent with the requirements of Rule 79(1) of the National 
Gas Rules, specifically the capital expenditure is: 

 Prudent – Our decisions are based on timely, reliable and accurate information.  Currently 
this information is widely dispersed, often uncontrolled and outside core systems (e.g. 
spreadsheets). The proposed customised IT Enabling initiatives are prudent as they will 
implement systems, processes and tools to enable decision making based on more accurate 
and timely information which will translate into cost efficiencies and therefore lower future 
prices than they otherwise would have been. 

 Efficient – The forecast expenditure is based on estimates of similar projects, discussions 
with vendors and industry experts. A formal procurement process will be undertaken once 
the project is fully mapped, and will ensure efficient prices are offered based on a 
competitive tender process. The proposed expenditure can therefore be considered 
consistent with the expenditure that a prudent service provider acting efficiently would incur.  

 Consistent with good and accepted industry practice – The proposed projects align to ‘Big 
Data’ and ‘Business Intelligence (BI)’ style industry standard projects that look to normalise 
the organisations data and then exploit it. 
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 Achieves the lowest sustainable cost of delivering pipeline services – The proposed initiatives 
will enable more informed decision making throughout the business, including being able to 
proactively offer new and more flexible services to our customers. It will reduce manual 
processing and costs and improve accuracy which results in tangible cost savings in 
document collaboration and EAM as well as cost avoidance in terms of better and more 
timely management decisions that avoid costs due to unplanned events and improve the 
utilisation of capex.  

1.8.3 Estimating the Efficient Costs 

As noted in the ‘Final Plan Attachment 8.7_Cost_Estimation_Methodology 2021-2025’, the unit 
rates used for all projects managed within this program of include the internal labour, external 
labour, materials, travel and other costs forecast. 

Where possible, the unit rate used to determine the cost of the program in AA5 is based on a 
three year average actual cost incurred in AA4. 

Where this has not been possible, due to infrequent or new activities identified for AA5, these 
activities have been estimated based on  

 the historical cost of the same or similar program of work; 
 engaging IT strategy development experts to assist in development of the IT Plan 

CY2021-2025 that outlines a strategic plan and range of initiatives for IT over the AA5 
period; 

 where initiatives will need new products, at least two vendor quotes for a specification 
based on an informed ‘best estimate’; and 

 consultation with market specialists to determine the most likely implementation 
approaches and effort requirements to implement the initiatives and transform the 
business. 

IT Initiatives will be implemented by three potential groups of resources.  Internal staff 
generally undertake IT project management, the management and finance aspects of IT, and 
all of the business user involvement (e.g. business requirements, testing, and training).  An 
internal rate card has been agreed that defines the unit costs associated with all of the internal 
resources. 

IT support, which is currently outsourced, are generally involved in all IT initiatives to implement 
products into the environment and support processes (e.g. installing an application on a server).  
A rate card for these resources is defined as part of the ongoing management of that contract. 

Product or service specific skills are often required in IT initiatives to implement products (e.g. 
Vendor contractors configuring their systems).  These rates are negotiated during the 
procurement phase in line with our Procurement Policy and Purchasing Procedure. 

While we have not implemented projects of this type at DBP, we have utilised information 
developed for our AGN networks business to guide the scope and requirements of the BI 
initiative for DBP. Further, we have seen the increased uptake of BI systems and use of scalable 
cloud based computing has put downward pressure on the cost of implementation which we 
believe makes AA5 the optimum time for us to invest in these technologies. 

The data lake estimates have been based on Microsoft Azure pricing costs as representing the 
most likely vendor based on leveraging the Power BI licenses included within the Office 365 E5 
licenses we are already moving to.  This pricing has been based on current storage capacities 
and an industry approach to estimate the anticipated computing and storage needs for a data 
lake. 
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The document management system licenses have been estimated based on vendor provided 
quotes based on products suggested by the our internal IT Architects as being reasonable 
potentials that would provide a good budget estimate.  Assumptions around licensing variables 
have been based on known current usage patterns or demand.  

Estimates for the consulting and internal effort have been based on vendors recommendations 
or industry averages for similar projects. 
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Appendix A – Risk Assessment 

 

Figure 0.1: Summary risk assessment for IT Enabling 

 

DBP People Environmental Outrage Asset Damage Loss of Supply

Consequence Frequency Risk Score Consequence Frequency Risk Score Consequence Frequency Risk Score Consequence Frequency Risk Score Consequence Frequency Risk Score Consequence Frequency Risk Score
Total Risk 

Score

Untreated Major Occasiona HIGH 125 Severe Remote LOW 5 Severe Remote LOW 5 Minor Frequent NTERMEDIAT 25 Trivial ypothetica NEGLIGIBLE 1 Severe Unlikely NTERMEDIAT 25 186
Do nothing differently Major Occasiona HIGH 125 Severe Remote LOW 5 Severe Remote LOW 5 Minor Frequent NTERMEDIAT 25 Trivial ypothetica NEGLIGIBLE 1 Severe Unlikely NTERMEDIAT 25 186
Deliver customised IT 

Enable initiatives
Severe Unlikely NTERMEDIAT 25 Minor Hypothetica NEGLIGIBLE 1 Minor Hypothetica NEGLIGIBLE 1 Minor Unlikely LOW 5 Trivial ypothetica NEGLIGIBLE 1 Severe Remote LOW 5 38

Deliver out-of-the-box 

IT Enable initiatives
Major Occasiona HIGH 125 Severe Remote LOW 5 Severe Remote LOW 5 Minor Frequent NTERMEDIAT 25 Trivial ypothetica NEGLIGIBLE 1 Severe Unlikely NTERMEDIAT 25 186
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the short, medium and long-term.  Although we do not appear to be materially at risk from 
storing what most people think of as ’sensitive’ information, staff records and some customer 
information does fall into this category. 

Over the last few years there has been an increased focus by regulators and the public around 
how organisations manage their cyber risk.  Whilst most people perceive this has been due to 
a growing cyber threat, this is not accurate, the threat has always been there and it has always 
been growing. 

There are a range of compliance obligations we are subject to that are connected to the 
management of cyber risk including Privacy and Foreign Investment Review Board (FIRB) 
obligations.  These are extended by a range of contractual obligations around the confidentiality 
of information. 

The best guidance for Directors and Executives at the moment suggests that Cyber Risk is 
predominately a people problem.  As such the best risk mitigation approach is one that is people 
led, supported by technology where appropriate.  Even the best cyber defence systems money 
can buy are simple to penetrate if a helpful employee is conned effectively. 

Our current Cyber risk management approach involves: 

 Implementing perimeter defences (e.g. Firewalls, SPAM scanners);  

 Cyber Security Framework and Policies;  

 Induction materials on cyber risks; and 

 Desktop anti-virus. 

This approach is based on standard industry practice which has focused on prevention controls, 
sometimes at the cost of controls that enable an organisation to detect and respond to a cyber-
risk event.   

Over the last few years the cyber industry has been subtly shifting the approach from 
‘prevention heavy’ to a more balanced approach where the intent is ‘cyber resilience’ so that an 
organisation can deal with cyber risk events effectively when they occur.  

In October 2018 the Australian Energy Sector Cyber Security Framework (AESCSF) was 
published. This framework enables organisations to measure their level of Cyber Maturity 
against the AESCSF cyber framework published by the U.S. Department of Energy, see Appendix 
B that has been extended into the AESCSF. 

We conducted a maturity assessment in 2017 against the AESCSF. The AGIG IT Strategy & 
Roadmap has determined we must be working towards a score of a MIL 3 against the framework 
over time to meet the obligations AEMO’s committed the Market to in response to the Finkel 
review Report, “Independent Review into the Future Security of the National Electricity Markey 
– Blueprint for the Future 2017”. 

There was no specific allowance in AA4 for IT security with cyber initiatives typically 
incorporated into the more traditional IT budget areas.   

Given the heightened awareness and focus on cyber security, the program of work proposed in 
AA5 continues the work implemented in AA4, with a targeted increase in the early years of AA5 
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 Reputation/Outrage – Over the last few years there has been an increased awareness of 
regulators and the public around how organisations manage their cyber risk.  With complex 
infrastructure assets under DBP’s management, we are also exposed to the threat of hackers 
taking control of physical infrastructure that Western Australia depends on for safe and 
reliable energy supply. The more likely risk is that of the public’s perception that hackers 
have control even due to a minor unrelated back-office systems hack.  If DBP were to not 
adequately invest in IT Security, it would expect widespread concern and anger from its 
Shippers, regulators and the public.  

 Asset Damage & Supply – The remote control and operations of the DBNGP relies on IT 
systems, exposing DBP to the threat of hackers taking control of physical assets. While this 
is unlikely, the assets under control are of high value and there is the potential for improper 
control to cause major asset damage. DBP has many fail safes in place to ensure the 
continued safety and reliability of its operations, even under extreme conditions, therefore 
the risk to people and supply from hackers taking physical control of assets is negligible to 
low.  

1.6 Options Considered 

A number of options have been considered to address the gaps identified between the current 
and desired cyber maturity status. These are: 

 Option 1 – Do nothing differently – Continue with current reactive approach to cyber risk 

 Option 2 – Deliver proactive IT Security program to achieve goal maturity level MIL 3 in AA5 

 Option 3 - Deliver proactive IT Security program to achieve maturity level MIL 2 in AA5 and 
goal maturity level MIL 3 in AA6 

The following sections discuss these options in more detail. 

1.6.1 Option 1 – “Do nothing differently” – Continue with current 
reactive approach to cyber risk 

Option 1 would continue the IT Security approach implemented in the current period where we 
reactively respond to cyber risk.  

Across AA4 DBP has been investing in Cyber controls, however this has been more on an ad-
hoc basis as needs have arisen or to address identified issues.  Whilst DBP has not had a 
material risk event due to a cyber incident, it is highly likely that the ‘do nothing differently’ 
option will expose the organisation to a material impact due to a range of factors including, but 
not limited to: 

 increased automation and AI being used by hackers is increasing the speed and likelihood 
of them finding and exploiting weaknesses; 

 increasing quantity and sophistication of phishing and whaling (big fish) attacks has seen a 
marked increase in businesses being impacted; 

 increasing complexity of DBP’s systems and the continuing demand for users to be able to 
access information anywhere, anytime on any device is increasing the attack surface 
exposed to hackers; 

 increased adverse impact on staff wellbeing and mental health; 
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Where the project involves system acquisition or outsourcing of a service, these activities will 
be undertaken in line with our Procurement Policy and Purchasing Procedure. Business 
requirements will be defined in more detail based on the needs and market capabilities at the 
time of delivery. This will help ensure optimal value and efficient outcomes at the time of 
purchase. 

The project management processes will also define the organisational change process 
requirements and will reflect the final solution and approach. 

As a general rule of thumb each initiative that introduces new capabilities will: 

 have an internal business case developed commensurate with the initiative’s, cost, risk and 

complexity; 

 management will review the business case based on the organisations over-arching 
priorities, risks and benefits of the initiative; 

 IT Management will project manage the initiative and organisational change management 
according to the schedule and outcomes defined in the agreed business case; 

 involvement of business users will be managed to maximise their input whilst minimising 
the impact on their operational activities; and 

 organisational changes will be designed to manage the risk of change commensurate with 

the initiatives benefits and organisational priorities. 

1.8.2 Why are we proposing this Solution? 

1.8.2.1 Consistency with the National Gas Rules 

Option 2, deliver proactive IT Security program to achieve goal maturity level MIL 3 in AA5, is 
the recommended option as it will ensure our IT environment is robust and resilient to threats, 
adequately addresses the risks identified and aligns with the AGIG IT Strategy and Roadmap. 

Rule 79(2) 

The proposed expenditure on IT Security is required to maintain the integrity of services through 
IT Security controls commensurate with the cyber risk we face and is therefore consistent with 
NGR 79(2)(c)(ii). 

All IT systems and technology infrastructure are exposed to cyber threats. The confidentiality, 
integrity and availability of information and information technology systems is critical to ensure 
the business is able to deliver its services effectively and in line with its various regulatory 
obligations and requirements, such as Critical Infrastructure Act, Privacy Act and FIRB reporting 
obligations. This requires investment to ensure our systems are secure and remain resilient to 
external threats. 

Rule 79(1) 

The proposed expenditure on IT Security is consistent with the requirements of NGR 79(1) as 
the capital expenditure is: 
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 Prudent – the expenditure is necessary in order to address the risks of IT Security 
identified. The project is also based on taking a planned and proactive approach to cyber 
risk controls which is commensurate with the cyber risk exposure. The proposed 
expenditure can therefore be seen to be of a nature that would be incurred by a prudent 
service provider. 

 Efficient – the forecast expenditure is based on historic costs for similar work as well as 
estimates from relevant vendors of likely solutions. A formal procurement process will 
be undertaken once the project enters its delivery phase to ensure efficient prices are 
achieved through a competitive tender process. The proposed expenditure can therefore 
be considered consistent with the expenditure that a prudent service provider acting 
efficiently would incur.  

 Consistent with accepted and good industry practice – the proposed initiatives will 
improve our cyber maturity as measured against the relevant industry cyber framework 
(e.g. AESCSF) 

 Achieves the lowest sustainable cost of delivering services – aligning the IT Security 
initiatives to address the gaps required to achieve a maturity level of MIL 2, then MIL 3 
ensures that we are investing in the right initiatives.  Aligning the proposed additional 
services to existing architectures will ensure cost effectiveness. This will be balanced 
with ensuring our needs are met by utilising services and products that are recognised 
as being “lead-quadrant” by industry commentators. 

1.8.3 Estimating the Efficient Costs 

As noted in the ‘Final Plan Attachment 8.12_Cost Estimation Methodology, the unit rates used 
for all projects managed within this program of include the internal labour, external labour and 
materials/other costs forecast. 

Where possible, the unit rate used to determine the cost of the program in AA5 is based on a 
three year average actual cost incurred by DBP in AA4. 

Where this has not been possible, due to infrequent or new activities identified for AA5, these 
activities have been estimated based on:  

 the historical cost of the same or similar program of work; 
 engaging IT strategy development experts to assist in development of the IT Plan 

CY2021-2025 that outlines a strategic plan and range of initiatives  for IT over the AA5 
period; 

 where initiatives will need new products, at least two vendor quotes for a specification 
based on an informed ‘best estimate’; and 

 consultation with market specialists to determine the most likely implementation 
approaches and effort requirements to implement the initiatives and transform the 
business. 

IT Initiatives will be implemented by three potential groups of resources.  Internal staff 
generally undertake IT project management, the management and finance aspects of IT, and 
all of the business user involvement (e.g. business requirements, testing, and training).  An 
internal rate card has been agreed that defines the unit costs associated with all of the internal 
resources. 
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IT support and is currently outsourced generally are involved in all IT initiatives to implement 
products into the environment and support processes (e.g. installing an application on a server).  
A rate card for these resources is defined as part of the ongoing management of that contract. 

Product or service specific skills are often required in IT initiatives to implement products (e.g. 
Vendor contractors configuring their systems).  These rates are negotiated during the 
procurement phase in line with our Procurement Policy and Purchasing Procedure. 

The IT Plan CY2021-2025 identified the range of initiatives and subsequent work by IT Strategy 
consultants has developed estimates for those initiatives based on IT industry forecasting 
methods, multiple vendor quotes and the rate cards for internal and outsourced resources.  
These estimates incorporate internal and outsourced IT contractor costs, product specific 
contractor costs, products, organisational change and travel costs where applicable. 

This is the model that has been successfully deployed and implemented on the DBNGP under 
the existing AA4 and previous arrangements. 

As part of developing the DBP IT Investment Plan CY2021-2025 an analysis was conducted 
between our current IT Security spending vs Utilities Industry averages based on Gartner IT 
Key Metrics Data 2019: Key IT Security Measures: by Industry (G00375661).   

The proposed $1.7m capex over the 5 years of AA5 represents 4.3% of the Total IT investment 
for the same period.  Gartner’s data indicated that the Utilities Average is between 5% and 6%.   
This reflects  
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Appendix A – Risk Assessment 

Figure 0.3: Summary of risk assessment 

 

DBP People Environmental Outrage Asset Damage Loss of Supply

Consequence Frequency Risk Score Consequence Frequency Risk Score Consequence Frequency Risk Score Consequence Frequency Risk Score Consequence Frequency Risk Score Consequence Frequency Risk Score
Total Risk 

Score

Untreated Major Occasional HIGH 125 Severe Unlikely NTERMEDIATE 25 Major Hypothetical LOW 5 Major Occasional HIGH 125 Major Unlkely HIGH 125 Severe Remote LOW 5 410

Implement reactive 

approach to IT Security 

in AA5

Major Occasional HIGH 125 Severe Unlikely NTERMEDIATE 25 Major Hypothetical LOW 5 Major Occasional HIGH 125 Major Unlkely HIGH 125 Severe Remote LOW 5 410

Deliver proactive IT 

Security in tiatives in 

AA5

Severe Unlkely INTERMEDIATE 25 Severe Remote LOW 5 Major Hypothetical LOW 5 Severe Unlikely NTERMEDIATE 25 Major Remote INTERMEDIATE 25 Severe Remote LOW 5 90

Deliver proactive IT 

Security program 

working towards 

maturity level MIL 2 in 

AA5 and maturity level 

   

Major Unlikely HIGH 125 Severe Remote LOW 5 Major
Hypothetic

al
LOW 5 Major Unlikely HIGH 125 Major Remote INTERMEDIATE 25 Severe Remote LOW 5 290



ATTACHMENT 8.5 – CAPEX BUSINESS CASES 

DBP 2021-2025 FINAL PLAN JANUARY 2020        389 

 

 

Appendix B – Australian Energy Sector Cyber Security 
Framework  

The Australian Energy Sector Cyber Security Framework (AESCSF) is based on well-established 
and globally adopted frameworks – namely AESCSF and the NIST CSF. The AESCSF augments 
areas where AESCSF has limited coverage (such as privacy), and supplements it with additional 
information including, but not limited to, Australian-specific requirements, contextual guidance, 
and anti-patterns developed in conjunction with the Cyber Security Industry Working Group. 
This provides the depth and breadth of coverage necessary for Australian market participants. 

Framework Structure 

The practices within a domain are grouped by objective – target achievements that support the 
domain. Within each objective, the practices are ordered by MIL – Maturity Indicator Level. 

 

AESCSF Domains 

The AESCSF is divided into 11 domains - 10 C2M2 domains and the Australia Privacy 
Management domain. The domains are logical groupings of cyber security practices. Each 
domain has an acronym that cross references across the AESCSF Toolkit and Guidance Artefacts. 
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Scoring model 

The Framework is supported by a Maturity scoring model that enables organizations to assess 
their current and desired future states with any gaps between the two being a key input into 
the organization cyber strategy roadmap.  AEMO have a working group that is determining high 
level guidance on what maturity organizations should be aiming for.  However their regulatory 
position is that organizations should determine this based on their operating context and cyber 
risk appetite. 
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1.7.2 Why was it delivered? 

1.7.2.1 Operational requirements 

We considered logistical, operational and financial requirements in assessing how best to meet 
our accommodation needs, including: 

 access to the most reliable and quality network connection for our control room; 
 access to our Shippers (and them to us) to enable continued effective working 

relationships;  
 ability to create a more open and connected space to support collaboration and working 

to our One Team and Perform values; and 
 access for our employees and contractors to suitable transport infrastructure, including 

for those teams working shifts across our 24 hour operations, and on premise facilities 
and amenities to maintain competitiveness as an employer of choice in the oil, gas and 
utilities industry. 

The control room is critical for all operational requirements of the DBNGP. Its core function is 
to ensure the effective monitoring and control of the pipeline including mainline valves, meter 
stations, compressor stations and associated equipment. More information in relation to SCADA 
and Communications and how they support pipeline control can be found in the SCADA, 
Northern Communications Replacement and Jandakot Redevelopment Business Cases.  

In order to ensure continuity of safe operations, including the ability to have uninterrupted 
visibility of pipeline operations and condition, the control room requires high quality and reliable 
broadband connection. The preferred CBD location will offer fibre to the building (FTTB) from 
mid-2020, which is not available at the non-CBD location.  

Our Commercial Team meet regularly with Shippers and need to be readily available to discuss 
commercial and contractual obligations consistent with a 98% reliability standard. The team is 
often required to meet multiple times each week, especially when negotiating contracts. Having 
ready access to meet in person and discuss these issues is highly valued by our Shippers, hence 
increasing the importance of having a CBD presence. 

As noted earlier, our office accommodation is home for 142 staff and contractors. In a tightening 
employment market, where we are competing with other participants in the oil, gas and utilities 
industry, we must maintain our status as an employer of choice in order to have high quality 
talent available to operate and maintain the DBNGP.  

Maintaining a CBD presence is favoured by employees and contractors because of public 
transport accessibility, cycling routes, amenity and overall location at the centre of the 
metropolitan area. 

1.7.2.2 Consistency with the National Gas Rules 

Rule 79(2) 

The relocation to 140 St Georges Terrace is required to maintain the integrity of services. It will 
provide an open, fluid office space conducive to collaboration, remove the technology 
infrastructure risks of the current location (noting fibre to the building will be available mid-
2020), provide adequate meeting facilities, upgrade our control room, IT and OT server rooms, 
provide modern staff amenities and position us as an employer of choice in the oil, gas and 
utilities industry.  
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Rule 79(1) 

The relocation to 140 St Georges Terrace is also consistent with Rule 79(1)(a), specifically we 
consider the capital expenditure is: 

 Prudent – The expenditure is necessary in order to address the identified operational 
requirements which has been confirmed through engagement with key stakeholders 
including the Pipeline Control Centre, SCADA, IT and Communications. The relocation 
considers costs and benefits associated with various options over a 6-year period to 
identify the most value for money option. The proposed expenditure can therefore be 
seen to be of a nature that would be incurred by a prudent service provider. 

 Efficient – The expenditure incurred to date, and forecast to be incurred in 2020, is 
based on actual costs and/or those provided by landlords and subject matter experts in 
line with our Procurement Policy. The options assessed and findings were presented to 
our Executive Management Team at a number of stages, and included negotiating 
further reductions in rent with prospective landlords, before a final decision was made. 
The proposed expenditure can therefore be considered consistent with the expenditure 
that a prudent service provider acting efficiently would incur.  

 Consistent with accepted and good industry practice – The relocation takes into 
consideration requirements of office accommodation in professional workplaces, as well 
as operational requirements of a control room that operates WA’s major gas 
transmission pipeline. It follows good industry practice by ensuring that office 
accommodation is maintained within its useful life and to current technological standards, 
therefore the proposed capital expenditure is such as would be incurred by a prudent 
service provider acting efficiently, in accordance with accepted good industry practice.  

 To achieve the lowest sustainable cost of delivering pipeline services – The sustainable 
delivery of services includes reducing risks to as low as reasonably practicable and 
maintaining reliability of supply, whilst achieving the lowest sustainable costs over time. 
The relocation to 140 St Georges Terrace reduces leasing costs and other opex in the 
next five years compared to what is achievable under other options. It is also the lowest 
capex requirement of the options. 

1.7.3 Efficient Costs 

In AA4, the actual program costs are forecast to be $4.1 million. This includes minor works at 
the Esplanade office ($0.1m), make good costs for the existing office premise when vacating 
($0.4m) as well as prudent fit out costs for the new accommodation ($3.6m). It should be noted 
these cost estimates are still being finalised with the successful tenderer as final selections are 
made and work commences.   

A further discount to ongoing leasing costs was negotiated with the owners at 140 St Georges 
Terrace, with an increased incentive (from 50% to 54%) secured for the duration of the new 
lease (5 plus 5). This is regarded as being favourable over the current rates now in the 
marketplace.  

 
 

  



ATTACHMENT 8.5 – CAPEX BUSINESS CASES 

DBP 2021-2025 FINAL PLAN JANUARY 2020        410 

 

 

Appendix A – Summary Risk Assessment 

Figure 0.1: Summary of risk assessment 
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Untreated/ inherent 

risk
Major Occasional HIGH 125 Trivial Remote NEGLIGIBLE 1 Trivial Remote NEGLIGIBLE 1 Trivial Remote NEGLIGIBLE 1 Trivial Remote NEGLIGIBLE 1 Trivial Remote NEGLIGIBLE 1 130

Option 1 - renew 

Esplanade, refit
Major Remote INTERMEDIATE 25 Trivial Remote NEGLIGIBLE 1 Trivial Remote NEGLIGIBLE 1 Trivial Remote NEGLIGIBLE 1 Trivial Remote NEGLIGIBLE 1 Trivial Remote NEGLIGIBLE 1 30

Option 2 - Relocate to 

140 St Georges Tce
Major Occasional HIGH 125 Severe Occasional INTERMEDIATE 25 Trivial Remote NEGLIGIBLE 1 Minor Frequent INTERMEDIATE 25 Minor Occasional LOW 5 Severe Occasional INTERMEDIATE 25 206

Option 3 - Relocate to 

Walters Drive, 

Osborne Park

Major Remote INTERMEDIATE 25 Trivial Remote NEGLIGIBLE 1 Trivial Remote NEGLIGIBLE 1 Severe Occasional INTERMEDIATE 25 Trivial Remote NEGLIGIBLE 1 Trivial Remote NEGLIGIBLE 1 54

Loss of SupplyDBP People Environmental Outrage Asset Damage
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Levels 22 and 23, St Georges Terrace 

 2,201 sqm at  

 FTTB available mid-2020 

 Provision for internal stairs to make contiguous 

 Provides for separately located SCADA Master and Back-up 

 21 car parking bays at  16 in building, 5 public carpark next door 

 Improved Nabers rating compared to current (3.5) 

 Easily accessible by public transport (direct journey) 

 Well-equipped EOTF 

 Proximity to cafes, shops and other 

 No temporary accommodation required during fitout 

 Amenities are new or near new 

 Flooring, painting, lighting is new or near new 

Two or three of Levels 16, 17 and 18, 108 St Georges Terrace 

 1,644 sqm at  

 FTTB available mid-2020 

 Not contiguous 

 Provides for separately located SCADA Master and Back-up 

 21 car parking bays at  – 5 in building, 16 public carpark 

 Lowest Nabers rating of the options (3.0) 

 Easily accessible by public transport (direct journey) 

 Well-equipped EOTF 

 Proximity to cafes, shops and other 

Levels 11 and 12, 905 Hay St 

 2,151 sqm at  

 FTTB available mid-2020 

 Provides for separately located SCADA Master and Back-up 

 21 car parking bays at  – 7 in building, 14 public carpark 

 Improved Nabers rating compared to current (4.5) 

 Easily accessible by public transport (direct journey) 

 Well-equipped EOTF 

 Proximity to cafes, shops and other 

 Available early 2020, likely to require short extension at current location to allow for fit out 

Jandakot 

 Required floor space of ~2,000 sqm to be built at Jandakot 

 Once building and additional parking (~80 additional parks) are provided, Jandakot will have limited capacity to 

grow – any large projects (i.e. Shipper funded) likely to need to seek additional warehousing elsewhere  

 Requires additional rent at Esplanade while constructing at Jandakot 

 FTTN available 

 Does not provide for separately located SCADA Master and Back-up, Back-up control room rent estimated at 

~$500k pa 

 Not easily accessible by public transport (direct journey) 

 Impact to retention and attraction of high calibre staff 

 Proximity to cafes, shops and other 

 Requires development approval 
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1 Walters Drive, Osborne Park 

 2,468 sqm at  

 contiguous 

 FTTN available  

 Provides for separately located SCADA Master and Back-up 

 80 car parking bays at   

 Improved Nabers rating compared to current (5.0) 

 not easily accessible by public transport (direct journey) 

 impact to retention and attraction of high calibre staff 

 Well-equipped EOTF 

 Proximity to cafes, shops and other 

 Additional travel and employee costs 

20 Walters Drive, Osborne Park 

 2,327 sqm at  

 Contiguous 

 FTTN available  

 Provides for separately located SCADA Master and Back-up 

 80 car parking bays at   

 Improved Nabers rating compared to current (4.5) 

 not easily accessible by public transport (direct journey) 

 impact to retention and attraction of high calibre staff 

 Well-equipped EOTF 

 Proximity to cafes, shops and other 

 Additional travel and employee costs 
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corporate ethernet and maintenance LAN (CSN) connections between these facilities including 
the head stations located at The Esplanade and Jandakot. 

The system can be best described in two parts: the northern communications network and the 
southern communications network. The northern network runs from Dampier to Perth while the 
southern network is from Perth to Bunbury.  

The existing southern communications system commences at the Esplanade Perth and connects 
via optic fibre to the Western Power facility located in Joel Terrace East Perth. It consists of 
bandwidth on a backbone microwave radio network, which traverses the Western Power 
repeater sites down to Bunbury, and spur links32 that convey data from the polled access valve 
(PAV), metering and compressor sites to an aggregation site33 via narrow bandwidth radio link 
using spur UHF radios.34 Compressor station 10 is not on the Western Power backhaul path and 
is instead connected via a Telstra data service. 

Access to Western Power’s existing communications infrastructure assets is based on the 
original system being installed by Western Power (formerly State Government-owned SECWA, 
which also included the DBNGP). Western Power also has plans to upgrade this system and 
since Western Power is not a carrier it does not have a licence to provide communications 
capacity to us on a commercial basis. 

Telecommunications infrastructure across the southern communications network was installed 
10-30 years ago and is now at the end of its technical design life. 

In 2011 (during the AA3 period), we commenced the Southern Communications Upgrade 
project, which was required to replace end of life DBP-owned communications equipment along 
the southern part of the pipeline (Perth to Bunbury). 

The recommended option for the Southern Communications Upgrade project involved replacing 
our communications equipment on Western Power-owned shared infrastructure assets 
(including towers and land). We considered several alternatives, including establishing a 
standalone communications system south of Perth (similar to our northern communications 
network), moving our communications to fibre optic cable, satellite and Telstra’s platform. 

1.3.1 AA4 submission 

As part of the AA4 regulatory determination process, the ERA and its technical experts (EMCa) 
reviewed the proposed ~$11 million project. The ERA subsequently endorsed the recommended 
option, determining that the project meets the requirements of NGR 74, 79(1) and NGR 
79(2)(c)(i) to (iii).  

The ERA approved: 

 $6.8 million (real 2016) of capital expenditure spent during AA3 on replacement 
communications equipment be added to the regulated asset base; and 

                                           

32 It should be highlighted the reliability performance and data capacity of these links is lower than the backbone system. 

33 These are typically a backbone microwave repeater (owned by others). 

34 A specialised copper cable link is used for Kwinana. 
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Figure 0.1: Risk management principles  

 

Our risk assessment approach focuses on understanding the potential severity of failure events 
associated with each asset and the likelihood that the event will occur. Based on these two key 
inputs, the risk assessment and derived risk rating then guides the actions and activities 
required to ensure safety and compliance are not compromised, while delivery of this outcome 
is done as efficiently and effectively as possible. 

The risk rating assesses the consequence and likelihood of the risk. The risk of an event 
associated with failure of an asset is rated based on the combined effect of the consequence 
and likelihood rating to provide an overall risk rating. This risk rating guides the risk 
management and mitigation activities and facilitates prioritisation. 

Our Operational Risk Framework is based on AS/NZS 2885 and requires all identified risks 
ranked as intermediate or above to be addressed. For risks ranked as high we must ‘Moderate 
the threat, the frequency or the consequence to reduce the risk rank to intermediate or lower’.  

Six areas are considered for each type of risk: 

1. DBP – corporate/financial risk 

2. People – safety risk to the public and employees 

3. Environmental – risk of adverse impact on environment/local ecosystems 

4. Reputation/Outrage – risk of customer anger and reputational damage 

5. Asset Damage – dollar impact on assets 

6. Supply – risk of supply interruption to customers 

The untreated risk rating associated with the Southern Communications Upgrade project is 
presented in Figure 0.2.  
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1.5.1.3 Risk assessment 

This option will result in the ultimate exhaustion of all remaining spares holdings, as the 
equipment has reached its end of life and the manufacturer no longer supports the equipment. 
As of 2014 all spares holdings of the UHF (PAV) radios have been exhausted. We now rely on 
an internal resource to repair these units at component level utilising other faulty radios for 
parts. 

This option is therefore not efficient, and increases risk significantly, particularly given the age 
and obsolescence risk of the current communications systems. 

Communications outages can impact pipeline operations and subsequently throughput and 
contracted supply obligations.  

Unplanned availability of the southern communications system may also require changes to the 
pipeline operation that do not represent an optimised case for the level of supply and demand. 
This may result in extra fuel gas consumption and costs that would not have been incurred had 
the pipeline had been able to operate under normal conditions.  

In any event, costs associated with further delays to the replacement program would not be 
such as would be incurred by a prudent service provider acting efficiently, in accordance with 
accepted good industry practice, to achieve the lowest sustainable cost of providing services.35 

1.5.2 Option 2 – Install standalone infrastructure 

This option delivers the various activities outlined in the original recommended option, with the 
incremental addition of new DBP-owned infrastructure assets. The installation of DBP-owned 
infrastructure asset is critical to facilitate the installation of the new equipment, as well as the 
ongoing maintenance of those assets as it removes the risks, costs and challenges of shared 
infrastructure going forward, as well as including the incremental benefit of having independent 
control and access in the future.     

The primary additional infrastructure required to establish a new, DBP-owned standalone 
southern communications network are:   

 A new, standalone microwave backbone – this option requires the installation of fibre 
optic cable between Kwinana Junction and CS10, five poles36 in the Kwinana Industrial Area 
and equipment to facilitate the leasing of the fibre ring connecting Jandakot, Kwinana 
Junction and The Esplanade and will allow us to  replace Western Power’s microwave 
backbone and pilot cable network.  

 Upgraded DC and rectifiers – this option requires the installation of new DC and rectifiers 
at all southern sites from Main Line Valve 117 to Clifton Road to support the new 
communications equipment and associated UHV comms from the backbone to multiple 
meter stations serviced by the southern communications located south of the Esplanade 
Control Centre  

                                           

35 NGR 79(1)(a) 

36 The new poles are at Rockingham Meter Station, Mason Road Meter Station, Alcoa Kwinana Meter Station, Kwinana Power Station 
and Compressor Site 10 
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overall risk associated with the DBNGP as projects get pushed into AA5, leading to an even 
larger capital works program in the future. 

Figure 0.4: Our capex plan development process 

 

Failure to proactively plan and control our assets for future upgrade, replacement and ongoing 
maintenance of the southern communications network assets could result in limited visibility of 
pipeline assets, which would result in loss of throughput, excessive operating expenditure and 
impact on reliability and the ability to meet contractual obligations. 

1.6.1.1 Consistency with the National Gas Rules 

Option 2 is the progressed solution, recommending that we establish a new standalone southern 
communications network to ensure the timely replacement and prudent maintenance of our 
communications equipment in line with the relevant AMP guidelines. 

NGR 79(1) 

Option 2 is consistent with Rule 79(1)(a), which requires that capital expenditure must be such 
as would be incurred by a prudent service provider acting efficiently, in accordance with 
accepted good industry practice, to achieve the lowest sustainable cost of providing services. 

We consider that the capital expenditure is: 

 Prudent – the project will allow timely replacement and maintenance of existing assets 
that are arriving at the end of their useful lives. Assets are scheduled to be replaced ahead 
of failure, minimising disruption to customers, mitigating pipeline operations risks, and 
allowing for efficient resource scheduling. The proposed expenditure is there consistent with 
such that would be incurred by a prudent service provider. 

 Efficient – forecast expenditure is based on the actual unit cost incurred in the delivery of 
similar work undertaken in AA3. The design and operational delivery of the program is 
forecast for completion by internal staff and external resources. External resources are 
engaged as a result of formal contracts in place following the tender process, as per our 
Procurement Policy. These services are reviewed annually by our Contracts and 
Procurement functions, and new rates negotiated accordingly.  
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 Consistent with accepted and good industry practice – the project follows good 
industry practice of allowing replacement and maintenance activities to be undertaken in a 
timely manner, and aligned with commitments embedded within the AMP and 
manufacturer’s recommendations. Therefore the proposed capital expenditure is such as 
would be incurred by a prudent service provider acting efficiently, in accordance with 
accepted good industry practice. 

 To achieve the lowest sustainable cost of delivering pipeline services – the proposed 
option achieves the lowest sustainable cost delivery of services by undertaking works that 
reduce risks to as low as reasonably practicable while maintaining reliability of supply. This 
mitigates the costs of reactive works and penalties resulting from asset failure.  

NGR 79(2)(c)(ii) 

The progressed solution is necessary to maintain integrity of pipeline services. Replacing, 
repairing and/or managing these assets satisfies the grounds under Section 79(2)(c) of the 
National Gas Rules (NGR), which states capex is justifiable if: 

(c) the capital expenditure is necessary: 

 (i) to maintain and improve the safety of services; or 

 (ii) to maintain the integrity of services; or 

 (iii) to comply with a regulatory obligation or requirement; … 

There is a clear need to maintain the integrity of services, which would otherwise be 
compromised should these assets not be replaced, repaired or managed in line with the AMP 
and/or at the end of their useful life. 

1.6.2 Efficient costs 

The unit rates used to determine the cost of the AA4 program were based on average actual 
costs incurred in AA3. This includes the internal labour, external labour and materials/other 
costs. 

Key assumptions that were made in the cost estimation for the AA4 southern communications 
upgrade project include: 

 cost based on historical expenditure; 
 estimates derived from contractual rates of vendors to be utilised; 
 resource cost based on other similar projects ongoing at present or in previous AA 

periods; and 
 OEM contractual rates for spares and labour that are part of our telecommunications 

services agreements. 
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flexibilities to co-mingle their gas supplies as new Producers are developed post expansion.  The 
wheel or impellers were sized to ensure the compressor operating point was at maximum 
efficiency at this design flow. 

Between 2010 and 2015, changing pipeline hydraulics has resulted in CS1’s gas flow being 
below its design capacity. Further reductions have been experienced with the Varanus Island 
inlet gas bypassing CS1 – a request by the Producer to inject into the downstream side of CS1. 
The flow of gas has reduced over time to approximately half of the design flow. 

The original impellers were too large to operate safely and efficiently under the new, low flow 
operating regime. The compressors were often operating at or below the manufacturer’s 
recommended speed. Operating the compressor under low flow is unsafe with the unit 
operating at, or near, the surge control line of the compressor. To mitigate this risk, we were 
recycling gas to increase the flow to a safe level away from the surge line. Recycling gas at low 
flow results in inefficient operation. 

In 2015, we identified the need to address the safety risk and inefficiency of CS1 operating with 
impellers that were too large for the new, low flow operating conditions. The recommended 
approach was to re-wheel both CS1 compressors in as soon as practicable. 

We then commenced works to: 

 undertake a front-end engineering design (FEED) study with the equipment manufacturer 
–  – to confirm the proposed approach of re-wheeling the compressors at CS1;39 

 ordering long-lead time items (assuming results were as expected); and 

 ultimately re-wheel both CS1 compressors in 2017 to improve operational flexibility. 

1.3.1 AA4 submission 

As part of the AA4 regulatory determination process, the Economic Regulation Authority (ERA) 
and its technical experts (EMCa) reviewed the proposed project.40  

The ERA approved $3.6 million 41  of forecast capital expenditure for CS1 enhancements, 
determining that the recommended option met the requirements of NGR 74, 79(1) and NGR 
79(2)(c)(i) and (ii).  

1.3.2 Variations between AA4 forecast and actual expenditure 

In AA4, total capital expenditure of $1.2 million was required to address the operational issues 
at CS1. This was $2.4 million lower than forecast because we only re-wheeled one compressor, 
rather than the two forecast to be required. 

                                           

39 The options considered were to (i) investigate the feasibility of operating the gas turbines at lower speed; (ii) carry 
out analysis for re-staging or re-wheeling the compressor units; and (iii) consider the feasibility of replacement both 
units with more suitable turbo compressor packages, e.g., smaller Taurus units. The study confirmed re-wheeling 
the compressors was the most cost-effective option. 

40 The issue had not been identified at the time of the initial access arrangement submission, but was added in our 
response to the ERA’s draft decision. 

41 Note we have escalated this cost to real dollars June 2019. 
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Figure 0.1: Risk management principles  

 

Our risk assessment approach focuses on understanding the potential severity of failure events 
associated with each asset and the likelihood that the event will occur. Based on these two key 
inputs, the risk assessment and derived risk rating then guides the actions and activities 
required to ensure safety and compliance are not compromised, while delivery of this outcome 
is done as efficiently and effectively as possible. 

The risk rating assesses the consequence and likelihood of the risk. The risk of an event 
associated with failure of an asset is rated based on the combined effect of the consequence 
and likelihood rating to provide an overall risk rating. This risk rating guides the risk 
management and mitigation activities and facilitates prioritisation. 

Our Operational Risk Framework is based on AS/NZS 2885 and requires all identified risks 
ranked as intermediate or above to be addressed. For risks ranked as high we must ‘Modify the 
threat, the frequency or the consequence to reduce the risk rank to intermediate or lower’.  

Six areas are considered for each type of risk: 

1. DBP – corporate/financial risk 

2. People – safety risk to the public and employees 

3. Environmental – risk of adverse impact on environment/local ecosystems 

4. Reputation/Outrage – risk of customer anger and reputational damage 

5. Asset Damage – dollar impact on assets 

6. Supply – risk of supply interruption to customers 

Investment in the management and maintenance of compressor stations is a requirement of 
the AMP in order to appropriately manage the inherent risk associated with the core functions 
of these assets.  

The sources of gas into the DBNGP had changed with more gas flowing into the DBNGP south 
of CS1. CS1 operation, as new producers were commissioned, makes the stations designed flow 
capability too large for current flow rates. Note that we have retained the original wheels to 
revert to original design intent as dictated by Shipper’s nominations 

The untreated risk rating associated with operational issues at CS1 is presented in Figure 0.2.  
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 Asset Damage – operating compressors close to surge conditions can shift operations to 
unsafe condition causing trips and potential safety impact and/or severe damage to 
compressor station equipment in the order of $2.5 million to 
$10 million. 

 Loss of Supply – sub-optimal operation at CS1 would impact on shipper’s nominations and 
ability to maintain balance and could lead to a major disruption43 to supply.  

1.5 Options considered 

Different options were considered to address the operational issues at CS1 enhancement. The 
options were: 

 Option 1 - Continue to operate compressors below design flows; 

 Option 2 - Re-wheel compressors; and 

 Option 3 - Replace compressors with smaller compressor packages. 

These options are discussed in the following sections. 

1.5.1 Option 1 – Continue to operate compressors below design flows 

This option reflects maintaining the existing operating conditions at CS1. The CS1 compressors 
would continue to operate well below design flows, remain exposed to the potential of a surge, 
and this would compromise the safety and integrity of CS1 and the reliability of supply of gas.  

This option also requires the recycling of gas to increase the flow to a safe level away from the 
surge line.  

1.5.1.1 Achievement of objectives 

This option does not deliver for customers in terms of reliability and public safety due to the 
risk of surges resulting in equipment damage and lengthy unplanned shutdowns of the 
compressor units. 

It is not sustainably cost efficient in terms of working within industry benchmarks, and our own 
asset management objectives identified in the AMP to deliver profitable growth in that it does 
not appropriately respond to the requirements of gas suppliers or users. Nor would this solution 
align us in being environmentally and socially responsible due to the additional fuel gas required 
to support the recycling process.  

As such, this option would not reflect the costs such as would be incurred by a prudent service 
provider acting efficiently, in accordance with accepted good industry practice, to achieve the 
lowest sustainable cost of providing services.44 

Table 0.6 outlines how this option will support the achievement of our vision objectives.  

                                           

43 An interruption of supply for ≥1 day, but <1 week; or curtailment >30% capacity for ≥3days but <2 weeks. 

44 NGR 79(1)(a) 
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 Prudent – The project is based on the replacement of an existing asset which no longer 
meets the needs of the business and its stakeholders (gas producers and shippers). Because 
the replaced wheel had not reached the end of its useful life, it has been put in to storage 
and is available as either a spare or in the event demand returns to previous levels, can be 
reinstated in CS1. The proposed expenditure can therefore be seen to be of a nature that 
would be incurred by a prudent service provider.  

 Efficient – The expenditure incurred was efficient as the changes in volume forecasts 
confirm that re-wheeling one unit was sufficient at this time. The work at CS1 was 
undertaken externally and competitively procured in line with our Procurement Policy. 
Therefore, the expenditure is consistent with the expenditure that a prudent service provider 
acting efficiently would incur.  

 Consistent with accepted and good industry practice – The project follows good industry 
practice by ensuring the compressor station operates at or below the manufacturer’s 
recommended speed to efficiently service the gas flow requirements at that station. The 
capital expenditure is therefore such as would be incurred by a prudent service provider 
acting efficiently, in accordance with accepted good industry practice.  

 To achieve the lowest sustainable cost of delivering pipeline services – The sustainable 
delivery of services includes reducing risks to as low as reasonably practicable and 
maintaining reliability of supply, whilst achieving the lowest sustainable costs by undertaking 
the replacement program in a proactive, planned and scheduled manner with the most 
appropriate volume of activity based on useful life, business needs (optimised over the short 
and long term) and in line with manufacturer’s guidance and associated support. 

Rule 79(2)(c) 

The capital works program was necessary to maintain integrity of pipeline services. Re-wheeling 
a single compressor satisfies the grounds under Section 79(2)(c) of the National Gas Rules 
(NGR), which states capex is justifiable if: 

(c) the capital expenditure is necessary: 

 (i) to maintain and improve the safety of services; or 

 (ii) to maintain the integrity of services; or 

 (iii) to comply with a regulatory obligation or requirement; … 

The re-wheeling of one unit at CS1 was required to maintain the integrity of services, which 
would otherwise be compromised should CS1 continue to operate well below its design flow 
levels which could lead to surge and shutdown with units remaining offline and unavailable for 
use for an extended period of time. Therefore, this expenditure is consistent with NGR 
79(2)(c)(ii). 

1.7.2 Efficient costs 

The cost for the re-wheeling of CS1 includes the internal labour, external labour and 
materials/other costs forecast. The project was delivered slightly ahead of schedule and at lower 
cost compared to forecast, driven largely by the need to only address one compressor station 
rather than two. 
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Equipment was supplied by  under contract, which is managed in accordance with our 
Procurement Policy and Purchasing Procedure, and represented some 85% of the total cost of 
the project.  

Detailed information on the actual cost and reasons for variations between the forecast and 
actual cost is provided in section 1.3.2. 
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Appendix A – Summary of risk assessment 

Figure 1.3: Summary of risk assessment 
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Severe Occasional INTERMEDIATE 25 Trivial Remote NEGLIGIBLE 1 Trivial Remote NEGLIG BLE 1 Major Occasional HIGH 125 Severe Occasional INTERMEDIATE 25 Major Occasional HIGH 125 302

Option 1 - Do 

Nothing
Severe Occasional INTERMEDIATE 25 Trivial Remote NEGLIGIBLE 1 Trivial Remote NEGLIG BLE 1 Major Occasional HIGH 125 Severe Occasional INTERMEDIATE 25 Major Occasional HIGH 125 302

Option 2 - 

Rewheel one of 

the two gas 
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Severe Unlikely INTERMEDIATE 25 Trivial Remote NEGLIGIBLE 1 Trivial Remote NEGLIG BLE 1 Major Remote INTERMEDIATE 25 Severe Remote LOW 5 Major Remote NTERMEDIATE 25 82

Option 3 - 

Replace with 

smaller gas 
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Severe Occasional INTERMEDIATE 25 Trivial Remote NEGLIGIBLE 1 Trivial Remote NEGLIG BLE 1 Major Occasional HIGH 125 Severe Occasional INTERMEDIATE 25 Major Remote NTERMEDIATE 25 202
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1.3 Background 

Our business processes and customer outcomes are based on reliable access to information.  
That information is all stored in, and accessed through our IT applications.  Those IT 
applications run on and are accessed by IT infrastructure. For this business case IT 
infrastructure is defined as any IT technology used to store, host, or access our IT Applications.  
This includes, but is not limited to: 

 Networking infrastructure (e.g. switches, routers, Wi-Fi) 

 Communications links (e.g. network links between data centres) 

 Servers that IT Applications are hosted on (e.g. virtual servers) 

 End user computing devices (e.g. PC’s, laptops, tablets, mobile phones) 

 End user client software (e.g. Windows, Office 365) 

 Input/output devices (e.g. printers, multifunction devices) 

 Telephony devices (e.g. desktop phones, satellite phones, mobile phones) 

 Meeting room equipment (e.g. tele/video conferencing, projectors) 

All IT infrastructure assets have a lifecycle, from initially identifying the need for them right 
through to their retirement. This lifecycle should be treated the same as for any organisational 
asset.  Just like all assets, IT infrastructure assets need a certain level of ongoing maintenance 
to maximize their effective lifecycle. 

Not maintaining IT infrastructure to appropriate levels introduces 'technical debt' which 
accumulates over time and becomes more expensive to address the longer it is left to develop.  
Technical debt is a concept in software development, that applies to IT infrastructure as well, 
that reflects the implied cost of additional rework caused by choosing an easy (limited) solution 
now, instead of using a better approach that would take longer and cost more in the short term 
but less in the long term.  Technical debt is often compared to monetary debt. If technical debt 
is not repaid, it accumulates 'interest', making it harder to implement changes later on. 

With IT Infrastructure this technical debt translates to end users as instability of systems, more 
frequent random outages of the network and computers, all of which lead to frustration, manual 
workarounds, inefficiencies and missed targets.  Continued random outages usually leads to 
‘shadow IT’ where business people turn to their own IT to get the job done, introducing security 
and information loss risks. 

The reality of IT infrastructure is that regardless of how good the planning, design, acquisition 
and commissioning stages are, not all business process needs can be met by systems from day 
1 of their use and also business needs change over time.  This results in either manual process 
workarounds or changes to the IT infrastructure over time. 

All of these lifecycle factors are highlighted in Figure 0.1: IT Infrastructure asset lifecycle 
concepts.  This type of conceptual model is used to determine the overall lifespan of IT 
infrastructure assets, the cost vs benefits of how long to operate an IT infrastructure asset and 
some of the key factors to consider when determining their replacement is due. 
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Figure 0.1: IT Infrastructure asset lifecycle concepts 

 

The rapid rate of change of technology combined with the highly co-dependent nature of IT 
infrastructure assets with IT applications creates an environment where IT infrastructure assets 
can have varying lifecycles.  For example laptops that are constantly being used as intended 
(e.g. mobile) usually have a shorter lifecycle than printers or desk phones whose functionality 
and use are such that they last longer.  

Our historical approach to IT infrastructure lifecycle maintenance has been ad-hoc and has not 
followed an industry standard approach of proactive replacement before end-of-life. Good 
industry practice suggests “high impact” end user computing devices (e.g. laptops) tend to be 
on a 3 year replacement cycle whereas low use end user devices (e.g. desktop PCs), servers, 
telephony, printing and networking equipment are on a 5 year replacement cycle. These 
replacement cycles are in line with those suggested by equipment manufacturers through their 
warranty and support arrangements.  

The current IT infrastructure and our asset lifecycle approach (which was implemented part 
way through AA4) is defined in Table 0.3. It was developed to reflect industry norms, but also 
considers the impact of the historical ad-hoc approach and the experiences of our IT team and 
IT support service provider. 
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likely that a large number of users, or even customers, would be impacted.  As opposed to an 
end user computing asset that would only impact one person where the risk could be managed 
by having a few spares.  For large core infrastructure that is beyond vendor recommended 
lifecycles, spare parts may not be readily accessible.  This could leave the whole of the CBD 
Office and Control Room without a functioning network for weeks. 

Option 3 has a different risk, the end user computing devices are how all users ‘experience’ IT, 
over the 2 year extended period with more frequent disruptions there is the risk that the internal 
perception of IT will diminish and there will be overall productivity losses as a result.  

1.8.1.1 Implementation of the Initiatives 

This business case spans a wide range of IT infrastructure each with their own implementation 
context.  Some are under maintenance agreements where the upgrade projects are only 
reflecting the Contractors/Consultants costs, some require product decisions that have to line 
up with other business units plans. 

Where the project involves system acquisition or outsourcing of a service, these activities will 
be undertaken in line with our Procurement Policy and Purchasing Procedure. Business 
requirements will be defined in more detail based on the needs and market capabilities at the 
time of delivery. This will help ensure optimal value and efficient outcomes at the time of 
purchase. 

The project management processes will determine the most approach organisational change 
processes depending on the solution and approach determined by the project. 

As a general rule of thumb each initiative that introduces new capabilities will: 

 Have an internal business case developed commensurate with the initiative’s, cost, risk 
and complexity; 

 Management will review the business case based on the organisations over-arching 
priorities, risks and benefits of the initiative; 

 IT Management will project manage the initiative and organisational change 
management according to the schedule and outcomes defined in the agreed business 
case; 

 Involvement of business users will be managed to maximise their input whilst minimising 
the impact on their operational activities; and 

 Organisational changes will be designed to manage the risk of change commensurate 
with the initiatives benefits and organisational priorities. 

1.8.2 Why are we proposing this solution? 

1.8.2.1 Consistency with the National Gas Rules 

Option 2, deliver proactive IT Sustaining Infrastructure initiatives, is the recommended solution 
and will maintain IT Infrastructure in line with accepted good industry practice. 
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Rule 79(2)(c) 

The proposed expenditure on our IT Sustaining Infrastructure project is required to maintain 
the integrity of services through current, supported and fit for purpose IT infrastructure, 
managing technology risks and preventing material outages that impact the ability of the 
business to function (including tracking and reporting of business information to meet our 
regulatory obligations and requirements). Therefore this expenditure is consistent with NGR 
79(2)(c)(ii) and (iii). 

Rule 79(1) 

The proposed expenditure on our IT Sustaining Infrastructure is also consistent with Rule 
79(1)(a), specifically we consider the capital expenditure is: 

 Prudent – The expenditure is necessary in order to address the identified risks to DBP, 
Reputation, Asset Damage and Supply. The project is based on the proactive 
replacement of IT infrastructure assets which have arrived at the end of their useful 
economic life, avoiding operational inefficiencies due to outages or deteriorated 
performance. The proposed expenditure can therefore be seen to be of a nature that 
would be incurred by a prudent service provider. 

 Efficient – The forecast expenditure is based on historic costs for similar replacements. 
Pricing for these assets is sought through a competitive tender process, and is subject 
to regular market testing to ensure efficient prices are achieved. The proposed 
expenditure can therefore be considered consistent with the expenditure that a prudent 
service provider acting efficiently would incur.  

 Consistent with accepted good industry practice – The proposed asset lifecycle for our 
IT infrastructure assets is consistent with that employed across industries. 

 Achieves the lowest sustainable cost of delivering pipeline services – The proposed 
proactive replacement of IT infrastructure is more cost effective than a reactive, or lower 
frequency replacement program. Repair costs, and lost productivity, for IT infrastructure 
assets which fail, are typically more costly than replacement over the medium to longer 
term. 

1.8.3 Estimating the Efficient Costs 

As noted in the ‘Final Plan Attachment 8.7 Cost Estimation Methodology’, the unit rates used 
for all projects managed within this program include the internal labour, external labour and 
materials/other costs forecast. 

Where possible, the unit rates used to determine the cost of the program in AA5 is based on a 
three year average actual cost incurred by DBP in AA4. 

Where this has not been possible, due to infrequent or new activities identified for AA5, these 
activities have been estimated based on:  

 the historical cost of the same or similar program of work; 

 engaging IT strategy development experts to assist in development of the IT Plan 
CY2021-2025 that outlines a strategic plan and range of initiatives  for IT over the AA5 
period; 
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 where initiatives will need new products, at least two vendor quotes for a specification 
based on an informed ‘best estimate’; and 

 consultation with market specialists to determine the most likely implementation 
approaches and effort requirements to implement the initiatives and transform the 
business. 

IT Initiatives will be implemented by three potential groups of resources.  Internal staff 
generally undertake IT project management, the management and finance aspects of IT, and 
all of the business user involvement (e.g. business requirements, testing, and training).  An 
internal rate card has been agreed that defines the unit costs associated with all of the internal 
resources. 

IT support is currently outsourced and generally are involved in all IT initiatives to implement 
products into the environment and support processes (e.g. installing an application on a server).  
A rate card for these resources is defined as part of the ongoing management of that contract. 

Product or service specific skills are often required in IT initiatives to implement products (e.g. 
vendor contractors configuring their systems).  These rates are negotiated during the 
procurement phase using DBP’s Purchasing Policy. 

To estimate the costs the IT asset fleet was categorised into groups, the fleet size estimated 
and the current lifecycle approach documented in Table 0.3 above.  There has been an ongoing 
fleet replacement program and historical quotes for assets and their implementation were 
collated.  An analysis was conducted for the various options above based on the proposed 
lifecycles. These estimates incorporate internal and outsourced IT contractor costs, product 
specific contractor costs, products, organisational change and travel costs where applicable. 

There was no analysis done on utilising different vendors or products as the current ‘types’ of 
IT assets are not materially expected to change over the AA5 period.  E.g. the current HP 
laptops currently cost around $2,000 for an enterprise specification standard laptop.  It is not 
expected that in the AA5 period the organisation will want to change the specification to 
something materially different e.g. Chromebooks at $500 or Apple Air Books at $3,000. 
Discussions with end users did identify that the current IT Asset specifications is appropriate 
for business requirements. 

There is some sensitivity to the security network infrastructure as this is a volatile market, 
however whilst the functionality is volatile the year on year costs tend to be similar. 

This is the model that has been successfully deployed and implemented on the DBNGP under 
the existing AA4 and previous arrangements. 

 

Table 0.21 below shows total unescalated costs for the IT Sustaining Infrastructure program 
by cost type. Table 0.15 below shows the escalation applied to costs to real dollars of 
December 2020, including real labour cost escalation of 0.69% per annum.  
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Appendix A – Risk Assessment 

Figure 0.4: Summary risk assessment - IT Sustaining Infrastructure 

 

 

 

DBP People Environmental Outrage Asset Damage Loss of Supply

Consequence Frequency Risk Score Consequence Frequency Risk Score Consequence Frequency Risk Score Consequence Frequency Risk Score Consequence Frequency Risk Score Consequence Frequency Risk Score
Total Risk 

Score

Untreated Major Occasional HIGH 125 Trivial ypothetica NEGLIGIBLE 1 Major ypothetica LOW 5 Severe Frequent HIGH 125 Major Remote NTERMEDIAT 25 Major Unlikely HIGH 125 406
Break-Fix approach Major Occasional HIGH 125 Trivial ypothetica NEGLIGIBLE 1 Major ypothetica LOW 5 Severe Frequent HIGH 125 Major Remote NTERMEDIAT 25 Major Unlikely HIGH 125 406
Deliver proactive IT 

Sustaining Infrastructure 

initiatives on a 3/5 year 

asset replacement 

schedule

Severe Unlikely NTERMEDIAT 25 Trivial ypothetica NEGLIGIBLE 1 Major ypothetica LOW 5 Minor Unlikely LOW 5 Severe Remote LOW 5 Severe Remote LOW 5 46

Deliver proactive IT 

Sustaining Infrastructure 

initiatives on a 5/7 year 

asset replacement 

schedule

Severe Occasiona NTERMEDIAT 25 Trivial ypothetica NEGLIGIBLE 1 Major ypothetica LOW 5 Minor Frequent NTERMEDIAT 25 Severe Remote LOW 5 Severe Unlikely NTERMEDIAT 25 86




