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About Deloitte 
Deloitte provides audit, tax, consulting, and financial advisory services to public and private 
clients spanning multiple industries. With a globally connected network of member firms in 
140 countries, Deloitte brings world class capabilities and deep local expertise to help clients 
succeed wherever they operate. Deloitte's 150,000 professionals are committed to becoming 
the standard of excellence. 

Deloitte's professionals are unified by a collaborative culture that fosters integrity, outstanding 
value to markets and clients, commitment to each other, and strength from diversity. They 
enjoy an environment of continuous learning, challenging experiences, and enriching career 
opportunities. Deloitte's professionals are dedicated to strengthening corporate responsibility, 
building public trust, and making a positive impact in their communities. 

Deloitte refers to one or more of Deloitte Touche Tohmatsu, a Swiss Verein, and its network of 
member firms, each of which is a legally separate and independent entity. Please see 
www.deloitte.com/au/about for a detailed description of the legal structure of Deloitte Touche 
Tohmatsu and its member firms. 

About Deloitte Australia 
In Australia, Deloitte has 12 offices and over 4,500 people and provides audit, tax, consulting, 
and financial advisory services to public and private clients across the country. Known as an 
employer of choice for innovative human resources programs, we are committed to helping our 
clients and our people excel. Deloitte's professionals are dedicated to strengthening corporate 
responsibility, building public trust, and making a positive impact in their communities. For 
more information, please visit Deloitte's web site at www.deloitte.com.au. 

Liability limited by a scheme approved under Professional Standards Legislation. 

Confidential - this document and the information contained in it are confidential and should not 
be used or disclosed in any way without our prior consent. 

© 2009 Deloitte Touche Tohmatsu. All rights reserved. 
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Executive Summary 

1 Executive Summary 
1.1 Introduction 
In accordance with the letter of engagement accepted by the Commercial Manager on 7 July 2009, 
this report presents the results, conclusions and observations of the review of compliance by WestNet 
Rail Pty Ltd (WNR) for the year ended 30 June 2009 with the Train Path Policy (TPP) and Train 
Management Guidelines (TMG). The engagement was conducted in accordance with Australian 
Standard on Assurance Engagements ASAE 3000 'Assurance Engagements other than Audits or 
Reviews of Historical Financial Information'. 

1.2 Purpose 
The purpose of this review was to provide an assessment of the compliance by WNR with the TPP 
and TMG as outlined in our letter of eng^ement dated 7 July 2009 and further detailed in the scope 
below. 

1.3 Scope 
The scope of this review was to address whether: 

• all personnel who handle confidential information had been included in the Confidentiality 
Register 

• all personnel who handle confidential information had undergone appropriate induction training 
within a week of commencement to understand their obligations 

• WNR provided operators with a time profile of its schedule of repair, maintenance or upgrading 
works to be undertaken and the length of potential disruptions 

• WNR advised the affected operators of the revised time profile within a reasonable period (in any 
instances when WNR was unable to meet identified time commitments) 

• WNR scheduled train paths have been affected by planned track maintenance activities and 
planned track upgrades, where the parties cannot be provided satisfactory alternate train paths. 

1.4 Approach 
The review involved the following activities: p 

o 
• reviewing and understanding the relevant requirements of the TPP, the TMG, the Segregation ^ 

Arrangements, policies and procedures 3 
o ' 
73 interviewing key staff to understand processes as they relate to the functions outlined under the 

scope ro 

0) performing walkthroughs of relevant processes 

• assessing compliance with the relevant legislative requirements and policies & procedures o 

• performing compliance testing > 

• identifying areas of non-compliance ^ 

• finalising the report. s ; 

Deloitte: Review of compliance with the Train Path Policy and Train Management Guidelines 

This report is intended solely for the information and internal use of WNR, and should not be used or 
relied upon by any other person or entity. 
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Executive Summary 

1.5 Instances of non-compliance 
Our review highlighted two instances of non-compliance by WNR with the TPP and TMG: 

1. confidentiality agreement sign off 

2. confidentiality agreement register. 

The above issues were also raised in the 2007 and 2008 reports. WNR management have not 
addressed these matters to date. 

These issues are further detailed in section 2, Observations and Agreed Action Plans, where we 
outline our findings and recommendations. Management has responded with action plans to improve 
the relevant processes and prevent future non-compliance. 

1.6 Acknowledgement 
We wish to place on record our appreciation of the assistance and cooperation received from the 
management and staff of WNR. 

1.7 Report Clearance 
The contents of this report have been discussed and agreed with: 

• Adam Sidebottom, Senior Commercial Analyst 

• Arthur Fowler, Compliance Officer 

• Vic Bliss, Manager Safety & Compliance. 

1.8 Qualified conclusion 
Based on our review, which is not an audit, except for the matters noted above and detailed in section 
2, Observations and Agreed Action Plans section of this report, nothing has come to our attention that 
causes us to believe that WNR has not, for the year ended 30 June 2009, complied with the TPP and 
TMG as detailed in the scope above. 
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Cftserv^ions and i^reed acticm (rfans 

2 Observations and agreed action plans 
1. Confidentiality agreement sign off 

WMla^Mlm MaoacencBl Cammeat / Actiaa Mao 

SeGtkm 4 ofibe Segregatkia Arrai^enw^ states di^ WNR eofkiyees 
who have (tuties thai inctade manatging or coofhicting access related 
fiMictions are ntfukei lo uidbtake confidtrntiality agreemott training 
aM sigR a co^kiettttid^ agrecffiieM, 

WNR cwrentfy re^iests that only head office ^aff aid train controllers 
sign tttf ai^eeiaent. Regioad staif such as s^nal techniciaia. f^away 
iiKpectprs are exchKfed fiom signing Che agr^ment as they are 
cliKsified^ WNR as not havii^ aoxss to confidential infimnation. 
Tins aiqmiach is current not docimiarted. 
The WNR process b dot tnunii^ and agreeraenl signing takes place 
within one week of mmmencemeitf. 
Det^kd testily of confidentiali^ ^reements identifkd die following 
deficieiwies: 

• seven of 43 new employees tested did nrt s ^ a confidentiality 
i^recmenl withb a reasondile timefrane i.e. within one week of 
cfwrnncnccment Of these seven emfdi^ees, one poson hadbeen 
eiaptoyed for more than^rw weeks before s^nii^ a 
confidentiality agreemrat 

• three of die fow WNR Boaid members did not sign die a^eooent 

• one out (tf'33 tenntttated en^ik^ees had not signed a new 
congeniality agreement before re-commencii^ en^lc^QKttt wUi 
WNR one month after his depai^re. 

Tha issue was also identified in the 2007 and 2008 reports. 
Management have not ti&en any action to date to address this issue. 

Employees who have access 
to, or could come in contact 
w ^ confidential 
mform^ionniay not: 

• have received 
apprcqiriate trsinkig 

• have signed a 
confidentiality 
agreement 

• foUy appreciate their 
respmsibilities around 
not divulging 
confidential 
information. 

Confidentiality traming should be 
mcorporated into the emptoyee 
induction process to avoid non 
compliance. 

The confidentiality agreement shouU 
be signed within areasonable 
timeftane i.e. within one vteek of 
commencement. 
All enqiktyees including those re-
amunencing employment widi WNR 
and those kxated in regional offices 
should sign the t^reement as they could 
come in contact with confidental 
information. 
All WNR Board members should sign 
the confidei4iality ^reone^ . 

WNR will devek>p a procechire to 
document the confkMtialtty 
agreemeitf process. 
The fHoce(hire will clea'iy state: 
1. what positions or workgroups 

are required to undergo 
bainii^ and sign an 
agreement 

2. what timefiames agreements 
slKwId be signed within 

3. mamtenance of the 
confidentiality register 

4. responsibilities and 
accountabilities fat 
nnplementation. 

ReqxMKibillty 

AccoiHitability 

Target Date 

Compliance Officer 

Manner Safety & Compliance 

30 Se^ember 2009 

Ddattte: Review of oon^liance with the Tiain.Path Policy and Train Management Guidelines 

Tha report is iateadedsolefyfor the i r ^ma ioa and intermd use of WNR, ami should net be used or relied upon by any other person or entity. 
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CMservaticms a id screed action plans 

2. Confidentiality agreement register 
Maaatnaort Cawmtut/ ACUM M M 

WNR does not maiitfiiin a confkfentiality agieemeia register li^aing all 
enqikiyees thai have received confidentiality i^reement trainii^ aa& 
s^ned the agFeemeni. 
An attendance listing is prepared for eadi confidentialky s^reenient 
truntng sesskn conducted. This listing, however, does not confirm that 
(he agreemott has been signed.bec»ise training can be deliyered without 
the rapuieaienl to sign ^ agreemeitf. 
Fw^omore , Hie listb^ itself is not signed by each emidoyee to indicate 
they have received the appropriate tcainti^. 
Thb issue was abo identified in the 2007 and 2008 reports. 
Maiagement have not tai^en any action to date to address this issue. 

PolratiaUy inefficioit 
and/or inefSective nie^oid of 
ensurii^.that ad relevant 
WNR emptoyees have 
signed a conftdentialtty 
^reement. 

Identific^ion of those 
en^pjoyees who lad signed 
Ae i^reements would be 
difficult if the signed 
confidentiality j g r e e m e ^ 
were misplaced a* lost. 

Employees may nttf r^eive 
adequate traink^ jMrior to 
signing the confidentiality 
agreemeirt. 

AU enqiloyees should uodeigo 
confidentiality <igieeinent trainit^ sign 
the ^ent te ice Ihting mid sidnc^pientty 
the confidentiality ^reement. 
A confidentiality agreement register 
shfwld be created to keq> track of all 
en^loyees itei have coonptetedidie 
coftfidentiality training a ^ signeJ the 
{^reement. 

Maintenance of die confidentiality 
^reemeitf register diould be assigned 
to a suit^ite WNR enqrfoyee. 

RespoosibU^ 

AnxHtntabtUty 

Target Date 

WNR will maintain an electronic 
register of all eiiq>loye«s who 
have received training aai/ot 
signed.the coirfi<tentiality 
agjeecaaai. The register will 
record: 

• naiiK 

• positipn.title 

• v/oriigfoap 

• date of tiainitig 

• date of signing. 
Attendance listing will be signed 
b^ the en^loyee after receivii^ 
confidBntiality agreement 
training. 

CcHupliance Officer 

Manager Safety & Conqitlance 

30 September 2009 
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Statement of responsibility 

3 Statement of responsibility 
3.1 Management's Responsibility 
The management of WNR are responsible for the compliance with the TPP and TMG. This responsibility 
includes establishing and maintaining processes and internal controls relevant to the compliance with the TPP 
and TMG to ensure that it is free from material misstatement, whether due to fraud or error, selecting and 
applying appropriate policies and making estimates that are reasonable in the circumstances. 

3.2 Assurance Practitioner's Responsibility 
Our responsibility is to express a conclusion on the compliance with the TPP and TMG. We conducted our 
review in accordance with Australian Standard on Assurance Engagements ASAE 3000, "̂ Assurance 
Engagements Other than Audits or Reviews of Historical Financial Information,'" in order to state whether, 
on the basis of the procedures described, we have become aware of any matter that makes us believe that 
WNR has not maintained compliance with the TPP and TMG. 

A review consists primarily of making enquiries, primarily of persons responsible for the compliance with 
the TPP and TMG and its underlying information, applying analytical and other review procedures, and 
examination of evidence for a small number of transactions or events. A review is substantially less in scope 
than a reasonable assurance "audit" conducted in accordance with ASAE 3000. Accordingly, we do not 
express an audit opinion. Had we performed a reasonable assurance "audit" as defined by ASAE 3000 or an 
audit as defined by Australian Standards on Auditing, additional information may have come to our attention, 
which would have been reported to you. 

3.3 Inherent Limitations 
Our work is subject to the following limitations: 

• because of the inherent limitations of any internal control structure, it is possible that errors or 
irregularities may occur and not be detected. Our procedures were not designed to detect all weaknesses 
in control procedures as they were not performed continuously throughout the period and the tests 
performed are on a sample basis 

• any projection of the evaluation of the control procedures to future periods is subject to the risk that the 
systems may become inadequate because of changes in conditions, or that the degree of compliance with 
them may deteriorate 

• the matters raised in this report are only those which came to our attention during the course of 
performing our procedures and are not necessarily a comprehensive statement of all the weaknesses that rn 
exist or improvements that might be made. We cannot, in practice, examine every activity and Q 
procedure, nor can we be a substitute for management's responsibility to maintain adequate controls over g 
all levels of operations and their responsibility to prevent and detect irregularities, including fraud. 3 
Accordingly, management should not rely on our report to identify all weaknesses that may exist in the n 
systems and procedures under examination, or potential instances of non-compliance that may exist. ^ 

Suggestions for improvement should be assessed by management for their full commercial impact before c_ 
they are implemented. % 
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Statement of responsibility 

3.4 Limitations on use 
This report is made solely to the management of WNR in accordance with our engagement letter dated 7 July 
2009, for the purpose of reviewing compliance with the TPP and TMG and should not be quoted in whole or 
in part without our prior written consent. We disclaim any assumption of responsibility for any reliance on 
this report to any person other than the management of WNR, or for any purpose other than that for which it 
was prepared. 

We understand that a copy of this report has been requested by the Economic Regulations Authority (ERA). 
We agree that a copy of this report may be provided to the EPLA for their information but we do not accept 
any duty, liability or responsibility to the ERA in relation to this report. 

We disclaim all liability to any other party for all costs, loss, damages, and liability that the other party might 
suffer or incur arising from or relating to or in any way connected with the contents of our report, the 
provision of our report to the other party, or the reliance on our report by the other party. 

3.5 Independence, Competence, and Experience 
All professional personnel involved in this engagement have met the independence requirements of the 
Australian professional accounting bodies. Our team has been drawn from our Forensic Practice and has the 
required competencies and experience for this engagement. 
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