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1. Introduction 

The Economic Regulation Authority is responsible for the compliance and enforcement 
functions in the Wholesale Electricity Market (WEM) Rules and the Gas Services Information 
(GSI) Rules.1 As part of these functions, the ERA must annually provide a report to the Minister 
for Energy on the Australian Energy Market Operator’s (AEMO’s) compliance and the results 
of any investigations of AEMO’s compliance with the Rules.  

AEMO is required to appoint one or more auditors to conduct an audit of its compliance with 
the WEM Rules and GSI Rules every year.  

AEMO appointed PricewaterhouseCoopers to perform the 2023/24 independent limited 
assurance engagement.  

 

 
1  Wholesale Electricity Market Rules (WA), 1 July 2023, Rule 2.14.5B. Gas Services Information Rules 

(WA), 1 December 2022, Rule 174(5). 
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2. Auditor’s conclusion 

The auditor concluded that AEMO appeared to maintain, in all material respects, internal 
control procedures for its compliance with the WEM Rules and the GSI Rules.  

However, the auditor identif ied instances of non-compliance with AEMO’s IT Standards for 
access management during 2023/24. The auditor found instances of inconsistent application 
of IT access management controls. This behaviour presented an increased risk of 
unauthorised or inappropriate access to systems and data. This non-compliance was rated 
level one with a medium risk rating.2  Maintaining adequate access management controls 
forms part of AEMO’s internal controls with respect to compliance with the WEM  and GSI 
Rules. The auditor therefore qualif ied its conclusion of AEMO’s overall compliance, noting this 
issue.  

The results of the 2023/24 audit are documented in the auditor’s independent assurance 
reports. The audit reports were published on AEMO’s website on 18 November 2024.3,4 

 
2  Level one non-compliance rating is defined in the audit report as “Evidence of non -compliance with review 

criteria. These should be addressed as a matter of high priority. (Non -compliance)”  

Medium risk rating is defined in the audit report as “Findings which may have a moderate impact on the 

market operations if they are not addressed within a reasonable timeframe. These findings require 

management attention with regular ongoing monitoring.” 

3  AEMO Independent Assurance Report - WEM (2024), (online).  

4  AEMO Independent Assurance Report - GSI (2024), (online). 

https://wa.aemo.com.au/-/media/files/electricity/wem/compliance/2024/aemo-independent-assurance-report-wem-2023-24.pdf?la=en
https://aemo.com.au/energy-systems/gas/wa-gas-bulletin-board-wa-gbb/market-audit-reports
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3. Findings 

3.1.1 WEM audit 

The audit of AEMO’s compliance with the WEM Rules identif ied 60 new findings, excluding 
seven information technology findings.  

There were 54 non-compliances, of which 53 were rated low risk and one rated medium. 
Thirty-eight non-compliances were resolved and closed during the audit period.5,6 

Non-compliances occurred across a range of WEM Rules.  

The auditor made five findings of insufficient controls in place, three of which were rated 
medium risk and two as low risk. Insufficient control f indings related to reviewing Market 
Participants’ Standing Data, and a lack of control procedures, documentation and reviews to 
support obligations.  

The auditor identif ied one control improvement opportunity, which it rated as low risk. The 
auditor recommended AEMO introduce a process for the Control Room shift handover to 
ensure all items in the Control Room log are accurate. 

Eight low rated non-compliances from previous audits were closed, as well as three findings 
of insufficient controls in place and one control improvement opportunity. One low risk 
non-compliance relating to omitted information required by the AEMO Regulatory Reporting 
Guideline, in AEMO’s 2024/25 Western Australian Budget, remains open.  

3.1.2 GSI audit 

The audit of the GSI Rules identif ied two low-rated non-compliances and one finding of 
insufficient controls. One of the non-compliances was resolved during the audit period.  

Non-compliances related to not adhering to the AEMO Regulatory Reporting Guideline and 
not providing notice of a Gas Bulletin Board outage. The auditor also considered that there 
were insufficient control designs for facility transfers (that is, when a facility is  transferred to 
an alternate operator). Control design for facility transfers was considered insufficient.  

Two low risk GSI audit f indings remained opened from the 2022/23 audit. One related to 
omitted information required by the AEMO Regulatory Reporting Guideline, in AEMO’s 
2024/25 Western Australian Budget. The other related to an insufficient control issue related 
to an incomplete register of obligations.   

3.1.3 Information Technology audit – GSI and WEM 

The auditor identif ied seven IT findings, four of which were rated as medium risk and three as 
low risk.  

Eleven GSI IT findings raised in prior audit periods remain open, six of which were rated 
medium risk and five as low risk. Findings were related to logical access, change 
management, physical access and IT operations. 

Twelve WEM IT f indings raised in prior audits remain open, seven of which were rated medium 
risk and five as low risk.  

 
5  A low risk rating is defined in the audit report as “Findings which may have a minor impact on market 

operations if they are not addressed in the future. These findings are the responsibility of management with 

regular monitoring and reporting at staff meetings .” 

6  A medium risk rating is defined in the audit report as “Findings which may have a moderate impact on the 

market operations if they are not addressed within a reasonable timeframe. These findings require 

management attention with regular ongoing monitoring.” 
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Eight IT observations from prior years were closed from across AEMO’s WEM and GSI 
obligations. 
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4. Investigations 

In February 2025, the ERA completed investigations into 10 alleged breaches of the WEM 
and GSI Rules by AEMO. The alleged breaches span 30 October 2022 to 3 October 2024 and 
relate to non-compliances with financial and budget reporting obligations. 

We concluded that AEMO’s reports did not include the required statements of financial position 
and cashflows and, apart from the 2024/25 WA Budget, were not compliant with project-
specific risk and expenditure requirements. The breaches did not have direct impact on 
AEMO’s WEM or GSI operations. However, the breaches reduced the transparency of 
AEMO’s financial management practices for its Western Australian operations and made it 
more challenging for the ERA and market participants to assess the effectiveness and 
efficiency of AEMO’s use of funds. 

The ERA found AEMO in breach in each instance. AEMO has accepted that it breached the 
WEM and GSI rules for each matter. 

During the audit period the ERA assessed 120 AEMO breach allegations, related to the WEM 
Rules in force prior to 1 October 2023. All breaches were assessed as being low risk and 
subsequently resolved without investigation under Regulation 38(3) of the Electricity Industry 
(Electricity System and Market) Regulations.7 Just over 40 per cent of breaches were related 
to the failure to ensure sufficient Load Following Ancillary Services. This requirement has been 
superseded by the WEM Dispatch Engine under the amended WEM Rules effective from 
1 October 2023.  

 

  

 
7  Electricity Industry (Electricity System and Market) Regulations 2004 (WA), regulation 38(3), online. 

https://www.legislation.wa.gov.au/legislation/statutes.nsf/law_s35189.html&view=consolidated
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Appendix 1 Independent Assurance Report on 
AEMO’s Compliance with the WEM Rules and WEM 
Procedures 
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Appendix 2 Independent Assurance Report on 
AEMO’s Compliance with the GSI Rules and GSI 
Procedures 
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Appendix 3 AEMO’s response to the audits 
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