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Executive summary 

The Economic Regulation Authority has prepared its annual report to the Minister for Energy 
on the Australian Energy Market Operator’s (AEMO) compliance with the Wholesale Electricity 
Market (WEM) Rules and the Gas Services Information (GSI) Rules. 

The ERA’s report contains AEMO’s 2020/21 audit report, together with the ERA’s 
investigations into AEMO’s non-compliances since the 2019/20 report to the Minister for 
Energy. 

The auditor reported 48 WEM non-compliances for the audit period. This is three more non-
compliances than the prior year. AEMO self-reported most of these matters (42) to the auditor 
and has rectified nearly all (46) of the matters. AEMO has advised that the remaining two 
matters are due to be rectified by 30 June 2022.1  

No non-compliances were identified for the Gas Services Information (GSI) Rules.  

The auditor did not rate any of the non-compliances as material. Despite there being no 
material matters, the ERA is concerned with two of the auditor’s findings for the adequacy of 
AEMO’s controls in its System Management business unit.2 System Management is 
responsible for the operation of the power system in the WEM.  

First, the auditor reported 10 matters where System Management could strengthen its control 
environment to improve the audit process.3 For example, the auditor stated that System 
Management had a large amount of procedural documentation that served as controls, but it 
was unclear which documents reflected current practice. In these circumstances, the auditor 
relied largely on verbal assertions by System Management staff, rather than auditing whether 
staff applied documented controls and whether those controls were effective. The ERA 
concluded from the auditor’s findings that System Management’s procedures for managing 
control documentation were inadequate.  

AEMO accepted the auditor’s findings, and, as part of the ongoing WEM reform process, is 
improving its documentation to provide transparent decision-making processes and ensure 
that auditability is maintained. 

The second finding concerned 14 matters where System Management did not activate 
sufficient levels of Load Following Ancillary Services (LFAS) as required by the WEM Rules.4 
LFAS is one of several essential services and is used to maintain the frequency of the power 
system. None of these individual matters were rated as material by the auditor or presented a 
threat to power system security.  

The ERA is concerned because these non-compliances have occurred in the last two 
consecutive audit years, despite AEMO implementing improved controls after 2019/20.  

 
1  The two remaining matters concern additional controls to address the under-activation of load following 

ancillary services and communication protocols for generator performance standards. These matters are 
discussed in sections 2 and 3 of this report. 

2  International Organization for Standardization [ISO] 2021, ISO 37301:2021 Compliance management 
systems states that an organization should implement controls to manage its compliance obligations. The 
standard also states that these controls should be maintained, periodically reviewed, and tested to ensure 
their continuing effectiveness. 

3  These findings were not WEM Rule non compliances but were rated by the auditor as compliance risks 
(compliance rating 2) or improvement opportunities (compliance rating 3). 

4  The total number of intervals identified in the audit report where AEMO failed to activate sufficient LFAS in 
2020/21 was 0.37% of the total intervals (17,520) for that year. 
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The ERA has considered the two findings concerning AEMO’s controls in the context of the 
ongoing WEM reform process. The reforms require AEMO to implement large-scale system 
and process changes to its market operations and power system functions and so there is a 
heightened risk of non-compliance. AEMO advised that its audit and compliance team was 
engaging with the reform team and other business units to document and test the adequacy 
of key controls.  

AEMO must have adequate processes for its controls to provide confidence that AEMO is 
meeting its power system and market operations obligations under both the current market 
design and when the new market design commences. Given the findings, the ERA 
recommends that AEMO consider enhancing its procedures for controls, including managing 
control documentation and audit trails and monitoring the effective operation of controls.   

The ERA is also required to report on its own investigations into AEMO’s compliance. In 
2019/20, following an investigation into a longstanding breach of the WEM Rules, the ERA 
reported its concern that AEMO’s assurance processes were inadequate.5 This is because 
the ERA had found AEMO had been incorrectly calculating market participant fees from 30 
November 2015 to 29 October 2019.6 The non-compliance was not identified in previous 
audits or software certification processes. There were also other longstanding non-
compliances identified by AEMO that were not detected in earlier audits or software 
certification processes.7 

The ERA focused on these longstanding breaches because AEMO’s assurance processes 
must be robust to ensure that the new systems and processes for the WEM reforms comply 
with the WEM Rules and that the processes for detecting non-compliance are adequate so 
that material non-compliances are identified as early as possible.  

AEMO outlined in its response to the 2019/20 investigation its actions to mitigate the risk of 
longstanding non-compliances. Many of these actions have been implemented including 
engaging an independent party to develop an obligations map for AEMO’s WEM obligations, 
implementing a two-stage certification process and appointing a new firm to conduct its WEM 
market audits.8 The remaining actions to be implemented include conducting risk assessments 
that identify areas for additional “deep dive” assurance activities to provide confidence with 
new processes following commencement of the new market design in October 2023.9  

Since the 2019/20 report to the Minister, the ERA has investigated a further five longstanding 
breaches. The ERA considered whether these five longstanding breaches were of further 
concern for the adequacy of AEMO’s compliance assurance processes. The ERA has found 
that the causes of many of the most recent longstanding matters were similar to the earlier 
longstanding matters – that is, many of the most recent matters were caused by system errors 
that were not detected in earlier audits or software certification processes. The ERA has 

 
5  ERA, 15 September 2021, ‘Report to the Minister for Energy on AEMO compliance 2019-20’, 

(online).[accessed 20 January 2022]. 
6  During the 2018/19 audit year, the maximum amount overcharged was $83,000 and the maximum amount 

undercharged was -$23,000. AEMO rectified its settlement information technology systems to correctly 
calculate the market participant fees in October 2019. Settlement adjustments for incorrect fees were made 
for the period November 2018 to August 2019. 

7  For example, the incorrect calculation of the metered load component of the market participant fee 
settlement amount (online) and the incorrect application of loss factors for energy offers at the price caps 
(online). 

8  In earlier reports to the Minister the ERA recommended that AEMO rotate auditors as personnel conducting 
the audits included personnel involved in several earlier audits. 

9  AEMO has explained to the ERA that the term “deep dive” is an in -depth-review or assessment of a 
process or rule area pertaining to AEMO’s operations. 

https://www.erawa.com.au/cproot/22153/2/Final-report-to-Minister-on-AEMOs-compliance-2019_20.PDF
https://www.wa.gov.au/government/document-collections/rule-change-rc202001
https://aemo.com.au/-/media/files/stakeholder_consultation/working_groups/wa_meetings/waecf/2021/waecf-final-minutes-30.pdf?la=en
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concluded that AEMO’s actions outlined above should mitigate the risk of these types of 
longstanding non-compliances.  

The ERA will continue to engage with AEMO leading up to the commencement of the new 
market, to ensure that AEMO’s actions to manage compliance risks are adequate. 



Economic Regulation Authority 

Report to the Minister for Energy on the Australian Energy Market Operator’s 
compliance 2020/21 

4 

1. Introduction 

The ERA is responsible for the compliance and enforcement functions in the WEM Rules and 
the GSI Rules. 

As part of these functions, the ERA must provide a report to the Minister for Energy on AEMO’s 
compliance.10 The report must be prepared annually and include AEMO’s latest published 
audit reports and the results of any investigations into AEMO’s compliance completed by the 
ERA. 

This report contains the information required to be provided to the Minister for Energy under 
the WEM Rules and GSI Rules, covering the audit period from 1 July 2020 to 30 June 2021. 
The report also includes investigations of AEMO’s compliance by the ERA up to the date of 
this report. 

 

 
10  Wholesale Electricity Market Rules (WA), 1 February 2022, Rule 2.14.5B. Gas Services Information Rules 

(WA), 17 December 2021, Rule 174(5).  
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2. 2020/21 audit reports 

2.1 WEM Rules 

The WEM Rules require AEMO to have an annual compliance audit.11 The audit must consider 
AEMO’s compliance with the WEM Rules and WEM Procedures, including AEMO’s internal 
procedures and business processes. The audit must also consider AEMO’s market software 
systems and processes for software management. 

The results of the 2020/21 audit are documented in the auditor’s Independent Assurance 
Report on AEMO’s Compliance with the WEM Rules and WEM Procedures (Appendix 2). The 
report was published on AEMO’s website in December 2021.12 

2.2 WEM Rules audit report – Summary of findings 

A summary of the audit findings by compliance and risk rating is provided in Table 1. 13 

Table 1: Summary of 2020/21 audit findings 

 Low risk Medium risk High risk Total 

Compliance rating 1 
(Non-compliance) 

31 17 0 48 

Compliance rating 2 
(Compliance risk) 

3 2 0 5 

Compliance rating 3 
(Improvement 
opportunity) 

5 0 0 5 

Total 39 19 0 58 

During 2020/21, there was an increase in the total number of non-compliances and 
compliance risks.14 There were three more non-compliances and three additional compliance 
risks when compared to the prior audit period. There were no high-risk matters. 

Of the 58 matters in Table 1, the auditor identified 16 (12 per cent) of these, while the rest 
were self-reported by AEMO.15 Thirty-one of these matters concerned AEMO’s System 
Management business unit, which has responsibility for operating the power system. The 
auditor did not rate any of these matters as material. 

 
11  Wholesale Electricity Market Rules (WA), 1 February 2022, Rule 2.14.2. Wholesale Electricity Market Rules 

(WA), 1 February 2022, Rule 2.14.3. 
12  AEMO, 6 December 2021, ‘Independent Assurance Report on AEMO’s compliance with the WEM Rules 

and WEM Procedures’, (online).[accessed 20 January 2022]. 
13  Appendix 1 describes the risk ratings used by the auditor to assess AEMO’s compliance. 
14  Non-compliances increased from 45 matters in 2019/20 to 48 matters in 2020/21 and compliance risks 

increased from seven matters in 2019/20 to 10 matters in 2020/21. 
15  Six breaches and 10 control observations were identified by the auditor. The remaining 42 (88%) matters 

were breaches that were self-reported by AEMO. 

https://wa.aemo.com.au/-/media/files/electricity/wem/compliance/2021/rbp-aemo-wem-audit-report.pdf?la=en
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Ten of the System Management matters were not breaches but were identified as compliance 
risks (compliance rating 2) or improvement opportunities (compliance rating 3). For these 
matters the auditor found that: 

• Despite System Management having a large suite of procedure documentation, during 
the audit it was unclear which System Management procedures best reflected operational 
practice. This limited the value of the System Management audit because the audit relied 
on verbal assertions from staff rather than auditing whether staff applied controls and 
whether those controls were effective. 

• The documentation of controls and audit trails is of a lesser standard than other parts of 
AEMO’s business. 

The ERA concluded from the auditor’s findings that System Management’s procedures for 
managing control documentation were inadequate. To address these findings, AEMO advised 
that its audit and compliance team was engaging with its WEM reform team and other 
business units to document and test the adequacy of key controls being implemented 
throughout the reform program, as new rules commence. 

There were 17 medium risk non-compliances (compliance rating 1). The most concerning of 
these were 14 matters where System Management activated levels of LFAS lower than the 
quantities that were required to be scheduled.16 LFAS is one of several essential services and 
is used to maintain the frequency of the power system. None of these individual matters were 
rated as material by the auditor or presented a threat to power system security. 

AEMO’s forecast LFAS requirements are set annually, and these are the quantities of LFAS 
that AEMO must schedule ahead of time for activation for each trading interval. However, 
because of the manual process to activate Synergy’s LFAS generators, the real time activated 
quantity has at times been less than the scheduled quantity. In real time the actual LFAS 
quantity needed to maintain power system security may also vary from the scheduled 
quantities.17  

The auditor considered the LFAS non-compliances to be a historical and systemic issue that 
arose due to deficient controls.18 Due to the recurrence of LFAS activation non-compliances 
the auditor revised the risk rating of these non-compliances from low risk in 2019/20 to medium 
risk in 2020/21. The increase in risk was due to the auditor deeming the likelihood of non-

compliances recurring as “Likely” if the issue was not rectified.19  

Since the 2020/21 audit findings, AEMO has implemented changes to the System Operator 
Controller User Interface to improve visual displays to monitor the quantities of LFAS activated 
and alarms to monitor LFAS quantities. AEMO has also advised that LFAS activation process 
and documentation changes are due for completion by March 2022, and this will further reduce 
the risk of these non-compliances 

The ERA’s concern is not with the under activation of LFAS because there is no evidence that 
any of these variations have threatened power system security and the auditor did not 
conclude that these non-compliances were material. Rather, the ERA’s concern is that these 
non-compliances have occurred in the last two consecutive audit years, despite AEMO 

 
16  The total number of intervals in the audit report where AEMO failed to activate sufficient LFAS in 2020/21 

was 0.37% of the total annual intervals (17,520). 
17  If the scheduled quantities are not sufficient then AEMO can schedule Synergy to provide back-up LFAS. 
18  In LFAS activation breach finding 20WEM1.50 in the ‘Independent Assurance Report on AEMO’s 

compliance with the WEM Rules and WEM Procedures’, (online).[accessed 20 January 2022], the auditor 
noted that the controls that AEMO had cited were ineffective in preventing the breaches. 

19  Appendix 1 describes the risk ratings used by the auditor to assess AEMO’s compliance. 

https://wa.aemo.com.au/-/media/files/electricity/wem/compliance/2021/rbp-aemo-wem-audit-report.pdf?la=en
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implementing improved controls after 2019/20. Therefore, the ERA recommends that AEMO 
enhance its processes for monitoring the effective operation of its controls.  

Two of the remaining medium risk non-compliances concerned:  

• LFAS cost recovery calculations: LFAS costs are recovered from market participants 
following the calculation in the WEM Rules. There was an error in this calculation in 
AEMO’s settlement systems. A software fix has been implemented to resolve the 
calculation error. 

• Loss factors used in individual reserve capacity calculations: The calculation for individual 
reserve capacity requirements requires AEMO to use loss factor adjusted values.20 Some 
of these values were required to be manually updated. AEMO has made system changes 
to automate the calculations and the matter is now closed. 

The remaining medium risk non-compliance was the use of incorrect calculations in assigning 
certified reserve capacity to facilities.21 The error concerned the relevant level calculation 
which is used to determine the quantity of capacity credits allocated to intermittent generators. 
AEMO’s relevant level calculation tool was updated in 2017, however incorrect inputs in the 
updated tool caused the calculations to be incorrect for the 2017 to 2020 reserve capacity 
cycles. The auditor reported that the error resulted in incorrect capacity payments to individual 
market participants. The net consequence was overpayments of $143,000.22 The ERA is 
currently investigating this matter and will include it in the 2021/22 report. 

The remaining non-compliances were low risk and covered a range of different matters such 
as failure to issue dispatch advisories, not meeting publishing deadlines, incorrect inputs in 
calculations and the requirement for a documented generator performance standards 
communication protocol.23 Except for the latter generator performance standards matter, 
these non-compliances have now been closed and require no further action. The generator 
performance standards matter is discussed in section 3.1. 

2.3 GSI Rules 

Clause 174(2) of the GSI Rules requires AEMO to have an annual compliance audit. The audit 
must consider AEMO’s compliance with the GSI Rules and GSI Procedures, including AEMO’s 
internal procedures and business processes. The audit must also consider AEMO’s market 
software systems for the Gas Bulletin Board and calculation of GSI fees and processes for 
software management. 

The results of the GSI audit are documented in the auditor’s Independent Assurance Report 
on AEMO’s Compliance with the GSI Rules and GSI Procedures (Appendix 3). The report was 
published on AEMO’s website in December 2021. 24 

 
20  To fund capacity procured through the Reserve Capacity Mechanism each market customer is assigned an 

individual reserve capacity requirement obligation based on their contributions to the system peak. 
21  Each year AEMO procures enough generation capacity to deliver a reliable electricity supply by assigning 

capacity credits to facilities (e.g. generators and demand-side management providers). 
22  Refer Audit finding 21WEM1.73 in the ‘Independent Assurance Report on AEMO’s compliance with the 

WEM Rules and WEM Procedures’, (online).[accessed 20 January 2022]. 
23  None of the calculation errors had a material impact and were therefore rated as low risk by the auditor. 
24  AEMO, 6 December 2021, ‘Independent Assurance Report on AEMO’s Compliance with the GSI Rules and 

GSI Procedures’, (online).[accessed 15 February 2022]. 

https://wa.aemo.com.au/-/media/files/electricity/wem/compliance/2021/rbp-aemo-wem-audit-report.pdf?la=en
https://aemo.com.au/-/media/files/gas/wa_gas_services/compliance/rbp-aemo-gsi-audit-report-2021.pdf?la=en&hash=828EE7A54B6AE82F5074DC3DFF832691
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2.4 GSI Rules audit report – Summary of findings 

The auditor reported the following main themes in the audit report: 

• Extensive automation means that GSI obligations are well-controlled. 

• AEMO has a strong compliance culture where self-reporting of matters is encouraged and 
the approach to compliance risk management is proactive.  

• There were two low-risk non-compliance findings from the previous year and these have 
been addressed and closed. 

• No new non-compliance matters were identified in this period. 

There were no other audit findings for the 2020/21 audit period. 
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3. AEMO’s response to the audits 

Clause 2.14.4(b) of the WEM Rules and rule 174(3) of the GSI Rules allow AEMO to prepare 
a separate report if it does not accept the audit reports and recommendations. The ERA is 
required to include any separate report prepared by AEMO in this report. AEMO’s report is 
attached in Appendix 4. 

AEMO prepared a separate report stating that it did not accept two findings and 
recommendations contained in the WEM audit report.25 One of these matters was assessed 
by the auditor as a compliance rating 1 matter, meaning it is a non-compliance.  The other 
matter was assessed as a compliance rating 3 matter, meaning it is an improvement 
opportunity. 

3.1 Non-compliance 

Clause 3A.1.3 of the WEM Rules requires AEMO and Western Power to document a process 
setting out how information will be exchanged between the two parties. The auditor found 
AEMO non-compliant with this requirement. AEMO disagreed that this matter was a non-
compliance as AEMO believed that it was meeting the intent of clause 3A.1.3 by having 
documented both a manual contingency process and a draft guideline. AEMO stated that it is 
actively seeking feedback from Western Power to finalise the guideline.   

The ERA will need to conduct its own investigation of this matter in the next reporting period 
to confirm if this matter is a non-compliance. 

3.2 Improvement opportunity  

Clause 3.6.2 requires AEMO to produce operational plans to implement the automatic under 
frequency load shedding requirements. These operational plans must account for sensitive 
loads and for the rotation of loads between load shedding bands 

The auditor made a recommendation for AEMO to formalise its under frequency load shedding 
plans, which are used to manage the security of the power system. While AEMO had 
implemented the plans, the auditor found that the plans were not formalised. AEMO’s report 
stated that it disagreed with this finding as the requirements are currently covered in the 
operating protocol for AEMO and Western Power. AEMO also stated that the work it was 
undertaking to implement new WEM Rules for under frequency load shedding, which come 
into effect 1 June 2022, should address the finding. 

The ERA will engage with AEMO to monitor the progress of the work to formalise these plans 
as part of the implementation of the new rules. 

 
25  AEMO, December 2021, ‘AEMO’s response to market auditor’s reports’, (online).[accessed 20 January 

2022]. 

https://wa.aemo.com.au/-/media/files/electricity/wem/compliance/2021/aemos-response-to-audit-reports.pdf?la=en
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4. WEM investigations 

Clause 2.14.5B(b) of the WEM Rules requires the ERA to include the results of any 
investigations of AEMO’s compliance with the WEM Rules and WEM Procedures in this report. 

Since the previous report, the ERA has completed investigations into 27 AEMO non-
compliance matters. Of these matters, 25 were self-reported by AEMO and two matters were 
identified by the ERA.  

4.1 Longstanding non-compliances 

In last year’s report to the Minister, the ERA considered the adequacy of AEMO’s assurance 
processes as part of investigating a longstanding breach of the WEM Rules for the calculation 
of market participant fees.26 AEMO’s assurance processes must be robust to ensure that the 
new systems and processes for the ongoing WEM reforms comply with the WEM Rules and 
that the processes for detecting non-compliance are adequate so that material non-
compliances are identified as early as possible.  

At that time, the ERA concluded that AEMO’s assurance processes needed improvement. 

Since last report, the ERA has investigated a further six matters concerning longstanding 
breaches in the areas of tolerance ranges, credit limits and ancillary services settlement 
calculations. The ERA has concluded that AEMO breached the WEM Rules for five of these 
matters. 

The ERA considered whether these longstanding breaches were of further concern for the 
adequacy of AEMO’s compliance assurance processes. The ERA has concluded that the 
causes of many of the most recent longstanding matters were similar to the earlier 
longstanding matters – that is, many of the most recent matters were caused by system errors 
that were not detected in earlier audits or software certification processes.  

In its response to the ERA’s 2019/20 investigation, AEMO outlined several actions to mitigate 
the risk of longstanding non-compliances. Many of these actions have been implemented 
including engaging an independent party to develop an obligations map for AEMO’s WEM 
obligations, improving software certification processes including a two-stage certification 
process and appointed a new firm to conduct its WEM market audits.27 

AEMO has also committed to conducting risk assessments to identify areas for additional 
“deep dive” assurance activities to provide confidence with new processes following 
commencement of the new market design.28  

 
26  Market participant fees are charged to market participants to recover the costs for market and power system  

services provided by AEMO, the ERA’s regulatory functions and the former Rule Change Panel functions.  
27  In earlier reports to the Minister the ERA recommended that AEMO rotate auditors as personnel conducting 

the audits included personnel involved in several earlier audits. 
28  AEMO has explained to the ERA that the term “deep dive” is an in -depth-review or assessment of a 

process or rule area pertaining to AEMO’s operations. 
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4.2 Dispatch non-compliances 

The ERA also investigated 21 matters concerning AEMO’s compliance with the dispatch 
requirements in the WEM Rules. Most of these matters concerned the requirement for AEMO 
to dispatch according to the latest balancing merit order.29   

These were older matters that occurred between January 2017 and December 2019, that were 
reported to the ERA in separate alleged breach reports.  

The causes of these breaches were: 

• Human error – most of the dispatch process breaches were the result of a process failure 
caused by human error.  

• Failures and outages of information technology (IT) systems. 

Since these matters occurred, AEMO has also implemented several initiatives to address the 
IT failures and human errors, the most significant being: 

• Completion of the System Management Systems Transition project, which transferred the 
legacy systems used by System Management in dispatch from Western Power to AEMO.  

• Ongoing training of System Management, including the use of established templates to 
provide training. 

The ERA is satisfied with the actions AEMO has taken and has observed a material reduction 
in these types of non-compliances. 

 
29  Balancing merit order is defined in the WEM Rules as “the ordered list of balancing facilities, and associated 

quantities, used by AEMO for issuing dispatch instructions for the trading interval”.  
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5. GSI investigations 

Although the GSI Rules do not require this report to include the results of any investigations 
carried out by the ERA on AEMO’s compliance with the GSI Rules and GSI Procedures, this 
section has been included in this report for completeness. 

The ERA did not investigate any alleged breaches of the GSI Rules or GSI Procedures by 
AEMO during the 2020/21 audit period. 
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Appendix 1 Compliance Risk Ratings 

Table 1 describes the ratings the auditor used to assess AEMO’s compliance. 

Table 1: Compliance ratings used by the auditor30 

Compliance 
rating 

Description of rating 

1 Instances of non-compliance with the WEM Rules 

2 Findings that are not an instance of non-compliance, but pose a compliance risk 

3 Findings related to areas for improvement that do not affect compliance risk 

The following risk ratings, set in consultation with AEMO, were used by the auditor to assess 
the findings: 

• Critical: Potential for catastrophic impact on market or system operations or other market 
outcomes if not addressed immediately. Requires executive actions and monitoring at 
board level. 

• High: Potential for major impact on market or system operations or other market outcomes 
if not addressed as a matter of priority. Requires senior management attention with 
regular monitoring at executive meetings. 

• Medium: Potential for moderate impact on market or system operations or other market 
outcomes if not addressed within a reasonable timeframe. Requires management 
attention with regular monitoring. 

• Low: Potential for minor impact on market or system operations or other market outcomes 
if not addressed in the future. Requires team level attention with regular monitoring. 

 

 

 

 
30  Refer to page 23 of Independent Assurance Report on AEMO’s compliance with the WEM Rules and Market 

Procedures. 

https://wa.aemo.com.au/-/media/files/electricity/wem/compliance/2021/rbp-aemo-wem-audit-report.pdf?la=en
https://wa.aemo.com.au/-/media/files/electricity/wem/compliance/2021/rbp-aemo-wem-audit-report.pdf?la=en
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EXECUTIVE SUMMARY 

This independent assurance report sets out the results of the market audit by Robinson 

Bowmaker Paul (RBP). The audit assesses AEMO’s compliance with the Wholesale Electricity 

Market Rules (WEM Rules) and WEM Procedures for the period 1 July 2020 to 30 June 2021, 

both dates inclusive. 

REGULATORY CONTEXT AND SCOPE 

Regulatory context 

The regulatory context for the audit is summarised in Table 1.  

Table 1: Regulatory context for the Electricity Compliance Audit  

Clause reference Comment 

2.14.1 Requirement for AEMO to appoint market auditor 

2.14.2 Requirement for AEMO to ensure market audits are undertaken no less than annually 

2.14.3 Defines the scope of the audit to include, at minimum: 

• The compliance of AEMO’s Internal Procedures and business processes with the WEM 

Rules 

• AEMO’s compliance with the WEM Rules and WEM Procedures 

• The compliance of AEMO's market software systems and processes for software 

management with clause 2.36.1 of the WEM Rules. 

2.36.1 Defines obligations with respect to AEMO's software management systems and controls; this 

provides the compliance criteria for the review of processes for software management 

Scope 

Given the regulatory context above, the purpose of the Electricity Compliance Audit is to assess: 

• How AEMO implements its obligations under the WEM Rules 

• How AEMO manages non-compliance risk with respect to the obligations above 

• Instances of non-compliance by AEMO during the Audit Period 
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• AEMO’s market software systems and its processes for software management, and 

specifically, AEMO’s compliance with clause 2.36.1 of the WEM Rules. It includes an 

assessment of whether: 

─ AEMO maintains appropriate records. 

─ The software used by AEMO to implement its obligations under WEM Rules is 

compliant with the underlying mathematical formulations and the rules themselves. 

─ AEMO has been compliant with its market systems certification obligations. 

─ AEMO can reproduce past results. 

The Electricity Compliance Audit includes AEMO’s role as both market and system operator and 

includes the following work streams within scope: 

• Compliance Assessment of AEMO’s operational compliance and application of controls to 

mitigate compliance risk. 

• Procedures Assessment of WEM Procedures and Internal Procedures that have changed 

during the Audit Period. 

• Software Compliance Assessment 

• Review of General IT Controls. 

KEY THEMES AND FINDINGS 

Improvements in mitigating adverse impacts of Spinning Reserve shortfalls 

Last year we noted a potentially worsening trend with respect to Spinning Reserve shortfalls. AEMO 

has since analysed historical shortfall data and developed a number of metrics that provide a useful 

and informative summary of shortfall trends.  While shortfalls are still occurring, AEMO’s analysis 

indicates a downward trajectory across all metrics including: 

• A slight decline in the trend of the longest continuous shortfall, with individual events still 

resulting in outliers. Longest continuous shortfalls have been as long as 60 minutes. 

• A slight downward trend in maximum MW shortfall has trended marginally downwards. The 

maximum shortfall has been as high as 70% of the requirement1. 

 

1 The analysis conducted by AEMO include post-contingent intervals (i.e. intervals during which a contingency 

had manifested, with Spinning Reserve being used up to restore frequency), As such the largest maximum 

shortfall noted here may be over-estimated. 
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• A reduction in the trend of minutes per week for which a violation in Spinning Reserve 

quantities was recorded. Violation minutes per week have been as high as 90-120 minutes 

per week during the audit year. 

• A reduction in the trend of minutes (per week) for which a violation in Spinning Reserve 

quantities was recorded (average 35 minutes to ~20 mins) 

The prevalent causes of shortfalls appear to be: 

• The largest contingency being set by the Yandin and Warradarge wind farms in North 

Country.  

• Volatility from intermittent generation. During such volatility, some of the Spinning Reserve 

will be used up to provide LFAS Up leaving a shortfall in Spinning Reserve.  

• Rooftop PV volatility, which likewise means Spinning Reserve is being used up as a result of 

LFAS up provision.  

AEMO has taken multiple mitigating actions to reduce the severity of the above Spinning Reserve 

shortfalls with a view to preventing Under-Frequency Load Shedding (UFLS); this includes 

improvements to Generator Interim Access (GIA) dispatch, and modification and increased use of 

the Real Time Frequency Stability (RTFS) tool to increase visibility of potential adverse impacts. This is 

further described in 21WEM1.59 (in the body of this report). 

Hence, notwithstanding the on-going shortfalls, we have concluded that AEMO has appropriate 

mitigating controls in place to ensure power system security and reliability. 

Recurring LFAS shortfalls 

As in previous years, we have noted multiple instances of AEMO not activating sufficient Load 

Following Ancillary Services (LFAS) leading to shortfalls. This is a historical and systemic issue that 

arises as a result of deficient controls pertaining to the manual dispatch of Synergy facilities. The 

deficiency manifests as follows: when an independent LFAS provider changes its bid such that 

Synergy’s cleared LFAS increases in the LFAS Merit Order, this change is not immediately visible to 

the controller because of the nature of the display of the System Operator Controller User Interface 

(SOCCUI). While there are other controls to alert a controller that a shortfall has occurred, these are 

reactive; hence, by the time the controller is alerted, the shortfall has already occurred. While the 

majority (more than 60%) of shortfalls are immaterial in nature e.g., 0-10MW, there have been 

instances where the shortfalls have been material, including a small number of instances in which 

the shortfall was greater than 30MW. Of particular note, were two shortages of LFAS Up of 39MW 
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(20 June 2020, 17:302) and 49MW (5 September 2020, 19:30); the former shortfall occurred during 

the evening ramp when solar PV output is declining. Other shortages were noted during the 

morning and evening ramps, but the magnitude of these shortfalls was minor or immaterial. 

As noted above, the root cause of this issue pertains to the control deficiency described above, and 

until the control is fixed these shortfalls are almost certain to recur (as evidenced by multiple 

breaches over multiple years). Note that the magnitude of the shortfall is unrelated to the likelihood 

of recurrence because of the manner in which the shortfalls manifest.  We have therefore rated the 

LFAS breaches as medium risk due to the systemic and historical nature of these breaches, and the 

potential for material shortfalls to occur if the issue is not rectified. AEMO has advised that they plan 

to rectify the SOCCUI display issue by the end of the 2021 calendar year; this should significantly 

decrease the likelihood of similar breaches recurring in the future. 

It is worth noting that in most cases AEMO is able to mitigate any adverse impacts of LFAS shortfalls 

on power system security by re-dispatching Synergy (because of the nature of portfolio dispatch). 

However, this is an undesirable outcome from a markets perspective, as it involves dispatching 

energy to meet an ancillary services requirement (thereby compromising the productive efficiency of 

the market). 

See also 21WEM1.37 in the body of this report. 

Opportunity to improve control environment in power system operations area 

There are opportunities to strengthen the control environment in the power system operations area 

in a manner that facilitates audit. For example, System Management3 has a large number of 

procedural artefacts; however, during the audit it was unclear which procedures best reflected 

operational practice. This limited the value of the System Management audit as our audit 

procedures largely involved verbal assertions by staff on what they do, as opposed to auditing 

whether staff applied documented controls in practice, and whether those controls were effective 

(which is the approach we have used for WA markets). A rationalisation would be useful whereby all 

procedures/instructions that do not reflect operating practice are removed. 

 

2 This breach occurred in the previous audit period but was not reported until the current audit period. 

3 As part of the WEM reform rule amendments which commenced on 1 February 2021, all references to System 

Management have been removed and replaced with AEMO. For ease of reference, we continue to use the 

term System Management in this audit report to refer to the AEMO teams responsible for power system 

operations. 
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There is also opportunity to improve the documentation of controls and maintenance of audit trails 

to facilitate audit4. Historically, much of System Management’s obligations have been discretionary 

in nature by virtue of the manner in which Synergy’s portfolio is dispatched. As such the 

documentation of controls and maintenance of audit trails have not been as sophisticated as what 

we have observed in the WA Markets space. In the new WEM, however, AEMO will have more 

stringent obligations to be transparent about process and give reasons for dispatch decisions, and 

its dispatch decisions may have material impacts on the proper functioning of the market.  For 

example:  

• AEMO will need to justify its rationale for varying output on a Dispatch Instruction.  

• AEMO will be required to document a WEM Procedure that sets out how they will determine 

who to direct in a Low Reserve Condition.  

• AEMO’s decisions around which constraint sets to use will have a direct impact on the 

quantum of Uplift Payments (payable to negatively mispriced generators), which may end up 

triggering the Non-Co-optimised Essential System Services (NC ESS) process.  

As such, it will be important that AEMO maintains a robust control environment that facilitates audit 

and transparency. 

Effective testing and verification Controls in Market Operations area 

Many of the self-reported breaches in the Market Operations area relate to pre-existing errors that 

were detected by AEMO by implementing the following controls: 

• The Settlements verification processes (which we reviewed as part of this audit) 

• Systems testing as part of software development projects (e.g., the RoPE implementation 

project and Settlement Enhancements implementation project). 

The errors that have been detected are described in the following findings: 

• 21WEM1.30: Multiple Settlement Implementation Issues 

• 21WEM1.32: Error in Ancillary Service Cost Recovery calculation in Settlements 

• 21WEM1.35: Incorrect loss factors applied to Notional Wholesale Meter for IRCR calculation 

• 21WEM1.52: Failure to recalculate Relevant Demand flowing a Consumption Deviation 

Application resulting in incorrect NSTEM Settlement calculations. 

 

4 See 19WEM1.61, 21WEM1.40, 21WEM1.42, 21WEM1.46, 21WEM1.47 and 21WEM1.54 in the body of this report. 
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The fact that these issues were self-detected by AEMO speaks to the effectiveness of the Settlements 

verification and systems testing controls that AEMO have implemented.  

It should be noted that AEMO’s Settlement verification controls do not provide an absolute level of 

assurance of correct Settlements results. This is evidenced by the fact that some of the above issues 

are historical, having occurred for multiple years before being detected this year. The nature of the 

verification checks that have been implemented, such as comparing settlements results to the 

previous Settlement period’s results and investigating significant changes, may not detect minor 

errors, or systemic issues that affect each Settlement period’s results to a similar degree. However, 

the cost of implementing systems and procedures that would provide a significantly higher level of 

assurance would be prohibitive, so we conclude that AEMO is taking a reasonable approach. 

AEMO's internal controls and certification and audit as external control should manage residual risk 

to an acceptable level. 

Inconsistent approach to recording self-reported breaches 

The self-reported breach 21WEM1.30 (Multiple Settlement Implementation Issues) is a single breach 

that reports 5 separate settlement issues, the common thread being the fact that all 5 were detected 

as part of the Reduction of Prudential Exposure (RoPE) project. Conversely, there are 14 separate 

self-reported breaches due to a failure to activate sufficient LFAS, each being a separate instance of 

the same issue. 

This inconsistency has two undesirable implications: 

• Comparing numbers of breaches year-on-year or across different business areas is less 

meaningful, as they have not been recorded on a consistent basis. 

• Where multiple issues within the same self-reported breach have different resolutions, it 

becomes difficult to clearly track the resolution of the issues. 

We recommend that AEMO implement a clear policy that each individual issue is recorded as a 

separate self-reported breach. 

This issue should be borne in mind when considering the numerical summaries of findings 

presented in the following section. In Table 3 below, we present the number of findings if 

21WEM1.30 had been reported as five separate breaches. 
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Summary of findings 

There has been an increase in the overall number of findings over the previous year, including a 

significant increase in the number of medium risk findings. This is largely driven by the large number 

of instances of insufficient LFAS activation; 14 of the 20 Medium risk findings relate to this single 

issue. 

There have been no high-risk findings identified this audit year. 

Table 2: Audit findings identified during audit period by risk rating: 2018/19, 2019/20 and 2020/21 

 2018/19 2019/20 2020/21 

Risk 

Rating 
Total Total Total 

Finding Type 

Breaches5 - reported by Control Observations6 

AEMO RBP RBP 

High 7 1 0 0 0 0 

Medium 15 6 19 16 1 2 

Low 21 45 39 26 5 8 

Totals 43 52 58 42 6 10 

 

Table 3. Number of audit findings if 21WEM1.30 had been reported as five separate breaches 

 2018/19 2019/20 2020/21 

Risk 

Rating 
Total Total Total 

Finding Type 

Breaches7 - reported by Control Observations8 

AEMO RBP RBP 

High 7 1 0 0 0 0 

 

5 Findings that are instances of non-compliance with the WEM Rules 

6 Findings that are not instances of non-compliance with the WEM Rules, but which pose compliance risk 

(Rating 2) or are opportunities for improvement which do not affect compliance risk (Rating 3) 

7 Findings that are instances of non-compliance with the WEM Rules 

8 Findings that are not instances of non-compliance with the WEM Rules, but which pose compliance risk 

(Rating 2) or are opportunities for improvement which do not affect compliance risk (Rating 3) 
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Medium 15 6 19 16 1 2 

Low 21 45 43 30 5 8 

Totals 43 52 62 46 6 10 

 

Table 4: Audit findings movement 

Finding status 

Risk Rating 

Total 

High Medium Low 

Open @ 01/07/2020 2 5 16 23 

Add: New findings (01/07/20 – 30/06/21) 0 19 39 58 

Less: Closed findings (01/07/20 – 30/06/21) 2 5 35 42 

Open @ 01/07/2021 0 20 19 39 

       Prior year findings  0 1 5 6 

       Current year findings  0 18 15 33 

 

Figure 1: Audit findings by risk rating and observation type: 2017/18 - 2020/21 
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Table 5: Summary of audit findings identified by RBP during the current audit period 2020/21 

Area Process Finding 

Type 

Risk 

Rating 

Ref# Finding 

S
ys

te
m

 M
a
n

a
g

e
m

e
n
t 

Real-time dispatch 

(Ancillary Services) 

Breach Medium 21WEM1.37 Failure to activate sufficient LFAS 

Training Control Medium 21WEM1.48 No simulator training conducted for controllers on an ongoing basis, and no access to simulator for 

assessment purposes until new EMS system is implemented 

Real-time dispatch 

(Ancillary Services) 

Control Medium 21WEM1.53 No formalised control to mitigate against incorrect Spinning Reserve activation due to fragmented 

Control Room tool kit. 

Planning Breach Low 21WEM1.38 GPS communication protocol not finalised 

Planning Control Low 21WEM1.40 Opportunity to improve audit trails for System Restart Testing processes 

Planning Control Low 21WEM1.42 No formal processes to investigate dispatch non-compliance 

Real-time dispatch Breach Low 21WEM1.45 Failure to issue Dispatch Advisory 

Real-time dispatch Control Low 21WEM1.46 Approach to dispatching marginal intermittent generators is not formalised 

Planning Control Low 21WEM1.47 No formalised process for reviewing impacts of Commissioning Test Plans on system security 

Planning Control Low 21WEM1.54 Formalised operational plans for AUFLS implementation do not exist 

Real-time dispatch Control Low 21WEM1.57 Control Room quality assurance controls are not being applied regularly 

Real-time dispatch 

(Ancillary Services) 

Control Low 21WEM1.59 Continuing Spinning Reserves shortfalls 

Market 

Information 

Control Low 21WEM1.69 Incorrect Outage Data published on WEM Market Data webpage 

 Real-time dispatch Breach Low 21WEM1.74 Accumulated Time Error exceeded allowable threshold 

M
a
rk

e
ts

 

STEM Breach Low 21WEM1.49 Errors in calculation of Alternative Maximum STEM Price since September 2020 
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Area Process Finding 

Type 

Risk 

Rating 

Ref# Finding 

Reserve Capacity Breach Low 21WEM1.52 Failure to recalculate Relevant Demand flowing a Consumption Deviation Application resulting in 

incorrect NSTEM Settlement calculations. 

 

Audit findings open from prior years and self-reported breaches are listed in the detailed audit report and reported to management 

on a monthly basis and to the RAC each quarter.  
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OPINION 

Note: Audit activities regarding compliance with WEM rules section 3.8A and Appendix 3B are 

ongoing. Consequently, the following opinion is subject to change. 

Qualifications 

We have not noted any instances of material non-compliance with the WEM Rules; our definition of 

materiality is set out in the detailed audit report. 

Conclusion 

Opinion on AEMO’s operational compliance with the WEM Rules and WEM Procedures 

Subject to the inherent limitations set out in the detailed audit report, based on the audit 

procedures we have performed and the evidence we have examined, nothing has come to our 

attention that causes us to believe AEMO has not been compliant with the WEM Rules and WEM 

Procedures during the Audit Period, in all material respects. 

Subject to the inherent limitations set out in the detailed audit report, based on the audit 

procedures we have performed and the evidence we have examined, AEMO’s Market Software 

Systems are compliant with the WEM Rules in all material respects. 

Opinion with respect to the compliance of AEMO’s software management processes with the WEM 

Rules 

Subject to the inherent limitations set out in the detailed audit report, based on the audit 

procedures we have performed and the evidence we have examined, nothing has come to our 

attention that causes us to believe that AEMO’s processes for software management have not been 

compliant with the WEM Rules and WEM Procedures during the Audit Period in all material respects. 
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1  INTRODUCTION 

This chapter sets out the regulatory context for the market audit and our approach to 

performing the audit. 

1.1 AUDITED ENTITY 

The audited entity for this report is AEMO. 

1.2 AUDIT PERIOD 

The Audit Period is 1 July 2020 to 30 June 2021, both dates inclusive. 

1.3 REGULATORY CONTEXT AND SCOPE 

1.3.1 Regulatory context 

The regulatory context for the audit is summarised in the table below. For avoidance of doubt, the 

heads of power for the market audit are derived from clauses 2.14.1, 2.14.2 & 2.14.3 of the WEM 

Rules and covers AEMO’s role as both market operator and system operator. 

Table 6: Regulatory context for the market audit 

Clause reference Comment 

2.14.1 Requirement for AEMO to appoint market auditor. 

2.14.2 Requirement for AEMO to ensure market audits are undertaken no less than annually. 

2.14.3 Defines the scope of the audit to include, at minimum: 

• The compliance of AEMO’s Internal Procedures and business processes with the 

WEM Rules. 

• AEMO’s compliance with the WEM Rules and WEM Procedures. 

• The compliance of AEMO's market software systems and processes for software 

management with clause 2.36.1 of the WEM Rules. 

2.36.1 Defines obligations with respect to AEMO's software management systems and controls; this 

provides the compliance criteria for the review of processes for software management. 
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1.3.2 Scope 

Given the regulatory context above, the purpose of the market audit is to assess: 

• How AEMO implements its obligations under the WEM Rules. 

• How AEMO manages non-compliance risk with respect to the obligations above. 

• Instances of non-compliance by AEMO during the Audit Period. 

• AEMO’s market software systems and its processes for software management, and 

specifically, AEMO’s compliance with clause 2.36.1 of the WEM Rules. It includes an 

assessment of whether: 

─ AEMO maintains appropriate records. 

─ The software used by AEMO to implement its obligations under WEM Rules is 

compliant with the underlying mathematical formulations and the rules themselves. 

─ AEMO has been compliant with its market systems certification obligations. 

─ AEMO can reproduce past results. 

The market audit includes AEMO’s role as both market and system operator and includes the 

following work streams within scope: 

• Compliance Assessment of: 

─ Areas where we have noted breaches or non-compliance risk during past audits. 

─ Areas that have changed or been introduced in the past Audit Period (e.g., in terms 

of rule changes, system changes, operational practice changes. 

─ AEMO’s self-reported instances of non-compliance with the WEM Rules.  

• Procedures Assessment of WEM Procedures and Internal Procedures that have changed 

during the Audit Period.  

• Software Compliance Assessment. Our audit team has tested and certified updates to WEMS 

and settlements systems on an ad-hoc basis throughout the year (prior to implementation). 

Hence the Software Compliance Assessment does not include certification testing but does 

include:  

─ A review of AEMO’s change logs for WEMS, settlements, SPARTA, RTDE and SOCCUI 

─ A review of rule changes and release notes to determine whether all rule changes 

have been reflected in software. 
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─ Testing compliance of MR 2.36.1(b) in respect of the results of the STEM run outputs 

for Trading Week 19 of the Audit Period as produced from AEMO production systems 

in that Trading Week to check whether AEMO can recreate system outputs. 

1.4 AUDIT CRITERIA 

1.4.1 Criteria for determining operational and procedural compliance 

The criterion we have used for determining the compliance of AEMO’s WEM Procedures (referred to 

as the WEM Procedures) is the Wholesale Electricity Market Rules dated 1 February 2021 (referred to 

as the WEM Rules). 

The criteria we have used for determining AEMO’s operational compliance and the compliance of 

AEMO’s Internal Procedures are the WEM Rules and the WEM Procedures. 

1.4.2 Criteria for determining control application 

When assessing whether AEMO has applied effective controls during the Audit Period we have used 

relevant Internal Procedure and Confluence Work Instruction documentation as our audit criteria. 

These are summarised below. 

Table 7: Procedures reviewed to assess control application 

AEMO functional area Procedures against which control application has been assessed 

Market Operations Settlements and Daily Operations Procedure and related Confluence work instructions 

Reserve Capacity Certification of Facilities Procedure, Reserve Capacity Testing Procedure, Relevant Demand 

and CDA Procedure, Certification of Reserve Capacity, Undertaking the Long Term PASA and 

conducting a review of the Planning Criterion and related Confluence work instructions 

Finance Internal Procedure: Fees 

System Management 

Operations Governance 

and Integration 

Internal Procedure - Tolerance Ranges 

Internal Procedure - Manage Rule Participant Compliance 

System Management - 

Real Time Operations 

Internal Guideline - Backup Load Following Ancillary Service 

Management of LFAS interaction with GIA 

Internal Guideline: Power System Security Management 

Ideology 
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AEMO functional area Procedures against which control application has been assessed 

System Management - 

Power System and 

Market Planning 

Internal Procedure - Black Start Testing 

Internal Guideline - Equipment List 

Internal Guideline - FAQ for Commissioning 

Internal Procedure - Transmission Network Planned Outages 

Risk & Compliance AEMO Data Breach Response Plan 

Where AEMO does not have documented controls or procedures relating to a business process 

under review we have used best practice criteria for a prudent market and system operator. This 

includes: 

• The use of automated/semi-automated tools to reduce risk of errors. 

• Use of automated alerts or calendar reminders. 

• Approval and authorisation processes. 

• Issue escalation processes. 

• Validation and review processes.  

• Exception reporting. 

• Practices at other system and market operators with which we are familiar. 

1.5 APPROACH 

1.5.1 Assurance 

Our audit has been conducted in accordance with Australian Auditing and Assurance Standards 

Board’s ‘Framework for Assurance Engagements’, ASAE 3000 ‘Assurance Engagements Other than 

Audits and Reviews of Financial Information’. 

• We provide reasonable assurance under this standard with respect to our review of the 

compliance of AEMO’s market software and WEM Procedures with the WEM Rules. 

• We provide limited assurance under this standard with respect to our review of: 

─ AEMO’s compliance with the WEM Rules and WEM Procedures  

─ AEMO’s software management processes and controls. 
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1.5.2 Risk ratings and materiality 

Compliance and risk ratings 

Audit findings are categorised as follows: 

Table 8: Compliance and risk ratings  

Compliance rating  Risk Rating 

1: Instances of non-compliance 

with the WEM Rules 

 Critical: Potential for catastrophic impact on market or system operations or 

other market outcomes if not addressed immediately. Requires executive 

actions and monitoring at board level. 

2: Findings that are not an 

instance of non-compliance, but 

pose compliance risk 

 High: Potential for major impact on market or system operations or other 

market outcomes if not addressed as a matter of priority. Requires senior 

management attention with regular monitoring at executive meetings. 

3: Findings related to areas for 

improvement that do not affect 

compliance risk 

 Medium: Potential for moderate impact on market or system operations or 

other market outcomes if not addressed within a reasonable timeframe. 

Requires management attention with regular monitoring. 

  Low: Potential for minor impact on market or system operations or other 

market outcomes if not addressed in the future. Requires team level 

attention with regular monitoring. 

 

Risk rating descriptors for audit findings are based on AEMO’s corporate risk matrix. The only 

difference from AEMO’s internal ratings is that we assess the financial impact to market participants 

in addition to AEMO. 

Please refer to Section 17.1 for more information.  

Materiality (qualification of audit opinion) 

In determining whether to qualify our opinion on whether AEMO has complied “in all material 

respects”, we have taken the following factors into account: 

• Purpose and objectives of the market audit 

• AEMO’s overall objectives 

• AEMO’s risk matrix definitions of impact 

• Financial impacts on Market Participants 

• The number of Market Participants or other stakeholders affected. 
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• The impact of an issue on WEM objectives such as transparency, equity, and efficiency 

• Whether or not an issue is systemic 

• Whether or not an issue is recurring (from previous audits). 

1.5.3 Audit activities 

We have undertaken a combination of: 

• Reviewing self-reported incidents of AEMO non-compliance with the WEM Rules and WEM 

Procedures 

• Business process walkthroughs and interviews with staff to audit the application of operating 

controls and to determine the level of compliance risk associated with selected business 

processes. 

• Reviewing AEMO’s WEM Procedures, Internal Procedures9 and IT Procedures to ensure WEM 

Rules changes and other changes (e.g., processes, systems, etc.) have been reflected in the 

procedures. 

• Compliance testing to audit AEMO’s operational compliance with the WEM Rules and WEM 

Procedures and to determine the effectiveness of operating controls. In doing so, we have 

sourced information from all AEMO (WA) teams. 

The first three activities were conducted through interviews and business process walkthroughs via 

teleconferencing10. Remaining activities have been undertaken via desktop analyses. 

Compliance testing and business process walkthroughs were focussed on a subset of functional 

areas based on residual compliance risk, materiality, and rule changes occurring in the Audit Period. 

These areas include: 

• Electricity Market Operations  

─ Market Operations 

�ƒ Settlements verification 

�ƒ Daily operations - STEM, Balancing & LFAS Markets 

�ƒ Registration 

�ƒ Monthly calculation of Alternative Maximum STEM Price 

 

9 In some cases, we have reviewed draft versions of Internal Procedures that had not been formally approved as at the 

time of the review. 

10 Covid-19 restrictions meant that a site visit was not possible for this audit. 
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─ Reserve Capacity 

�ƒ LT PASA and ESOO 

�ƒ Facility Performance Monitoring 

�ƒ Monitoring the effectiveness of the WEM 

• Electricity System Operations  

─ System Management Operations: 

�ƒ Updating and maintenance of Tolerance Ranges 

�ƒ Outage Data maintenance 

�ƒ Participant compliance monitoring 

�ƒ Commissioning - administrative processes 

─ Dispatch, including: 

�ƒ Contingency classification and reclassification framework  

�ƒ Frequency Operating Standards  

�ƒ Ancillary services dispatch 

�ƒ Control room tool kit 

�ƒ Controller training framework 

�ƒ Fatigue management procedures 

─ Dispatch planning, including: 

�ƒ Generator Performance Standards 

�ƒ PASA 

�ƒ Maintenance of Equipment List 

�ƒ Commissioning - test plan review and approval 

�ƒ System restart planning 

1.5.4 Inherent limitations 

As in previous years, we note that there are limitations to any external audit. Audits are not an 

absolute guarantee of the truth or reliability of agency information or the effectiveness of internal 

controls. They may not identify all matters of significance. This is because external audit techniques 

involve: 

• Professional judgement as to “good industry and market operational practice” 

• The use of sample testing 
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• An assessment of the effectiveness of internal control structures and  

• An assessment of risk. 

A market audit does not guarantee every procedure and action carried out in the operation of the 

electricity market in the audit report, nor does it examine all evidence and every transaction. 

However, our audit procedures should identify errors or omissions significant enough to adversely 

affect market outcomes. 

Our opinion with respect to AEMO’s compliance with the WEM Rules and WEM Procedures is 

therefore subject to the following caveats: 

• Our audit procedures did not include assessing irregularities such as fraudulent or illegal 

activities. As such, our audit should not be relied upon to disclose such irregularities. 

However, in the event that we were to detect any fraudulent or illegal activity, we would 

report this to AEMO. No such findings have been made during this audit. 

• Our audit is not designed to detect all weaknesses in control procedures as it is not 

performed continuously throughout the Audit Period and is performed on a sample basis. 

1.6 STRUCTURE OF THIS REPORT 

The remainder of this report is structured as follows: 

• Chapters 2 to 15 present our audit findings relating to the Compliance Assessment and 

Procedures Assessment work streams on an WEM Rule chapter by chapter basis. 

• Chapter 1 presents findings relating to AEMO’s electricity market software. 
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2 WEM RULES CHAPTER 1 - INTRODUCTION 

WEM Rules Chapter 1 sets out the Introduction to the WEM Rules and covers areas such as 

the objectives of the market, conventions, and transitional arrangements. 

2.1 RULE AMENDMENTS 

Changes to Chapter 1 are summarised below. 

 

Rule change Nature of changes 

Minister amended rules - Distributed 

Energy Resources Register (DER) and 

Roadmap implementation 

Transitional provisions to allow DER roadmap cost 

recovery in AEMO budget 

RC_2019_05: Amending the Minimum 

STEM Price definition and determination 

Transitional provisions for first review of Minimum 

STEM Price 

Minister amended rules - Tranche 1, 

Schedule A (WEM reform) 

Transitional provisions to enable AEMO to develop 

transitional procedures to effect Tranche 1 Amending 

Rules 

Minister amended rules - Tranche 2 & 3, 

Schedule A (WEM reform) 

Transitional provisions to enable AEMO to develop 

transitional procedures to effect Tranche 2 & 3 

Amending Rules 

Transitional provisions relating to the deferral of the 

2021 and 2022 Reserve Capacity Cycles 

Minister amended rules - Tranche 1, 

Schedule B, Part 2 (WEM reform) 

Transitional provisions governing Generator 

Performance Standards (GPS) for Existing Transmission 

Connected Generating Systems 

Transitional registration provisions to facilitate 2021 

and 2022 Reserve Capacity Cycles 

2.2 AEMO PROCEDURES 

AEMO’s Internal Procedures are compliant with Chapter 1 of the WEM Rules in all material respects. 
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2.3 COMPLIANCE WITH CHAPTER 1 

Where relevant, we have audited transitional obligations placed on AEMO. These audit procedures 

are described in the relevant chapter to which they pertain (e.g., audit procedures pertaining to 

transitional provisions for Generator Performance Standards (GPS) are reported in Section 5 

covering Chapter 3A of the WEM Rules). 

There have been no self-reported instances of non-compliance with Chapter 1 of the WEM Rules. 



 

29 

3 WEM RULES CHAPTER 2 - ADMINISTRATION 

Chapter 2 of the WEM Rules sets out obligations relating to Functions and Governance; 

Market Documents; Monitoring, Enforcement and Audit; Reviewable Decisions and 

Disputes; Market Consultation; Budgets and Fees; Maximum and Minimum Prices and Loss 

Factors; Participation and Registration; Communications and Systems Requirements; 

Prudential Requirements and Emergency Powers. 

3.1 RULE AMENDMENTS 

Changes to Chapter 2 are summarised below. 

 

Rule change Nature of changes 

Minister amended rules - 

Constraints framework and 

governance 

Development of constraints library and Congestion Information 

Resource to support WEM reform (implementation deferred 

under transitional provisions) 

RC_2018_05: ERA access to 

market information and SRMC 

investigation process 

Clarification of AEMO obligations to provide ERA access to 

information for market monitoring purposes 

Minister amended rules - 

Technical Rules Change 

Management 

Amendments to clarify AEMO's role in Technical Rules change 

process 

Minister amended rules - 

Tranche 1, Schedule B, Part 2 

(WEM reform) 

Dispute resolution process for Generating Performance 

Standards 

 

3.2 AEMO PROCEDURES 

AEMO’s Internal Procedures are compliant with Chapter 2 of the WEM Rules in all material respects.  
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