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This notice is given under clause 2.5.7 of the Wholesale Electricity Market Rules
(Market Rules).

Submitter: Kate Ryan, IMO

Date submitted: 13 March 2015

The Rule Change Proposal

The IMO has reviewed the efficiency and effectiveness of the current framework that governs
the management of market information in the Wholesale Electricity Market (WEM) (including
the Market Rules, Market Procedure: Handling Confidential Information and the
confidentiality list published on the Market Web Site) and considers that the framework
should be amended to improve its functionality and alignment with the Wholesale Market
Objectives.

The IMO proposes to replace the current confidentiality framework in the WEM with a new
framework designed to promote the disclosure of market related information. The IMO
considers the proposed changes would reduce the administrative effort required to determine
an appropriate treatment of market information and would increase transparency of
information in the market to support more efficient decision making and improved risk
management.

Appendix 1 contains the Rule Change Proposal and gives complete information about:
e the proposed amendments to the Market Rules;

e relevant references to the Market Rules and any proposed specific amendments to those
clauses; and

e the submitter's description of how the proposed amendments would allow the
Market Rules to better address the Wholesale Market Objectives.

Decision to progress the Rule Change Proposal

The IMO has decided to progress this Rule Change Proposal on the basis that it considers
that the proposed changes will improve the operation and administration of the market by
introducing a confidentiality framework for the WEM that is easier to use and administer and
will increase the transparency of information in the WEM. The IMO therefore considers it is
beneficial to commence consultation prior to the completion of the State Government's
Electricity Market Review. For these reasons the IMO has decided to progress the
Rule Change Proposal on the basis that Rule Participants should be given an opportunity to
provide submissions as part of the Standard Rule Change Process.
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Timeline

The projected timelines for progressing this proposal are:

We are here Provisional

l Commencement
14 Sep 2015

Timeline for this Rule Change Proposal

I

13 Mar 2015 13 May 2015 11 Jun 2015 9 Jul 2015 6 Aug 2015 3 Sep 2015
Notice End of first Draft Rule End of second Final Rule Ministerial
published submission Change Report submission Change Report Approval
period published period published

The IMO has extended the timeframes for the first submission period by 10 Business Days
beyond the usual 30 Business Days (to 40 Business Days) to provide stakeholders with
sufficient time to consider the proposal, together with the associated Procedure Change
Proposal and the list of confidential information, which the IMO intends to make available to
stakeholders during the first submission period.

All other dates have been adjusted accordingly.

Call for submissions

The IMO invites interested stakeholders to make submissions on this Rule Change Proposal.
The submission period is 40 Business Days from the Rule Change Notice publication date.
Submissions must be delivered to the IMO by 5:00 PM on Wednesday 13 May 2015.

The IMO prefers to receive submissions by email, using the submission form available at:
www.imowa.com.au/wem-rule-changes sent to market.development@imowa.com.au.

Submissions may also be sent to the IMO by post, addressed to:

Independent Market Operator

Attn: Group Manager, Development and Capacity
PO Box 7096

Cloisters Square, PERTH, WA 6850
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Name Kate Ryan

Organisation IMO

Phone (08) 9254 4357

Email kate.ryan@imowa.com.au

Address Level 17, 197 St Georges Terrace, Perth
Date submitted 13 March 2015

urgency Medium

Rule Change Proposal title Managing Market Information

Clauses affected Clauses 1.7.1, 10.2.1, 10.2.2, 10.2.3, 10.2.4, 10.2.5, 10.2.6,
10.2.7, 10.2.8 (new), 10.2.9 (new), 10.2.10 (new), 10.2.11 (new),
10.3.1,10.3.2,10.3.3, 10.3.4, 10.3.5, 10.4.1, 10.4.2, 10.5.1,
10.5.2,10.5.3,10.7.1, 10.8.1, 10.8.2, headings 1.7, 10.2, 10.4,
10.5, 10.6, 10.7, 10.8, the Glossary and the Table of Contents

Introduction

Clause 2.5.1 of the Wholesale Electricity Market Rules (Market Rules) provides that any
person (including the IMO) may make a Rule Change Proposal by completing a
Rule Change Proposal form that must be submitted to the IMO.

The IMO prefers to receive submissions by email to market.development@imowa.com.au
using the Rule Change Proposal form available at: http://www.imowa.com.au/wem-rule-

changes.

Submissions may also be sent to the IMO by post, addressed to:

Independent Market Operator

Attn: Group Manager, Development and Capacity
PO Box 7096

Cloisters Square, PERTH, WA 6850

The IMO will assess the proposal and, within five Business Days of receiving this
Rule Change Proposal form, will notify you whether the Rule Change Proposal will be further
progressed.
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In order for the proposal to be progressed, all fields below must be completed and the
proposal must explain how it will enable the Market Rules to better contribute to the
achievement of the Wholesale Market Objectives.

The Wholesale Market Objectives are:

(@) to promote the economically efficient, safe and reliable production and supply of
electricity and electricity related services in the South West interconnected system;

(b) to encourage competition among generators and retailers in the South West
interconnected system, including by facilitating efficient entry of new competitors;

(c) to avoid discrimination in that market against particular energy options and
technologies, including sustainable energy options and technologies such as those
that make use of renewable resources or that reduce overall greenhouse gas
emissions;

(d) to minimise the long-term cost of electricity supplied to customers from the South
West interconnected system; and

(e) to encourage the taking of measures to manage the amount of electricity used and
when it is used.

Details of the Rule Change Proposal

1. Describe the concern with the existing Market Rules that is to be
addressed by the proposed changes

1.1 Background

The administration of the Wholesale Electricity Market (WEM) Rules (Market Rules) involves
the production and exchange of a large amount of market information.

The appropriate management and disclosure of market information is imperative to improve
transparency and symmetry of information in the WEM which in turn, will better achieve
Wholesale Market Objectives by reducing barriers to entry, avoiding discrimination and
facilitating competition among Market Participants. However, in some cases the disclosure of
information may cause a detriment to one or more parties, which needs to be considered
against the benefits of disclosure to the market.

Under the current Market Rules, the IMO is required to set and publish the confidentiality
status for each type of market related information and document produced or exchanged in
accordance with the Market Rules or Market Procedures. Currently chapter 10 of the
Market Rules:

e sets out six confidentiality statuses which govern the disclosure of information to different
parties;

e requires the IMO to set and publish the confidentiality status for each type of market
information and document produced or exchanged in accordance with the Market Rules
or Market Procedures;
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e provides principles to which the IMO must have regard when determining the
confidentiality status of particular information;

o lists the information that the IMO must make available to each of the six confidentiality
classes;

e provides the ability for the IMO to charge a fee for any ad-hoc requests for data where it
incurs additional costs in meeting the request; and

e requires the IMO to document in a Market Procedure the process it follows to set and
publish confidentiality statuses and the protocols by which it changes the
Market Web Site.

The IMO has faced considerable challenges in managing market information under the
current framework, which are discussed in the following sections of this proposal.

1.2 Review of the WEM confidentiality framework

The IMO has reviewed the efficiency and effectiveness of the current framework that governs
the management of market information in the WEM (including the Market Rules, Market
Procedure: Handling Confidential Information and the confidentiality list published on the
Market Web Site) and considers that the framework should be amended to improve its
functionality and alignment with the Wholesale Market Objectives.

1.2.1 Requirements of an efficient and effective confidentiality framework

In an effort to assess the WEM confidentiality framework, the IMO researched the
confidentiality frameworks that exist in markets similar to the WEM (including under the
National Electricity Law and Rules®, National Gas Law and Rules?, and Australian Stock
Exchange® rules) and developed a number of requirements that it considers are key to an
efficient and effective confidentiality framework. These are that the framework:

e is simple and easy to understand and use;

e maximises the release of market related information;

e treats all market information and participants equitably;

e protects persons against the disclosure of information that would be to their detriment;

e ensures that the information required to effectively operate the South West
interconnected system and WEM is available to the relevant parties; and

e is consistent with other applicable laws and regulations as well as the Market Rules, to
the extent possible.

See for example Chapter 2, Part 3, Division 6 and Chapter 2, Part 5, Division 6 of the National Electricity Law available at:
http://www.leqgislation.sa.gov.au/LZ/C/A/INATIONAL%20ELECTRICITY%20(SOUTH%20AUSTRALIA)%20ACT%201996/CURRENT/1996.44
.UN.PDF and section 8.6 of the National Electricity Rules available at: http://www.aemc.gov.au/getattachment/b547b001-175d-4614-afee-
477e2958acbl1/National-Electricity-Rule-Version-67.aspx.

See for example Chapter 2, Part 6, Division 7 of the National Gas Law available at:
http://www.leqgislation.sa.gov.au/LZ/C/A/NATIONAL%20GAS%20(SOUTH%20AUSTRALIA)%20ACT%202008/CURRENT/2008.19.UN.PDF
and Part 16 of the National Gas Rules available at: http://www.aemc.gov.au/getattachment/f7c90c63-384a-40a4-b467-
5cb6e2cc28cc/National-Gas-Rules-Version-25.aspx.

See the Australian Stock Exchange Continuous Disclosure Listing Rules 3.1 — 3.1B available at:
http://www.asx.com.au/documents/rules/gn08_continuous_disclosure.pdf.
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1.2.2 Assessment of the WEM confidentiality framework against the requirements
of an efficient and effective confidentiality framework

The IMO assessed the features of the WEM confidentiality framework against the features of
an efficient and effective framework and found that, while the current framework meets the
minimum requirements it does not meet many of the requirements that would improve the
efficiency or effectiveness of the management of information in the WEM. The high-level
assessment is provided in Table 1.1.

Table 1.1: Assessment of the WEM confidentiality framework

Requirements Assessment

Is simple and easy to understand and use Not met

« Different confidentiality classes make
administration complex

e Unclear interaction of Market Rules, Market
Procedure and confidentiality list

e Determination process not well defined

Maximises the release of market related Not met

information o Complexities of the framework create
uncertainty of status of information

¢ Inconsistencies between governance
documents often leads to conservative
application of the confidentiality framework

Treats all market information and participants Not met

equitably « Initially developed to focus on supply-side

« Different treatment of information between
Facility types

e Demand-side information is not adequately
covered

Protects persons against the disclosure of Met
information that would be to their detriment

Ensures that the information required to Met
effectively operate the South West

interconnected system and WEM is available to

the relevant parties

Is consistent with other applicable laws and Not met
regulations as well as the Market Rules, to the « Inconsistencies between governance
extent possible documents

1.2.3  Specific issues identified with the WEM confidentiality framework

The assessment of the existing WEM confidentiality framework raised a number of issues.
These include the following issues with the current drafting of the Market Rules:

e The numerous confidentiality classes make the framework complex to administer and
the distinction between some categories is redundant, for example:
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0  Some categories of data are given a confidentiality status under a generic clause
and in some instances this is inconsistent with the confidentiality status of a specific
piece of data that falls under that category. Where the two are different it is not clear
which status should prevail. For example, System Management provides SCADA
temperature data for a generating system. All information provided by System
Management to the IMO is classified as System Management Confidential but
clause 7.13.1(cB) of the Market Rules specifies that this information is Public.

0  Some categories of data are given a confidentiality status that excludes particular
parties that should have access to that data. For example, clause 3.13.1A of the
Market Rules requires System Management to provide the IMO with settlement
information for Ancillary Service Contracts. This clause is currently classified as
System Management Confidential, which excludes the Rule Participant to which that
information belongs from having access to this information.

e There is no distinction between the status of a document and the information in that
document. Where a document has a confidentiality status that is different to the
information contained in it, or where a document has information of different classes in it,
it becomes difficult to assign a confidentiality status, in particular in advance.

e The framework focuses on information relating to the supply-side of the WEM and does
not adequately cover demand-side information. For example, the parties considered in
the current confidentiality framework do not include Meter Data Agents, which makes it
unclear as to how the IMO should treat the information produced or transferred from
Meter Data Agents. It should also be noted that clause 7.6(3) of the Electricity Industry
(Metering) Code 2012 allows the IMO to disclose, use or reproduce confidential
information to the extent necessary to facilitate the operation of the Market Rules.

e The purpose of the Market Procedure, as it is currently drafted, is also unclear. The
Market Procedure currently duplicates clauses of the Market Rules and does not add
any further details or provide a process by which the IMO should determine the
confidentiality status of market information. The lack of a robust process for the IMO to
assess the confidentiality status of market information has resulted in new and amended
information not being assessed and/or not being included in the confidentiality list.

In addition, the information in the confidentiality list published on the Market Web Site
contains a number of inconsistencies between the list and the Market Rules, and within the
confidentiality list, with different statuses assigned to the same information under different
clauses. For example, the requirement for the IMO to set the confidentiality status of the
real-time outage information under clause 10.5.3 of the Market Rules contradicts the
confidentiality status of clauses such as 3.21.11 which is System Management Confidential.

These issues have resulted in difficulty for the IMO and other Rule Participants in
understanding and using the framework to determine the current confidentiality status of
market information and the appropriate confidentiality status of new or amended market
information.

These difficulties have led to inconsistent interpretations, inconsistent outcomes between
applications, inconsistent governing documents and an out of date list of confidentiality
statuses, which have resulted in operational inefficiencies, an increased risk of
non-compliance with the Market Rules by the IMO and other Rule Participants and an overly
conservative approach to sharing information that should be made available.
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As a result, the IMO considers that the current framework is unduly difficult to administer and
results in outcomes that are inconsistent with the Wholesale Market Objectives. Under the
Market Rules, the Wholesale Market Objectives promote the economically efficient supply of
electricity, encourage competition among generators and retailers and minimise the
long-term cost of electricity. These objectives could be better achieved by providing a clear
and user-friendly framework which promotes the disclosure of information to support more
efficient decision-making and improved risk management.

1.3 Proposed amendments

The IMO proposes to replace the current WEM confidentiality framework with a new
framework designed to promote the disclosure of market related information and thereby
increase transparency in the WEM.

The key amendments are discussed in the sections below.

To ensure the proposed Amending Rules follow a logical structure, the IMO has simply
deleted the relevant sections of the Market Rules and replaced them with proposed
Amending Rules. As the structure of the proposed Amending Rules has changed
significantly, the explanation of the proposed solution in this section identifies these
replacement clauses as ‘new’, with those amended clauses that contain the majority of the
same content identified as ‘amended’. For convenience, the IMO has identified where the
content of the Amending Rules is similar to that proposed to be removed in other existing
clauses of the Market Rules.

1.3.1 Administration of the WEM confidentiality framework

Currently, clause 10.2.1 of the Market Rules requires the IMO to determine the confidentiality
status of market information. The IMO proposes to retain the obligation for the IMO to
determine whether information is public or confidential for the purposes of the Market Rules
in clause 10.2.1.

The IMO notes that this clause is a Protected Provision and a Reviewable Decision and
considers it appropriate for this clause to remain a Protected Provision and
Reviewable Decision as the core obligation (to determine the status of information) remains
substantially unchanged.

The IMO also proposes to introduce the new clause 10.2.7 of the Market Rules to introduce
the ability for Market Participants to request, and the IMO to determine, whether any
information not explicitly provided for under the Market Rules or Market Procedures is public
or confidential. This will ensure that all market information can be assessed with respect to
its appropriate disclosure.

1.3.2 Consolidation of confidentiality classes

The current WEM confidentiality framework contains six different confidentiality classes
which dictate the parties to which certain market information may be disclosed. The IMO
proposes to consolidate these classes and make information either ‘Public Information’ or
‘Confidential Information’.
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The IMO therefore proposes to delete the confidentiality classes currently contained in
clause 10.2.2, sections 10.7 and 10.8 and the defined terms ‘IMO Confidential’,
‘Rule Participant Dispatch Restricted’, ‘Rule Participant Market Restricted” and
‘System Management Confidential’ in the Glossary of the Market Rules®.

The IMO also proposes to amend the existing definition of ‘Public’ to ‘Public Information’ and
clarify the definition, as well as include a definition of ‘Confidential Information’ in the
Glossary of the Market Rules. These definitions will refer to the IMO’s determination under
the proposed amended clause 10.2.1 and the new clause 10.2.7 of the Market Rules.

1.3.3 Determining whether information is confidential

Currently, clause 10.2.3 of the Market Rules provides a number of principles that the IMO
must consider when setting the confidentiality status of market information. The IMO
proposes to introduce the new clause 10.2.2 of the Market Rules to provide a list of
considerations that will inform its decision on whether market information should be
disclosed.

The IMO proposes to consider:

o whether the use or disclosure of the market information is reasonably required to ensure
that the SWIS is operated in a safe, secure and reliable manner;

o whether the market information is publicly available from a source that, as far as the IMO
is aware, is not subject to any confidentiality obligation;

o whether a written law (other than the Market Rules) prohibits the disclosure of the market
information or limits the extent to which the market information may be used or
disclosed,;

o whether the disclosure of the market information would cause detriment to the person
who gives it or to the person from whom that person receives it;

o whether, although the disclosure of the information would cause detriment to a person,
the benefit to the market in disclosing it (determined by assessing the achievement of
the Wholesale Market Objectives) outweighs that detriment;

e whether the information is required to be provided under the Market Rules or
Market Procedures or is provided voluntarily; and

o whether (having regard to the nature of the market information) a reasonable person
would expect it to be disclosed.

The IMO notes that these high-level principles are consistent with those provided for under
the National Electricity Law, National Gas Law and Australian Stock Exchange rules.
However, the IMO has adapted the generic public benefit test® to specifically refer to better
achieving the Wholesale Market Objectives.

It should be noted that the confidentiality class ‘Rule Participant Network Restricted’ as provided for in clause 10.2.2(g) of the Market Rules is
not a defined term in the Glossary.

This requires the information to be released where the public benefit of the disclosure of the confidential information outweighs the detriment
caused by its disclosure. Examples of such provisions include clause 54H of the National Electricity Law and clause 91GH of the National

Gas Law.
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There are some circumstances where market information determined by the IMO to be
Confidential Information would not be confidential if managed in a way that would not cause
detriment, or where the better achievement of the Wholesale Market Objectives would
outweigh any detriment caused. The IMO therefore proposes to introduce the new
clauses 10.2.5 and 10.2.11 of the Market Rules to allow the IMO to determine this
information to be Confidential Information but to be able to disclose that information under
certain conditions. For example, where information is disclosed such that it does not identify
the person to whom the information relates and where a document is made public with any
Confidential Information is omitted or redacted.

Currently clause 10.2.7 of the Market Rules requires the IMO to document the process for
setting and publishing the confidentiality status of market information. The IMO proposes to
move this obligation to the new clause 10.2.9 of the Market Rules and better articulate the
processes that must be documented, including the IMO’s process for determination (and
re-determination) of information as Public Information or Confidential Information, and the
process by which parties may make a request for the IMO to make a determination or
re-determination, to be included in a Market Procedure.

The IMO proposes to use the rule and procedure change processes to facilitate this
assessment. It is expected that this should cover the majority of cases where information
needs to be assessed. However, the IMO notes that this proposed process could also be
conducted outside of the rule or procedure change process at the request of a person under
the proposed new clause 10.2.7 of the Market Rules.

The IMO also proposes to introduce a new clause 10.2.10 of the Market Rules to require the
IMO to publish the list of information it has determined to be Confidential Information,
including market information not explicitly required by the Market Rules or
Market Procedures, on the Market Web Site. This replaces the current obligation for the IMO
to document and publish the confidentiality status of each piece of information under
clause 10.2.1 of the Market Rules. The IMO considers that the publication of only the
information it determines to be Confidential Information should increase the ease of
administration of the framework for the IMO and other Rule Participants.

1.3.4 Disclosure of Confidential Information to certain parties

Recognising the need for some persons to have access to certain information to perform
their functions related to the WEM, the IMO proposes to introduce the new clause 10.2.3 of
the Market Rules to enable Confidential Information to be disclosed to:

e the person to whom the information is confidential;
e the IMO;

e System Management;

e the Minister;

o the government agency responsible for advising the Minister in relation to the Wholesale
Electricity Market;

e the Economic Regulation Authority;

o the Electricity Review Board; and
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e courts and tribunals for the purposes of civil or criminal proceedings.
This approach is adopted in the National Electricity Law and National Gas Law®.

The IMO also proposes to amend clause 10.2.4 of the Market Rules to expressly require any
person who receives Confidential Information to continue to treat it as confidential.

The IMO also proposes to introduce the new clause 10.2.11 of the Market Rules to provide
the IMO with the ability to place conditions on the disclosure of Confidential Information to a
person, including that:

o the Confidential Information (or part of the Confidential Information) must not be used by,
or disclosed to, a person referred to in clause 10.2.3 under any circumstances; or

o the Confidential Information (or part of the Confidential Information) may only be used
by, or disclosed to, a person referred to in clause 10.2.3 in certain circumstances;

o the Confidential Information (or part of the Confidential Information) may be used by, or
disclosed to, a person other than those referred to in clause 10.2.3 in certain
circumstances; or

o the Confidential Information becomes Public Information after a specified period of time.

1.3.5 Availability of Public Information

As previously noted, the IMO proposes to relocate the requirement for the IMO to seek to
maximise the number of parties to which market related information is made available from
clause 10.2.3(g) to the new clause 10.2.2(c) of the Market Rules.

On this basis, the IMO proposes to:

o delete the clauses in section 10.5 as they contain unnecessary prescription within the
Market Rules and become redundant under the proposed new framework for managing
market information;

e retain the express ability for parties to disclose market information that is determined to
be Public Information to any person in clause 10.2.6 of the Market Rules;

e move the express requirement for the IMO to publish market information that is not
Confidential Information on the Market Web Site or an alternative place that is generally
accessible to the parties that are intended to benefit from the disclosure of that
information from clause 1.7.1 to the new clause 10.2.8 of the Market Rules;

e amend clause 10.4.1 of the Market Rules to clarify the drafting in with respect to the
IMO's obligation to make Public Information available on request; and

e amend clause 10.4.2 of the Market Rules to clarify the fees that the IMO may charge to
recover the costs associated with the provision of Public Information on request.

See for example Chapter 2, Part 5, Division 6, Subdivision 2 of the National Electricity Law and Chapter 2, Part 6, Division 7, Subdivision 2 of
the National Gas Law.
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1.3.6  Other minor administrative changes

Currently, clauses 10.3.3, 10.3.4 and 10.3.5 of the Market Rules provide the processes and
obligations with respect to where the IMO delegates the authority to System Management to
publish information on the Market Web Site. Practically, the IMO publishes all documents
required to be published on the Market Web Site on behalf of System Management. This has
not been a problem to date. The IMO therefore proposes to align the Market Rules to current
practice and remove these redundant clauses of the Market Rules.

Currently section 10.6 of the Market Rules is blank. As the IMO proposes to remove sections
10.7 and 10.8 of the Market Rules, the IMO also proposes to delete this blank section as it
will not affect the numbering of subsequent clauses.

The IMO proposes to take the opportunity to make minor clarifications to the wording of
clauses 10.3.1 and 10.3.2 of the Market Rules. These minor drafting changes do not change
the intent or operations of these clauses.

2. Explain the reason for the degree of urgency

The IMO proposes that this Rule Change Proposal be progressed under the Standard Rule
Change Process.

The IMO considers the proposed amendments will improve the operation and administration
of the market by introducing a confidentiality framework for the WEM that is easier to use and
administer and will increase the transparency of information in the WEM. The IMO therefore
considers it is beneficial to commence consultation prior to the completion of the State
Government’s Electricity Market Review.

3. Provide any specific changes to clauses of the Market Rules

[Changes to the current wording of the Market Rules with strikethrough where words are
deleted and underline where words are added]

TABLE OF CONTENTS

1. INTRODUCTION

Conventions

10. MARKET INFORMATION
Information Policy

102 Information Confidentiality-Status
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10.4. Public Information to be Released on_Request-Application

10.2. Information Confidentiality-Status

10.2.1. The IMO:

(a) must determine, for each type of market information that is produced or
exchanged under the Market Rules or Market Procedures, whether the
market information is Public Information or Confidential Information; and

(b) may determine, for any other type of market information, whether the
market information is Public Information or Confidential Information.

The IMO may revise a determination made under this clause 10.2.1 at any time.

10.2.2.  When making a determination under clause 10.2.1 the IMO must:

(a) comply with the Market Procedure referred to in clause 10.2.9;

(b) seek to promote the Wholesale Market Objectives;

(c) seek to maximise the extent to which market information is available to, and
accessible by, Rule Participants and other interested stakeholders; and

(d) have regard to the following matters:

i whether the use or disclosure of the market information is
reasonably required to ensure that the SWIS is operated in a safe,
secure and reliable manner;

ii. whether the market information is publicly available from a source
that, as far as the IMO is aware, is not subject to any confidentiality

obligation;

iil. whether a written law (other than the Market Rules or Market
Procedures) prohibits the disclosure of the market information or
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limits the extent to which the market information may be used or
disclosed;

iv. whether the disclosure of the market information would cause
detriment to the person who gives it or to the person from whom that
person receives it;

V. whether, although the disclosure of the market information would
cause detriment to a person referred to in clause 10.2.2(b)(iv), the
benefit to the Wholesale Electricity Market in disclosing the
information outweighs that detriment;

Vi. whether the market information is required to be provided under the
Market Rules or Market Procedures or is provided voluntarily; and

Vil. whether (having regard to the nature of the market information) a
reasonable person would expect it to be disclosed.

10.2.3.  Subject to clauses 10.2.4 and 10.2.5, Confidential Information must not be used

by, or disclosed to, any person other than:

(a)

a person to whom the market information relates;

(b)

the IMO:;

(9)

System Management;

(d)

the Minister;

(e)

the government agency responsible for advising the Minister in relation to

()

the Wholesale Electricity Market;

the Economic Reqgulation Authority;

(@

the Electricity Review Board; and

(h)

courts and tribunals for the purposes of civil or criminal proceedings.

10.2.4. A person who receives Confidential Information from another person must

maintain the confidentiality of that Confidential Information, and must not use or

disclose that Confidential Information to any other person, except to the extent

that:
(@

the use or disclosure is authorised by each person to whom the

(b)

Confidential Information relates;

the disclosure is required under a written law; or

(9)

the use or disclosure is permitted under a condition specified for the

purposes of clause 10.2.11.

10.2.5. The IMO or System Management may publish or disclose a document that

contains Confidential Information if it:

(a)

takes reasonable steps (including by presenting the Confidential

INDEPENDENT

-]
IMo
OPERATOR

Information in an aggregated or generalised form) to ensure that the
document does not:
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i identify the person to whom the Confidential Information relates; or

ii. enable that person to be identified; or

(b) publishes or discloses a public version of the document with the
Confidential Information:

i omitted; or

ii. redacted and marked as having been removed from the public
version.

10.2.6.  Market information, other than information which is determined to be Confidential
Information under clause 10.2.1 or clause 10.2.7, is Public Information and can be
disclosed to any person.

10.2.7.  Any person may request that the IMO:

(a) make a determination under clause 10.2.1; or

(b) revise a determination previously made under clause 10.2.1.

The person and the IMO must comply with the Market Procedure referred to in
clause 10.2.9 in relation to a request made under this clause 10.2.7.

10.2.8.  Where the IMO is required by these Market Rules to publish or disclose market
information, then it must make that market information available on the Market
Web Site or in an alternative form that is available to, and accessible by, Rule
Participants and other interested stakeholders.

10.2.9. The IMO must specify the following matters in a Market Procedure:

(a) the processes to be followed by the IMO when it makes a determination
under clause 10.2.1;

(b) the processes to be followed by a person who makes a request under
clause 10.2.7;

(c) the processes to be followed by the IMO when it receives a request under
clause 10.2.7;

(d) the processes to be followed by the IMO when it specifies conditions with
respect to the use or disclosure of any type of Confidential Information
specified in the list referred to in clause 10.2.10; and

(e) any other matters relating to information confidentiality that the IMO
considers relevant.

10.2.10. The IMO must:

(a) prepare and maintain a current list of all market information that it
determines is Confidential Information under clause 10.2.1 or clause
10.2.7; and

(b) publish the list on the Market Web Site.

o INDEPENDENT Rule Change Proposal: Page 13 of 30
l mo OPERATOR RC_2014_09



10.2.11. The IMO may, for any type of Confidential Information specified in the list referred
to in clause 10.2.10, specify conditions with respect to the use or disclosure of that
Confidential Information. The conditions may specify that:

(a) the Confidential Information (or part of the Confidential Information) must
not be used by, or disclosed to, a person referred to in clause 10.2.3 under
any circumstances;

(b) the Confidential Information (or part of the Confidential Information) may
only be used by, or disclosed to, a person referred to in clause 10.2.3 in
certain circumstances;

(c) the Confidential Information (or part of the Confidential Information) may be
used by, or disclosed to, a person other than those referred to in clause
10.2.3 in certain circumstances; or

(d) the Confidential Information becomes Public Information after a specified

period of time.

INDEPENDENT
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10.3. The Market Web Site

10.3.1. The IMO must maintain a Market Web Site for the purposes of:

(a) providing information on the nature and operation of the Wholesale
Electricity Mmarket;

(b) providing information on market performance; and
(© dissemination-publishing reports and documents.

10.3.2.  Subject to clause 10.4.2, the IMO must not+equire-afee-for-information-or
documentsreleased-by-the MO charge a fee for providing information or

documents via the Market Web Site.

10.4. Public Information to be Released on_Request-Apphecation

° .
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10.4.1. The IMO must make Public Information (including market information that is not
required to be produced or exchanged under the Market Rules or Market
Procedures where the IMO has determined, under clause 10.2.1 or clause 10.2.7,
that the market information is Public Information) available to any Rule Participant
or other interested stakeholder on request.

10.4.2. The IMO may require the person making a request under clause 10.4.1 to pay a
fee for obtaining the Public Information. The amount of the fee must not exceed
the reasonable costs that the IMO incurs (and which are not otherwise included in
the IMO'’s budget under section 2.22) in connection with:

(a) searching for, obtaining and collating the Public Information; and

(b) providing the Public Information to the person making the request.
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11 Glossary

Confidential Information: Market information (including information that is derived from
market information) that the IMO has determined is confidential, non-public or proprietary
information for the purposes of clause 10.2.1 or 10.2.7, as applicable, and which must not be
used or disclosed except in accordance with clauses 10.2.3, 10.2.4 or 10.2.5.
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Public Information: Market information (including information that is derived from market
information) that the IMO has determined is public information for the purposes of clause
10.2.1 or 10.2.7, as applicable, and which may be used by, or disclosed to, any person.

4, Describe how the proposed changes would allow the Market
Rules to better address the Wholesale Market Objectives

The IMO considers that the Market Rules as a whole, if amended to reflect the proposed
Amending Rules above, will not only be consistent with the Wholesale Market Objectives but
also allow the Market Rules to better achieve Wholesale Market Objectives (a), (b), (c) and

(d).
Wholesale Market Objective (a)

(a) to promote the economically efficient, safe and reliable production and supply of
electricity and electricity related services in the South West interconnected system

The proposed new confidentiality provisions will improve the efficiency and effectiveness of
the WEM by enabling publication of more information to Market Participants. This information
could be used, for example, to prepare more cost-reflective bids and offers than might
otherwise be the case, to better understand and manage risks and more accurately signal
the need for and value of energy.

The IMO considers that the introduction of a streamlined, easy to use confidentiality
framework will reduce the effort required to manage market information under the
Market Rules by the IMO and other Rule Participants. The IMO therefore considers that the
proposed changes will reduce the overall effort associated with administering the WEM,
thereby reducing the overall cost to the market.
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Wholesale Market Objective (b)

(b) to encourage competition among generators and retailers in the South West
interconnected system, including by facilitating efficient entry of new competitors

Greater disclosure of market information is likely to improve competition by providing more
participants with a greater level of information about the market, allowing for more efficient
decisions and better risk management. The new confidentiality provisions should also make
the overall market more attractive to new entrants through increased transparency and
availability of market information.

Wholesale Market Objective (c)

(c) to avoid discrimination in that market against particular energy options and technologies,
including sustainable energy options and technologies such as those that make use of
renewable resources or that reduce overall greenhouse gas emissions

The revision of the confidentiality status of market information will ensure that the
Market Rules equitably treat supply-side and demand-side market information, thereby
ensuring that the confidentiality provisions do not discriminate between energy options.

Wholesale Market Objective (d)

(d) to minimise the long-term cost of electricity supplied to customers from the South West
interconnected system

By increasing transparency of information and competition between Market Generators and
Market Customers in the WEM, the proposed confidentiality provisions are likely to help
minimise overall costs in the long-term by supporting more efficient decisions and improved
risk management.

5. Provide any identifiable benefits and costs of the proposed
changes

51 Benefits

The proposed amendments enable the IMO to improve the current WEM confidentiality
framework which the IMO considers would reduce the administrative effort required to
determine an appropriate treatment of market information and would increase transparency
of information in the market.

The IMO also considers that the implementation of the proposed confidentiality framework
would also reduce:

o the effort faced by participants to understand the framework and manage information in
the WEM; and

e the risk of parties’ non-compliance with the Market Rules and the IMO making
inconsistent operational decisions with respect to the disclosure of market information.
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52 Costs

The IMO will incur minor administrative costs in progressing this Rule Change Proposal, the
associated Procedure Change Proposal and establishing the initial proposed confidentiality
list. These costs can be accommodated within the IMO’s existing budget.

No other IMO costs are expected with regard to implementing the proposed amendments as
they do not change the intended operation of the Market Rules.

6. Provide any considerations associated with the implementation
of the proposed changes

6.1 Inclusion of provisions in higher-order instruments

The IMO has engaged with the Public Utilities Office (PUO) in the development of the
proposed new confidentiality framework for the WEM. The PUO has indicated that it may
consider including some high level provisions relating to information confidentiality in higher
order instruments (e.g. the WEM Regulations) in the future. The IMO will continue to engage
with the PUO on this matter, but intends to progress this proposal to amend the Market Rules
to ensure a practical and appropriate regime is in place as soon as possible.

6.2 Consultation on the associated Procedure Change Proposal and
proposed list of confidential information

The IMO proposes to include the process for setting and publishing the confidentiality status
of market information in a Market Procedure. The IMO proposes to develop and consult on
the Procedure Change Proposal in parallel to this Rule Change Proposal.

The IMO has also undertaken an initial assessment of the proposed confidentiality status of
each piece of information required under the Market Rules and developed an initial
confidentiality list. The IMO proposes to schedule a number of stakeholder workshops prior
to the publication of the Draft Rule Change Report to discuss the proposed list of confidential
information and allow Rule Participants to provide information to support the IMO’s
assessment.

This approach will allow stakeholders to comment on the proposed suite of changes as a
package and consider the proposed confidentiality framework holistically — from the
principles through to application.

6.3 Protected Provisions, Reviewable Decisions and civil penalty
provisions

This Rule Change Proposal proposes to amend clauses 1.7.1, 10.2.1 10.3.1, 10.3.3, 10.3.4,
10.3.5, 10.4.1 and 10.4.2 of the Market Rules, which are Protected Provisions under
clause 2.8.13. Therefore, under clause 2.8.3 of the Market Rules, the proposed
Amending Rules in this Rule Change Proposal must be approved by the Minister.

Clause 10.2.1 of the Market Rules is also a Reviewable Decision. The IMO notes that the
Rule Change Proposal does not substantially change the intention of this clause, therefore
the IMO does not consider any changes to Schedule 2 of the Regulations need to be made.
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The IMO notes that clause 10.2.4 of the Market Rules, which contained the prohibition for
recipients of Confidential Information to disclose that information, is proposed to be amended
and is a Category B civil penalty provision. The IMO notes that the Rule Change Proposal
does not substantially change the intention of this clause, therefore the IMO does not
consider any changes to Schedule 1 of the Regulations need to be made.

The IMO is working with the PUO to progress this Rule Change Proposal and any necessary
changes to the WEM Regulations.

For the avoidance of doubt, the IMO notes that the proposed new confidentiality framework
applies to the disclosure of information in the WEM specifically and does not override other
laws and regulations that govern the disclosure of information more broadly, including for
example, the Privacy Act 1998 (Cth) and Freedom of Information Act 1992 (WA).
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